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1 Reason for Contribution

The current version of the CBCS RD isn’t considering the need to protect users form content which is contaminated with malicious-software or the receiving of unsolicited-messages. However, the CBCS group was asking for a use case based on the flow chart which was included in the first version of the input contribution 0032-Terms-definitions.
2 Summary of Contribution

This input contribution providing a use case where a user requesting content affected with malicious-software. The requirements consider as well the case where a user requires protection form unsolicited-messages.  
3 Detailed Proposal

Use case – Request of Content Scanning
Short description

Ben is an end-user and wants to request content form a webpage using his mobile phone. He is subscribed to the Categorization-Based Content Screening Service. Ben requests the content he wants and the CBCS-Enabler screens the requested content to check whether the content is appropriate for Ben. The CBCS-Enabler decides that the content himself is suitable for the user and offering Ben (automatically or requesting, depending on the user profile settings!) to initiate content-scanning to detect possible malicious software. Ben acknowledges the scan-request and after the successful scan, the CBCS-Enabler delivers the scan-report to Ben. If malicious software was detected, the user has the choice to decide the isolation or deletion of the malicious software.  
Actors 

· Categorization-Based Content Screening Service User.
The person or the entity, using a mobile or fixed device, whose requests to access services and content are subject to the screening service.
· Categorization-Based Content Screening Service Subscriber.
An entity (e.g. a user) engaged in a Subscription with a Categorization-Based Content Screening Service Provider.
· Categorization-Based Content Screening Service Provider.
The entity offering the Categorization-Based Content Screening Service.

Actor specific issues 

· The Categorization-Based Content Screening Service User has the choice to decide whether the requested content will be scanned before delivery.
· The Categorization-Based Content Screening Service Provider has the capability to initiate content scanning for content requested by the user. 
· The Categorization-Based Content Screening Service Subscriber decides whether content scanning is desired.
Actor specific Benefits 

· The Categorization-Based Content Screening Service User is protected form content includes malicious-software or the receiving of unsolicited-messages.
· The Categorization-Based Content Screening Service Subscriber can protected its user form content includes malicious-software or the receiving of unsolicited-messages.

· The Categorization-Based Content Screening Service Provider has the capability to offer their users protection form content includes malicious-software or the receiving of unsolicited-messages.
Pre-conditions
· Ben has a mobile phone that supports browsing.

· Ben is subscribed as a Categorization-Based Content Screening Service User.
· The CBCS-Enabler User Profile contains the information that Ben want to take Content Scanning.

· The CBCS-Enabler is linked to an external Content Scanning Service.
· The CBCS-Enabler can have a database to store the scan-result, related with the content, in order to not have to analyze the same content again, coming from the same source. 
Post-conditions
N/A
Normal flow 

1. Ben makes a connection to the network operator, begins to browse and request content located on a web page via his mobile phone.
2. The Categorization-Based Content Screening Service decides that the content is suitable for the user.
3. The Categorization-Based Content Screening Service offering Content Scanning to the user.
4. Ben acknowledges the scan-request and the CBCS-Enabler initiate the Content Scanning.
5. The CBCS-Enabler delivers the scan-result to the user, provided by the external Content Scanning Entity.
6. The scan-result includes the information whether the requested content is contaminated with malicious software or not. If the content is contaminated with malicious software, Ben decides whether this e.g.Virus should isolate or deleted. In the case where the content is “clean” (no contamination!) the CBCS-Enabler deliver the content directly to the user without additional user interaction. 
Alternative Flow

N/A
Operational and Quality of Experience Requirements 

N/A
7. Requirements
(Normative)

7.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	CBCS-FUNC-001
	The CBCS-Enabler MUST include the possibility to initiate Content Scanning.
	

	CBCS-FUNC-002
	The CBCS-Enabler MUST offer the Content Scanning as a subscription-based service.
	

	CBCS-FUNC-003
	The CBCS-Enabler MUST able to initiate Content Scanning independently of the protocol used to deliver the content to the user. 
	


Table 1: High-Level Functional Requirements

7.1.1 Security

	Label
	Description
	Enabler Release

	
	
	

	
	
	


7.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Charging Items

7.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

7.1.4 Usability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Usability Items

7.1.5 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Interoperability Items

7.1.6 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

7.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level System Requirements

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the group to discuss this use case and the subsequent requirements section, provide feedback and consider inclusion in the CBCS requirements document (RD).
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