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1 Reason for Contribution

This contribution introduces a use case and updates a requirement for the CBCS enabler.  It is proposed that the CBCS enabler can manage dynamic state.
R01: Editorial changes tracked in this colour.
R02: Changes tracked in this colour.  Major change: aligned requirement wording with wording found acceptable in GPM RD.
2 Summary of Contribution

A use case named “usage limits” is introduced to illustrate the updates requirements.
3 Detailed Proposal

3.1 Definitions

For the purpose of the present requirements document, the terms and definitions in [OMA-DICT] and the following apply:

	Categorization-Based Content Screening Service Provider
	The entity offering the Categorization-Based Content Screening service.

	Categorization-Based Content Screening Subscriber
	The entity (e.g. a user) engaged in a subscription with a Categorization-Based Content Screening Service Provider.

	Categorization-Based Content Screening User
	The person or the entity, using a device, whose content is subject to categorization based content screening.

	Content Provider
	The entity making content available to the Categorization-Based Content Screening Service User.

	Content Scanning
	The act of determining the category of the content.

	Content Screening
	The act of blocking , allowing or modifying content.

	Content Screening Authority
	An entity which is in charge of defining the content categories and the rules used to categorize content

	Content Categorization Entity
	The entity that assigns categories to content.

	Content Screening Category
	A category assigned to content, aiming to describe the characteristics of the content

	Content Subscriber
	The entity (e.g. a user) engaged in a subscription with a Content Provider.

	Non-Categorized Content
	Content for which no Content Screening Category has been assigned

	Content Screening Request
	An enquiry to the CBCS enabler for Content Screening.

	Content Screening Response
	An expression of the results of a Content Screening Request.

	Categorized Content
	Content for which a Content Screening Category has been assigned 

	Context
	Static or dynamic information that can be used when performing Content Screening


7.1 Usage limits

7.1.1  ASK  \* MERGEFORMAT Short Description

A corporation has employees working with communication devices which are connected to the “outside world”, e.g. Internet and telephony network.  The corporation realizes there is a potential for decrease in productivity, liability and dissemination of corporate secrets given the external access.  For these reasons it is decided to restrict the communications of the employees.
Various policies are in place.  For example, certain sets of categories are blacklisted, meaning that access is never allowed. Other sets of categories are monitored or “grey listed”. Content categories that are found to be in the grey list are allowed but each instance is accumulated.  The corporation can take actions if the employee’s content requests of grey listed categories, within certain time periods, exceed a threshold; for example, the enabler could remind the employee of the relevant corporate policy.
7.1.2 Actors

· Employee: act as CBCS user
· Corporation: act as CBCS subscriber
· CBCS Service Provider: screening the CBCS’ user’s content on behalf of the CBCS subscriber
5.2.1.1 Actor Specific Issues

· The CBCS Service Provider has to ensure communication traffic destined to the CBCS users is subjected to Content Screening.

· The employee will find that the communication traffic is monitored and screened.

5.2.1.2 Actor Specific Benefits

· The corporation can minimize productivity lose caused by non-productive use of the communication device.

7.1.3 Pre-conditions

· The CBCS Service Provider has to ensure communication traffic destined to the CBCS users is subjected to Content Screening.
7.1.4 Post-conditions

· The employee’s communication traffic is monitored and screened.

7.1.5 Normal Flow

1. Content destined to the CBCS User is in transit.

2. The CBCS Enabler screens the content according to the criteria previously defined for this user by the CBCS Subscriber.

3. Three alternatives are possible:

a. Content can be blocked as its category is blacklisted.

b. The content’s category is grey listed: the enabler will accumulate the content screening request and determine if the accumulated access has exceeded a predefined threshold.  If the threshold is not reached, follow c. Otherwise, the enabler will take alternate actions(s) such as reminding the employee is reminded of the corporate policy.
c. Content that is not blocked will be delivered to the user using the original delivery enabler or protocol (the one that the Content Provider used to deliver the content to the user).  

8. Requirements
(Normative)

8.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	CBCS-FUNC-001
	The CBCS Enabler MUST include the possibility to apply screening on a per user basis.
	

	CBCS-FUNC-002
	The CBCS Service MUST be able to retrieve categorization information from the Content Categorization Entity 
	

	CBCS-FUNC-003
	The CBCS Enabler MAY use information from multiple Content Categorization Entities.
	

	CBCS-FUNC-004
	The CBCS Enabler MUST use content screening criteria to screen content.
	

	CBCS-FUNC-005
	The CBCS Enabler SHOULD be able to generate or retrieve content screening criteria.
	

	CBCS-FUNC-006
	The content screening criteria MAY be composed from information from different sources, including public (public bodies, governments, etc.) and private sources.
	

	CBCS-FUNC-007
	The CBCS Enabler SHALL provide the CBCS Service Provider the ability to create, modify or delete content screening criteria or delegate any kind of permissions associated with content screening criteria to authorized principal(s).
	

	CBCS-FUNC-008
	The CBCS Enabler SHALL be able to apply categorization criteria based on the source of content (for example, the URL or the content owner).
	

	CBCS-FUNC-009
	Among the content screening criteria supported by CBCS there MAY be a rule type which causes a Content Screening Response which depends on other context, such as e.g. age, gender, interests, preferences, information related to earlier Content Screening Requests, the time of day, the Categorization-Based Content Screening Subscriber, or the interval between Content Screening Requests,
	

	CBCS-FUNC-010
	For content or services explicitly requested by the user, the CBCS Enabler MUST be able to always give a response to the CBCS User (previous advise, blocking information, requested content, etc.).
	

	CBCS-FUNC-011
	For content not explicitly requested by the user (Push contents, alerts, spam, etc.) the CBCS Enabler SHOULD be able to generate a register (a log file, for example) with related information without advising the user.
	

	CBCS-FUNC-012
	The CBCS Enabler MUST be able to warn an authorized principal about content not blocked, but potentially undesirable for the CBCS User.
	

	CBCS-FUNC-013
	The CBCS Enabler MUST be able to screen content delivered via synchronous requests, including (but not limited to) HTTP, and incoming messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.
	

	CBCS-FUNC-014
	The CBCS Enabler MAY use delivery protocol or enabler specific information, such as the origin of a message, in its decision to screen content.
	

	CBCS-FUNC-015
	The CBCS-Enabler MUST include the possibility to initiate Content Scanning.
	

	CBCS-FUNC-016
	The CBCS-Enabler MUST offer the Content Scanning as a subscription-based service.
	

	CBCS-FUNC-017
	The CBCS-Enabler MUST able to initiate Content Scanning independently of the protocol used to deliver the content to the user. 
	


Table 1: High-Level Functional Requirements

8.1.1 Security

	Label
	Description
	Enabler Release

	CBCS–SEC–001
	The CBCS Enabler SHALL permit only authorized principals to create, modify, access, delegate permissions for content screening criteria.
	

	CBCS–SEC–002
	The CBCS Enabler MUST be able to authenticate Content Categorization Entities.
	


Table 2: High-Level Functional Requirements – Security Items

8.1.2 Charging

	Label
	Description
	Enabler Release

	CBCS–CHAR–001
	The CBCS Enabler SHALL NOT limit charging models. 
	

	CBCS–CHAR–002
	The CBCS Enabler MUST be able to provide Charging enablers with the information for charging the use of the enabler.
	


Table 3: High-Level Functional Requirements – Charging Items

8.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	CBCS-ADM-001
	The CBCS Enabler MUST be able to be deployed as a subscription-based service.
	

	CBCS–ADM–002
	The administration of the CBCS Enabler SHOULD be the responsibility of the CBCS Service Provider.
	

	CBCS–ADM–003
	The administration of the CBCS Enabler MAY include configuration, provisioning and maintenance of the enabler.
	

	CBCS–ADM–004
	The CBCS Enabler MAY be able to generate and make available information about enabler activity (e.g. for statistics, monitoring, reporting, etc.).
	

	CBCS–ADM–005
	The CBCS Enabler SHOULD allow a CBCS Subscriber to securely configure the screening criteria applied to its CBCS Users.
	

	CBCS–ADM–006
	The CBCS Enabler SHOULD allow a CBCS Subscriber to customize the responses returned or behaviour when content is blocked.
	


Table 4: High-Level Functional Requirements – Administration and Configuration Items

8.1.4 Usability

	Label
	Description
	Enabler Release

	CBCS–USA-001
	For content originating from the CBCS User, the CBCS User SHOULD be informed of the decision made by the CBCS Enabler when the content is blocked.
	

	CBCS-USA-002
	For content explicitly requested, the CBCS User SHOULD be informed of the decision made by the CBCS Enabler when the content is blocked.
	

	CBCS–USA-003
	The CBCS User MAY be warned about content explicitly requested, not blocked but considered potentially not suitable for him/her.
	

	CBCS–USA-004
	The perceived user experience in terms of time to get requested contents SHOULD NOT be significantly affected by the application of the CBCS Enabler.
	

	CBCS–USA-005
	The CBCS Enabler MUST provide a mechanism for authorized principals to give feedback to the CBCS Service Provider regarding the decisions made (for example, reporting false positives, false negatives, etc.). 
	

	CBCS–USA-006
	The CBCS Enabler MUST provide a mechanism to allow authorized principals to review blocked content (unless it is forbidden by a Content Screening Authority). A Content Provider is only regarded as an authorized principal with respect to its own content.
	

	CBCS–USA-007
	The CBCS Enabler MUST provide a mechanism to provide authorized principals information about the blocked content.  A Content Provider is only regarded as an authorized principal with respect to its own content.
	


Table 5: High-Level Functional Requirements – Usability Items

8.1.5 Interoperability

	Label
	Description
	Enabler Release

	CBCS–IOP–001
	The CBCS Enabler MUST provide interfaces to ensure interoperability with other enablers. 
	

	CBCS–IOP–002
	The CBCS Enabler MUST be technology agnostic.
	

	CBCS–IOP–003
	The CBCS Enabler MUST be independent of the enablers or protocols used to deliver the contents. 
	

	CBCS–IOP–004
	The CBCS Enabler MUST be interoperable across different Network Operators or Content Providers or Service Providers.
	


Table 6: High-Level Functional Requirements – Interoperability Items

8.1.6 Privacy

	Label
	Description
	Enabler Release

	CBCS–PRV-001
	The CBCS Enabler MUST keep the CBCS Subscriber identity secret to Content Providers. 
	

	CBCS–PRV-002
	The CBCS Enabler MUST keep the CBCS User identity secret to Content Providers.
	

	CBCS–PRV-003
	The CBCS Enabler MUST keep the content screening criteria secret to Content Providers.
	

	CBCS-PRV-004
	Mechanisms should be provided to allow the protection and avoid the disclosure of CBCS Subscriber information. 
	

	CBCS-PRV-005
	The CBCS Service Provider MUST use the CBCS Subscriber’s and/or CBCS User’s identities and/or content screening criteria for categorization-based screening services purposes only. 
	


Table 7: High-Level Functional Requirements – Privacy Items

8.2 Overall System Requirements

	Label
	Description
	Enabler Release

	CBCS-SYS-001
	The CBCS Enabler SHALL be agnostic to the content delivery protocol or enabler.
	

	CBCS-SYS–002
	The Content Screening Authority MUST be defined in an execution environment neutral manner.
	

	CBCS-SYS–003
	Any interface defined in the CBCS Enabler MUST be access technology neutral.
	

	CBCS-SYS–004
	The interfaces used to (access to or) interact with the CBCS Enabler from external entities MUST be access technology neutral.
	


Table 8: High-Level System Requirements

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed that the CBCS AHG agrees the inclusion of the use case and requirements in the RD.
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