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1. Scope
(Informative)

The Categorization-Based Content Screening (CBCS) Enabler specifies the interfaces between actors so as to screen content based on content categorization and screening rules.  

The CBCS Enabler shall be applicable to any content delivery enabler or protocol and intentionally does not restrict the definition of “content”, which allows the enabler to screen practically any information communicated by/to a user. 

The following functions are considered to be in scope for the CBCS Enabler specification:

· Blocking of any kind of content considered “undesirable” for a certain user according to the screening criteria used, including illegal content, unsolicited content, malicious content and inappropriate content.

· Customer-facing warnings: these are words or symbols that could be standardised but are actually part of the content presented to users such as a symbol in the corner of the screen, an announcement before a programme starts or a form of words on screen.

· Screening of previously categorized content: in this case the category is defined by content meta-data that is either encoded as part of the content format, or can be requested from an external source.

· Screening of not previously categorized content.

· Screening of content from content providers with whom the service provider has a trusted relationship, and of content with whom the service provider does not have a trusted relationship.

· Screening of content sent from a content provider to a user, from a user to another user, or from a user to a server (including the screening of subscriptions to content and screening of service requests)

The following items have been considered to be out of scope for the CBCS Enabler specification:

· The definition or standardization of specific content categorization schemes.

· The definition or standarization of the rules used to categorize content.

· The specification or standardization of specific screening criteria.

· The specification or standardization of algorithms or methods for the syntactic or semantic analysis of content.

· Deployment policies for service providers, including which categorization schemes to apply and how, how to define permissions for subscribers and users, etc.

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[OMA-DICT]
	“OMA Dictionary”


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

For the purpose of the present requirements document, the terms and definitions in [OMA-DICT] and the following apply:

	Authorized principal
	A Principal (see [OMA-DICT]) with permissions to perform specific action(s) or receive specific information.

	Categorization-Based Content Screening Service Provider
	The entity deploying the CBCS Enabler


	Categorization-Based Content Screening Subscriber
	The entity (e.g. a user) engaged in a subscription with a Categorization-Based Content Screening Service Provider.

	Categorization-Based Content Screening User
	The person or the entity, using a device, whose content is subject to categorization based content screening.

	Categorization-Based Content Screening User Profile
	The User Profile (see [OMA-DICT]) applicable to the CBCS Enabler. 

	Categorized Content
	Content for which one or more Content Screening Categories have been assigned 

	Content Categorization Entity
	The entity that assigns Content Screening Categories to content.

	Content Provider
	The entity making content available to the Categorization-Based Content Screening Service User.

	Content Scanning
	The act of determining the category of the content.

	Content Screening
	The act of blocking, allowing or amending content.

	Content Screening Authority
	An entity which is in charge of defining content categories and screening rules. 

	Content Screening Category
	A category assigned to content, aiming to describe the characteristics of the content

	
	

	
	

	Non-Categorized Content
	Content for which no Content Screening Category has been assigned

	Screening Action
	The set of Policy Actions (see [OMA-DICT]) applicable to the CBCS Enabler.

	Screening Criteria
	The set of Policy Conditions (see [OMA-DICT]) applicable to the CBCS Enabler.

	Screening Rule

	Is a Policy Rule (see [OMA-DICT]) that uses Screening Criteria and Screening Actions.

	
	


3.3 Abbreviations

For the purpose of the present requirements document, the abbreviations in [OMA-DICT] and the following apply:

	CBCS
	Categorization-Based Content Screening

	IM
	Instant Messaging

	MMS
	Multimedia Messaging Service

	SMS
	Short Messaging Service

	URI
	Universal Resource Identifier


4. Introduction
(Informative)

Terminal capabilities are increasing and enabling rapid transmission of content like videos, colour images, etc. and thereby increasing the usability of entertainment services. Together with the increasing number of minors using the mobile devices, the likelihood for them receiving inappropriate content is high. In addition users require protection from the expense and inconvenience of unsolicited content as well as from malicious content which can disrupt user experience (e.g. damage a user’s terminal or denying service). 

A category assigned to content describes the type of this content, to enable determining whether content is suitable for a user or not. The prerequisite for categorization based content screening itself is therefore a content screening category. The CBCS Enabler will use the content screening category together with other screening criteria to decide whether the content shall be delivered to the user or not.

The CBCS Enabler defines how to apply screening rules and preferences to content, including obtaining categorization from a categorization entity if required. In general we can say that the subscriber (or any other delegated agent) will be responsible for defining some of the characteristics of the user (profiling and preferences) while the screening rules can be determined also by the CBCS Service or other external bodies. The CBCS Enabler is defined independently from the data flowing between the interfaces. The CBCS Enabler is agnostic to the type of content exchanged at the interfaces. 

The association of categorization information with content is independent of the CBCS user. The content screening will utilize categorization information, the user profile and other screening criteria. Depending on the categorization information and the screening criteria applied, the content screening service provider may request additional categorization information and/or a content scanning operation before the final content screening decision.

5. Use Cases (Informative)

5.1 General content screening

This use case describes how the CBCS Enabler filters content over multiple content delivery enablers or protocols. 

5.1.1  ASK  \* MERGEFORMAT Short Description

Suppose the subscriber of Categorization Based Content Screening (CBCS) Service has set screening rules appropriate for the users managed by this subscriber (e.g. parental control). The subscriber now wishes to see screening rules uniformly applied to all delivery mechanisms (e.g. SMS, MMS, Push, IM). If content is blocked by the CBCS Enabler it will be replaced with a message explaining why the content could not be presented and whom to contact in case the user questions the appropriateness of the screening result. Results of the screening tests could be available offline for a certain period of time (e.g. the screened contents or statistics); a user can be notified periodically of the screening results.

5.1.2 Actors

· The CBCS Subscriber assigns users to the CBCS Enabler, applies desired screening rules per user, and identifies the content delivery enablers or protocols that the screening needs to apply to.

· The CBCS User receives content that is not blocked as a result of the screening rules set by the Content Screening Subscriber. If content is blocked, it may be replaced by a message.

· The CBCS Service Provider deploys and operates the CBCS Enabler.

5.1.2.1 Actor Specific Issues

· The CBCS Service Provider must be able to screen the content communicated over multiple content delivery enablers or protocols in a consistent way, yielding the same screening results regardless of the content delivery enabler or protocol used.

· The CBCS Subscriber can securily assign users to the content screening enabler and define screening rules for them.

· The CBCS User receives content that has been screened previously by the CBCS Enabler, on the basis of the screening rules defined by the CBCS Subscriber. In case content is blocked, the user may be informed through replacement of the content.  The information accompanying a rejection notice could include an override or the rationale for rejection and explanation of steps the user could take if the user feels the content should not have been rejected.

5.1.2.2 Actor Specific Benefits

· The CBCS Service Provider can differentiate its service offer from others, and can appeal to certain classes of customers, for example parents concerned about the content their children consume. In certain regions there may be regulatory requirements that oblige a service provider to screen content.

· The CBCS Subscriber will have screening uniformly applied over different content delivery mechanisms.  The content screening rigour would conform to the screening rules of the regulator, corporation or family.

· The CBCS User is not exposed to content that does not conform to the screening rules set by the CBCS Subscriber.

5.1.3 Pre-conditions
· The CBCS Service Provider uses one or more content categorization schemes that respect the screening rules set by the Content Screening Authority.  The CBCS Service Provider may have trusted relationships with one or more Content Providers and/or Content Screening Entities.

· The CBCS Subscriber has previously assigned users to the CBCS Enabler and has defined screening rules for these users.   
5.1.4 Post-conditions

· Regardless of the content delivery enabler or protocol used, the CBCS User does not receive any content that should be blocked according to the screening rules defined by the CBCS Subscriber.  

· Screening results may be available offline for a certain period of time (e.g. the screened contents or statistics).

5.1.5 Normal Flow

1. The Content Provider attempts to deliver content to the CBCS User via any content delivery mechanism.

2. The CBCS Enabler screens the content according to the screening rules previously defined for this user by the CBCS Subscriber.  

3. Content that is not blocked will be delivered to the user using the original delivery enabler or protocol (the one that the Content Provider used to deliver the content to the user).  A user and/or content screening authority can be notified periodically of the screening results.

5.1.6 Alternative Flow

If content is blocked in step 2, then an explanatory message may be sent to the CBCS Subscriber or CBCS User.

5.1.7 Operational and Quality of Experience Requirements

Updated screening screening rules shall apply instantly to all content delivery mechanisms.

5.2 Content screening in a browsing session

This use case shows how content is screened by the CBCS Enabler in a mobile browsing session.

5.2.1  ASK  \* MERGEFORMAT Short Description

Ben is a user of mobile information services. He wants to browse the web with his mobile phone. The browser will not display certain hyperlinked services, due to the screening rules the subscriber of the mobile subscription being used by Ben has set (the subscriber can be Ben himself, but can also be another person or entity). The blocked hyperlinks can include access to content (images, videos, text, audio, etc), or other services (send a form, vote, etc).  The subscriber may set the screening rules such that content is only partially blocked, e.g. the browser displays HTML text but not images, or shows an e-mail but without attachments.  

5.2.2 Actors

· The CBCS Subscriber assigns users to the CBCS Enabler, applies desired screening rules per user, and identifies the content delivery enablers or protocols that the screening needs to apply to.

· The CBCS User receives content that is not blocked as a result of the screening rules set by the Content Screening Subscriber. If content is blocked, it may be replaced by a message.

· The CBCS Service Provider deploys and operates the CBCS Enabler.

· Content Categorization Entity assigns categories to content. 

5.2.2.1 Actor Specific Issues

· The CBCS Subscriber can securily assign users to the The CBCS Enabler and define screening rules for them.

· The CBCS User receives content that has been screened by the CBCS Enabler, on the basis of the screening rules defined by the CBCS Subscriber. In case content is blocked, the user may be informed through replacement of the content.  

· The CBCS Service Provider uses the The CBCS Enabler to screen content (web pages, referenced services and media) accessed through browsing, using the screening rules defined by the CBCS Subscriber.

· Content Categorization Entity categorizes the content that is accessible through browsing (pictures, text, video, audio, etc.). 

5.2.2.2 Actor Specific Benefits

· The CBCS User is not exposed to content that does not conform to the screening rules set by the CBCS Subscriber.

· The CBCS Service Provider will benefit from a higher use of the browsing services due to increased subscriber confidence in the service.

5.2.3 Pre-conditions

· The CBCS User has a mobile device and subscription that support browsing.

· The CBCS Service Provider uses one or more content categorization schemes that respect the screening rules set by the Content Screening Authority. The CBCS Service Provider may have trusted relationships with one or more Content Providers and/or Content Screening Entities.

· The CBCS Subscriber has previously assigned users to the CBCS Enabler and has defined screening rules for these users.   

· The content accessible through browsing may or may not have been previously categorized by a Content Categorization Entity.

5.2.4 Post-conditions

· The CBCS User cannot access through browsing any content that should be blocked according to the screening rules defined by the CBCS Subscriber. 

· Screening results may be available offline for a certain period of time (e.g. the screened contents or statistics).

5.2.5 Normal Flow

1. Ben (the CBCS User) begins to browse with his mobile device and requests a web page from a Content Provider.
2. The CBCS Enabler solicits categorization information for the page requested by Ben and its components (e.g, images) from one or more Categorization Entities.  If these Categorization Entities do not provide a categorization, the CBCS Enabler may refer to a local “built-in” Categorization Entity that attempts to analyze and categorize the content on the fly.

3. The CBCS Enabler makes a decision to block or pass the requested content by applying the screening rules defined by the CBCS Subscriber to the categorization information obtained in step 2 (if any). If the content was not categorized in step 2, or if the screening rules don’t produce a decision, the CBCS Enabler will take a default action (block or pass). In this case, the CBCS Enabler may inform the CBCS User that the content he is about to receive may be not suitable for him regarding his CBCS user profile.

4. If the requested page passes, it is delivered to Ben’s browser.  If it is blocked, another page may be delivered to the browser, informing the user of the blocking action.

5.2.6 Alternative Flow

As HTML (or WAP) pages typically consist of several components (text, images, hyperlinks, forms, javascript, etc), the CBCS Enabler may screen each component individually. In this case, steps 2 and 3 are applied to each component separately, and in step 4, Ben may be presented with a partially complete page, from which certain components have been blocked or replaced. 

Among the page components that the CBCS Enabler can block are hyperlinks that point to content that should be blocked according to the screening rules used.

5.2.7 Operational and Quality of Experience Requirements

N/A

5.3 Screening of messages

This use case describes the screening of the messages.

5.3.1  ASK  \* MERGEFORMAT Short Description

A user is trying to send content which is considered undesirable for the receiving user. The CBCS Enabler screens the content in incoming messages, thus avoiding that undesirable content reaches the user via a message.

5.3.2 Actors 

· The CBCS Subscriber assigns users to the CBCS Enabler, applies desired screening rules per user, and identifies the content delivery enablers or protocols that the screening needs to apply to.

· The CBCS User receives content that is not blocked as a result of the screening rules set by the Content Screening Subscriber. If content is blocked, it may be replaced by a message.

· The CBCS Service Provider deploys and operates the CBCS Enabler.

· The Sender is the entity sending a message to a CBCS User. The sender is not necessarily a mobile network subscriber, but could also be on the Internet, for example.

· The Content Screening Authority defines rules for screening content and/or assigning categories to content

· The Content Categorization Entity is an entity that assigns content screening categories to content. 

5.3.2.1 Actor specific issues 

· The CBCS User receives messages from other users that have not been blocked by the CBCS Enabler. The CBCS User may or may not receive information about messages that were screened and blocked by the CBCS Enabler.

· The CBCS Subscriber determines whether messages that should be screened and if so, using what screening rules. 

· The Sender may or may not be informed that his/her messages are being blocked by the CBCS Enabler.

· The CBCS Service Provider may or may not offer screening of incoming messages to its subscribers.

5.3.2.2 Actor specific Benefits 

· The CBCS User is protected from undesired content sent via messaging.

· The CBCS Subscriber can protect its users from undesired content sent via messaging. 

· The Content Screening Authority has more confidence that its categorization rules are applied to any content delivery protocol or enabler, including messaging. 

5.3.3 Pre-conditions
· The CBCS Subscriber has instructed the CBCS Service Provider to screen incoming messages for its users.

· The CBCS Subscriber has previously defined screening rules  for blocking content addressed to its users. These screening rules include how to deal with incoming messages.

5.3.4 Post-conditions

· Through messaging the CBCS User will not receive any content that should be blocked according to the screening rules defined by the CBCS Subscriber.  

5.3.5 Normal flow 

1. The Sender sends a message to CBCS User, with attached content (for example a picture or video).

2. Before delivering the message to the CBCS User, the CBCS Enabler may request categorization information about the message and its attachment from one or more Categorization Entities.

3. Using the categorization information obtained in point 2 (if any) the CBCS Enabler screens the content using the screening rules defined by the CBCS Subscriber. These screening rules may include messaging specific screening criteria such as origin of the message (white list or black list) or other messaging specific information (for example, subject, etc.).

4. If the content is considered undesirable according to the screening rules used in the decision, the message is not forwarded to the destination user. The CBCS Enabler may then inform the CBCS Subscriber, CBCS User and/or the sender of the screening action. The CBCS Enabler may also include information regading this screening action and the related content (subject, size, category associated, etc.) in a log file that, eventually, the CBCS Subscriber could consult. Otherwise, the message is forwarded to the destination user.

5.3.6 Alternative Flow

N/A

5.3.7 Operational and Quality of Experience Requirements

N/A

5.4 Request of content scanning

5.4.1  ASK  \* MERGEFORMAT Short Description

Ben is an end-user and wants to request content form a webpage using his mobile phone. He is subscribed to the CBCS Service. Ben requests the content he wants and the CBCS Enabler screens the requested content to check whether the content is appropriate for Ben. The CBCS Enabler decides that the content himself is suitable for the user and offering Ben (automatically or requesting, depending on the CBCS user profile!) to initiate content-scanning to detect possible malicious software. Ben acknowledges the scan-request and after the successful scan, the CBCS Enabler delivers the scan-report to Ben. If malicious software was detected, the user has the choice to decide the isolation or deletion of the malicious software.

5.4.2 Actors 

· CBCS Service User: The person or the entity, using a mobile or fixed device, whose requests to access services and content are subject to the screening service.

· CBCS Service Subscriber: An entity (e.g. a user) engaged in a Subscription with a CBCS Service Provider.

· CBCS Service Provider: The entity offering the CBCS Service.

5.4.2.1 Actor specific issues 

· The CBCS Service User has the choice to decide whether the requested content will be scanned before delivery.
· The CBCS Service Provider has the capability to initiate content scanning for content requested by the user. 
· The CBCS Service Subscriber decides whether content scanning is desired.
5.4.2.2 Actor specific Benefits 

· The CBCS Service User is protected from content includes malicious-software or the receiving of unsolicited-messages.

· The CBCS Service Subscriber can protected its user from content includes malicious-software or the receiving of unsolicited-messages.

· The CBCS Service Provider has the capability to offer their users protection from content includes malicious-software or the receiving of unsolicited-messages.

5.4.3 Pre-conditions

· Ben has a mobile phone that supports browsing.

· Ben is subscribed as a CBCS Service User.
· The CBCS User Profile contains the information that Ben wants to take Content Scanning.

· The CBCS Enabler is linked to an external Content Scanning Service.

· The CBCS Enabler can have a database to store the scan-result, related with the content, in order to not have to analyze the same content again, coming from the same source. 

5.4.4 Post-conditions
N/A

5.4.5 Normal flow 

1. Ben makes a connection to the network operator, begins to browse and request content located on a web page via his mobile phone.

2. The CBCS Service decides that the content is suitable for the user.

3. The CBCS Service offering Content Scanning to the user.

4. Ben acknowledges the scan-request and the CBCS Enabler initiate the Content Scanning.

5. The CBCS Enabler delivers the scan-result to the user, provided by the external Content Scanning Entity.

6. The scan-result includes the information whether the requested content is contaminated with malicious software or not. If the content is contaminated with malicious software, Ben decides whether this e.g.Virus should isolate or deleted. In the case where the content is “clean” (no contamination!) the CBCS Enabler deliver the content directly to the user without additional user interaction. 

5.4.6 Alternative Flow

N/A

5.4.7 Operational and Quality of Experience Requirements 

N/A

5.5 Content screening while user is roaming

5.5.1  ASK  \* MERGEFORMAT Short Description

A user from a given network (Home network from now and on) is visiting another network, this is, he is roaming in a Visited network. This user and/or his subscriber has contracted the CBCS Service in his Home network this is, the content he can receive is previously screened and/or blocked by the CBCS Service Provider serving the Home network. As now he is accessing content through a Visited network, the requested content, prior to be delivered to the user has to be verified by the CBCS Service in the Home network and by the CBCS Service in the Visited network if existing. This way, the user only receives content that has been approved by his CBCS Service and the CBCS Service serving in the visiting network; so, for example, if the user is in another country, he could only receive content he is supposed to be allowed to receive in both countries (home and the visited).

5.5.2 Actors

· CBCS User is a costumer from a given operator, so it is a home user in its network, here denoted as Home network. 
· CBCS Subscriber is the owner of the phone line, and the one who the CBCS Service Provider has the relationship with. In this case, the CBCS Subscriber has the relationship with the Home network.

· Content Provider is the entity making content available to the CBCS User.

· Content Screening Authority 
is an entity external to the CBCS Service that is in charge of establishing screening rules for the CBCS actors. There can be more than one Content Screening Authorities affecting each CBCS Service Provider.

· Content Categorization Entity is an entity that assigns content screening categories to content. 

· CBCS Service Provider, which offers the Categorization-Based Content Screening Service. In this example it is assumed that each CBCS Service Provider only serves one network.

5.5.2.1 Actor Specific Issues

· CBCS User is able to access a network different from the one of its operator, this is, the CBCS User is able to be roaming in a visited network. 

· The content destined to the CBCS User will be screened using rules from its home network, this is its CBCS User Profile and the screening rules applied by the CBCS Service Provider in its Home network. 

· CBCS Subscriber will be able of establishing and modifying the CBCS User Profile in its Home network. 

· CBCS Service Provider may be able to rate the content efficiently and accurately. 

· CBCS Service Provider must be able to decide what to do with the contents (web pages, referenced services and media) provided by the Content Provider. Different pieces of information (CBCS user profile and additional screening criteria) can be used in the decision process. 

· CBCS Service Provider must be able to communicate with other CBCS Service Providers and interchange information about how to apply categorization-based content screening to a given user who is in roaming.

· Content Categorization Entity will be able to catalogue and sort the different web pages and contents (pictures, text, video, audio, etc.).

5.5.2.2 Actor Specific Benefits

· CBCS User. The user is not exposed to content that does not conform to the values or policies that are in effect since he has chosen the contents and services he/she does not want to access to even if he is roaming in a visited network.

· CBCS Service Provider will benefit from a higher use of the browsing services due to the confidence the subscribers has on the service. Even users in roaming can access services being sure about they are going to receive only appropriate content.

5.5.3 Pre-conditions

· The user has a mobile device that supports browsing.

· Requested content within the Content Provider can be previously categorized. This categorization can have been done by the Content Categorization Entity or by the Content Provider itself.

· The mandatory databases like the legal, business, etc. must be implemented or created.

· The CBCS User Profile must be able of storing all the information about the user.

· The Content Categorization Entity can have access to the contents so it can be able of sorting all them out.

· The Content Categorization Entity can have a database to store the categories related with each content in order to not have to analyse all the pages.

· The Home network and the Visited network offer a CBCS Service. The CBCS Service Provider serving each network may be different.

5.5.4 Post-conditions

N/A

5.5.5 Normal Flow

1. The CBCS User is subscriber of the Home network and has a subscription to the CBCS Service (the subscription is managed by the CBCS Subscriber).

2. The CBCS User tries to access contents and services through a roaming network (Visited network).

3. This Visited network also has its own CBCS Service (offered by a different CBCS Service Provider), which also uses Content Screening Authorities and Content Categorization Entities (the same or different from the ones used by the CBCS Service Provider in the Home network).

4. The CBCS User requests content.

5. Prior to delivery to the CBCS User, the content is screened by the CBCS Service in the Home network to assure that it is not harmful for the user according to the screening rules. 

6. If the CBCS Service in the Home network considers the content suitable for the CBCS User, it is passed to the CBCS Service in the Visited network (if this kind of service exists, of course). 

7. The CBCS Service in the Visited network screens the content to assure it is suitable to be delivered to the user according to the screening rules given by its Content Screening Authority. Maybe the help of the Categorization Entity in the Visited Network can be required.

8. If the content fails in any screening step, the content is not delivered to the CBCS User, who is informed of that circumstance. If the content passes the two screening services, it is finally delivered to the CBCS User. 

The following figure is given only for informational purposes and only tries to depict a general scenario. No implementation or architectural requirements or implications should be derived from this figure.
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Figure 1: Roaming scenario

5.5.6 Alternative Flow

N/A

5.5.7 Operational and Quality of Experience Requirements

N/A

5.6 SMS to short number application

5.6.1  ASK  \* MERGEFORMAT Short Description

A Service/Content Provider is offering free content (for example, a ring tone) if the user sends a SMS with some key words to a specific short application number. The “small letter” in the offering of the Service/Content Provider says that doing so, the user also accepts he is going to periodically receive premium push content (content he has to pay for). The user is not aware of those conditions but he sends the SMS to the application. The user is a CBCS User so the message sent to an application goes through the CBCS Enabler who, using the CBCS user profile (set by the CBCS Subscriber) and information regarding the service decides that the message should not reach the application. The CBCS User is informed that the message is not delivered to the application.

5.6.2 Actors

· CBCS User is the person sending the required message to the short number application. He is the real user of the device and can also be the CBCS Subscriber or not. 
· CBCS Subscriber is the owner of the telephone line, and the one who the CBCS Service Provider has the relationship with. 

· Service/Content Provider is the entity that owns the short number application.

· Content Categorization Entity, which can decide about the classification of services and contents. 

· CBCS Service Provider, which offers the CBCS Service.
5.6.2.1 Actor Specific Issues

· 
· CBCS User has the ability to send a SMS to a short number application. 
· CBCS Subscriber is able of establishing and modifying the CBCS User Profile. 

· Content Provider is the entity that will receive the request (the SMS) from the CBCS User if the request is considered adequate.
· CBCS Service Provider can screen SMS sent to short number applications and decide if the receiving application is adequate for the CBCS User or not.

· Content Categorization Entity is able to catalogue and sort the services offered through short number applications.
5.6.2.2 Actor Specific Benefits

· CBCS User will be protected from fraud applications delivering unsolicited premium push content he has to pay for. 

· CBCS Service Provider can control short number applications offered by Content Providers so it (CBCS Service Provider) will benefit from offering a higher level of protection and a higher use of its services.

5.6.3 Pre-conditions

· The CBCS Subscriber has to contract any Network Operator to be able to access the web.

· The mandatory databases like the legal, business, etc. must be implemented or created.

· The CBCS User Profile must be able of storing all the information about the user.

· The CBCS Service must be able to analyze information regarding services offered through short number applications by different Service/Content Providers. 

5.6.4 Post-conditions

N/A

5.6.5 Normal Flow

1. The CBCS Subscriber sets the CBCS User Profile to not allowing CBCS User to send any kind of messages to certain kinds of short number applications. 

2. The CBCS User sends a SMS to a short number application. 

3. The CBCS Service detects the CBCS User has sent a SMS to a short number application so it has to check if he is allowed to do that. 

4. The CBCS Service retrieves information from the Service/Content Provider to determine some characteristics (type of content, periodicity, etc.) of the application serving the receiving short number. This information can be previously given by the Service/Content Provider to the CBCS Service (for example, during the deployment process of the application). 

5. The CBCS Service finds that the application is offering premium push content to users. 

6. If the CBCS User Profile indicates the CBCS User is not allowed to send messages to this kind of services the SMS is not delivered to the short number application and the CBCS User is informed of that. 

7. If the CBCS User Profile is not preventing from sending messages to this kind of service, the SMS is delivered to the short number application. 

5.6.6 Alternative Flow

N/A

5.6.7 Operational and Quality of Experience Requirements

N/A

5.7 Reporting failed screening

This use case is about a CBCS User reporting failed content screening of the content received and based on the CBCS Subscriber’s preferences. 

5.7.1 Short description

A CBCS User receives content that has been screened but not blocked by the CBCS Service Provider. 

The CBCS User perceives that the received content should have been blocked by the CBCS Service Provider according to the CBCS Subscribers preferences and decides to report failure of screening. 

The CBCS User utilizes a special feature of the content rendering component of the device (e.g., browser, MMS client, etc.) with which the User consumes the content in order to quickly and easily report the screening failure. Thereby, the device sends information to the CBCS Service Provider that allows the CBCS Service Provider to uniquely identify the content (e.g. checksum or some sort of fingerprint) and sender’s identity (e.g., of the Content Provider or of an individual sending a message).

Optionally, the CBCS User can indicate (e.g., through an HTML form using the browser) which part of the screening rules have not correctly been taken into account. This could indicate seemingly wrong categorization of one or more categories.

The CBCS Service Provider acts upon the received report of failure for the given content and sender’s identity. This step is not part of the requirements and open to the CBCS Service Provider implementing the service. 

5.7.2 Actors 

· CBCS Service Provider: The entity offering the CBCS service.

· CBCS Subscriber: The entity (e.g. a user) engaged in a subscription with a CBCS Service Provider. 

· CBCS User: The person or the entity, using a device, whose content is subject to categorization based content screening

· Sender: The entity making content available to the CBCS Service User, e.g., a Content Provider or an Indivual sending a message.
5.7.2.1 Actor specific issues

N/A

5.7.2.2 Actor specific benefits

· CBCS User will take part in a self-regulating content ecosystem and receive less spam or unwanted content. 

· CBCS Service Provider can recognize small volume spam (from a single party to few recipients at a time).

· CBCS Service Provider can instruct their Categorization Entities about possible mis-categorization of content and help to improve the categorization mechanisms.

5.7.3 Pre-conditions 

· The sender of the content can be reliably identified by the CBCS Service Provider.

· The device can send information to the CBCS Service Provider.   

· Easy reporting of screening failure by the CBCS User requires a client side component of the CBCS Enabler. 

5.7.4 Post-conditions 

N/A

5.7.5 Normal flow 

1. A CBCS User receives content that has been screened (but not blocked) by the CBCS Service Provider. 

2. The CBCS User reports screening failure by sending information to the CBCS Service Provider that allows the CBCS Service Provider to uniquely identify the content and sender’s identity.

5.7.6 Alternative flow 

(Extends step 2 compared to Normal Flow)

2. The CBCS User reports screening failure by sending information to the CBCS Service Provider that allows the CBCS Service Provider to uniquely identify the content and sender’s identity. Also, the CBCS User specifies which part of the screening rules have been violated (e.g., certain categories).

5.7.7 Operational and Quality of Experience Requirements

N/A

5.8 Online screening of local content

This use case is about a CBCS User receiving content on his/her device through transport mechanisms that cannot be intercepted by or on behalf of the CBCS Service Provider. One could think of content transfer through removable media or using short range networks such as Bluetooth or IR. Upon reception of the content on the device Content Screening would be requested and the result applied before the content could be used in any way by the user of the device. 

5.8.1 Short description
A CBCS User receives content on his/her device that has not been screened yet by the CBCS Service Provider. 

The received content (whether or not on a removable storage medium or within the device) is from now on referred to as local content in the context of this use case. 

Content Screening is requested for the local content, either explicitely upon user request or initiated by (a CBCS client side component of) the device according to the CBCS subscribers’ preferences. The request contains a fingerprint of the content and other parameters useful for identifying the piece of content and its origin, possibly also indications of content categories set by the content issuer. Request to and response from the CBCS Enabler in the network is sent online and will possibly be delayed until network connectivity to the CBCS Enabler is available. The local content cannot be used in any way (played, stored, forwarded, etc.) until it is allowed as a result of the CBCS screening. 

If the screening result is blocking of the content then the content will not be accessible for the users of the device, otherwise it can be used normally. If the local content was stored temporarily in the internal (not removable) memory of the device then the content will be removed from the internal memory. 

According to the CBCS subscribers preferences (a CBCS client side component of) the device could be instructed to always block content that has not been screened by the network side component of the CBCS Enabler, without requesting online CBCS. 

5.8.2 Actors 

· CBCS Service Provider: The entity offering the CBCS service.

· CBCS Subscriber: The entity (e.g. a user) engaged in a subscription with a CBCS Service Provider.
· CBCS User: The person or the entity, using a device, whose content is subject to categorization based content screening.
· Sender: The entity making content available to the CBCS Service User, e.g., a Content Provider or an Indivual sending a message.
5.8.2.1 Actor specific issues

N/A

5.8.2.2 Actor specific benefits

· CBCS User can benefit from the CBCS service even for content received through networks or mechanisms not controllable by the CBCS Service Provider.

· CBCS Subscriber can be sure that a CBCS User only consumes content that has passed CBCS screening. (Think of parents subscribing to CBCS for their kids’ mobile phones). 

5.8.3 Pre-conditions 

· The device can send information to the CBCS Service Provider and receive information. 

5.8.4 Post-conditions 

N/A

5.8.5 Normal flow 

1. A CBCS User receives content on his/her device that has not been screened yet by the CBCS Service Provider. 

2. Content Screening is requested for the local content. The request contains a fingerprint of the content or the content itself and other parameters useful for identifying the piece of content and its origin, possibly also indications of content categories set by the content issuer. Request to and response from the CBCS Enabler in the network is sent online and possibly delayed until network connectivity to the CBCS Enabler is available. There are two options for the invocation of the CBCS service:

a. Explicitely upon user request, e.g. for content that the user considers as “suspicious”

b. Forced by (a CBCS client side component of) the device

3. The local content cannot be used in any way (played, stored, forwarded, etc.) until allowed as a result of the CBCS screening. 

4. The CBCS screening response is received by the device. If the screening result demands blocking of the content then the content will not be accessible for the user of the device, otherwise it can be used normally. If the local content was stored temporarily in the internal (not removable) memory of the device then the content will be removed from the internal memory. 

5.8.6 Alternative flow 

(Replaces steps 2 to 4 compared to Normal Flow)

2. The (CBCS client side component of the) device blocks all content that has been received through mechanisms that by-passed the CBCS service in the network. No online CBCS screening is requested.

5.8.7 Operational and Quality of Experience Requirements

N/A

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	CBCS-FUNC-001
	The CBCS Enabler MUST include the possibility to apply content screening on a per user basis.
	

	CBCS-FUNC-002
	The CBCS Service MUST be able to retrieve categorization information from the Content Categorization Entity 
	

	CBCS-FUNC-003
	The CBCS Enabler MAY use information from multiple Content Categorization Entities.
	

	CBCS-FUNC-004
	The CBCS Enabler MUST use screening rules to screen content.
	

	CBCS-FUNC-005
	The CBCS Enabler SHOULD be able to generate or retrieve content screening criteria. 
	

	CBCS-FUNC-006
	The content screening criteria MAY be composed of information from different sources, including public (public bodies, governments, etc.) and private sources.
	

	CBCS-FUNC-007
	The CBCS Enabler SHALL provide the CBCS Service Provider the ability to create, modify or delete screening rules or delegate any kind of permissions associated with screening rules to authorized principal(s).
	

	CBCS-FUNC-008
	The CBCS Enabler SHALL be able to apply screening criteria based on the source of content (for example, the URI or the content owner).
	

	CBCS-FUNC-009
	Screening criteria MAY be based on information such as age, gender, interests, preferences, etc.
	

	CBCS-FUNC-010
	For content or services explicitly requested by the user, the CBCS Enabler MUST be able to always give a response to the CBCS User (previous advice, blocking information, requested content, etc.).
	

	CBCS-FUNC-011
	For content not explicitly requested by the user (Push contents, alerts, spam, etc.) the CBCS Enabler SHOULD be able to generate a register (a log file, for example) with related information without advising the user.
	

	CBCS-FUNC-012
	The CBCS Enabler MUST be able to warn an authorized principal about content not blocked, but potentially undesirable for the CBCS User.
	

	CBCS-FUNC-013
	The CBCS Enabler MUST be able to screen content delivered via incoming messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.
	

	CBCS-FUNC-014
	The CBCS Enabler MAY use delivery protocol or enabler specific information, such as the origin of a message, in its decision to screen content.
	

	CBCS-FUNC-015
	The CBCS Enabler MUST include the possibility to initiate Content Scanning.
	

	CBCS-FUNC-016
	The CBCS Enabler MUST offer the Content Scanning as a subscription-based service.
	

	CBCS-FUNC-017
	The CBCS Enabler MUST be able to initiate Content Scanning independently of the protocol used to deliver the content to the user. 
	

	CBCS-FUNC-018
	The CBCS Enabler MUST be able to screen user-originated content (e.g. HTTP requests, SMS). 
	

	CBCS-FUNC-019
	The CBCS Enabler MUST provide the mechanisms to allow CBCS Service Provider offer its service when the user is roaming in a visited network.
	

	CBCS-FUNC-020
	The CBCS Enabler SHOULD give the CBCS User the possibility to inform the CBCS Service Provider about the reception of a particular piece of unwanted content that the CBCS User expected to be blocked by the CBCS Service Provider.  
	

	CBCS-FUNC-021
	The feedback information about failed screening SHOULD allow the CBCS Service Provider to identify at least the CBCS Subscriber, the Content and the origin of the Content. It MAY contain information about why the CBCS User perceives the Content should not have been delivered as is.
	

	CBCS-FUNC-022
	The CBCS Enabler MUST be able to screen content that reaches the CBCS User through Bluetooth, Infrared, WiFi, removable media or other mechanisms that cannot be controlled by the CBCS Enabler before the content arrives at the CBCS User.
	

	CBCS-FUNC-023

	The CBCS Enabler SHALL be able to present the CBCS User with information (e.g. parental advice or category) about content not blocked
	

	CBCS–FUNC-024
	The CBCS Enabler MUST provide a mechanism for authorized principals to give feedback to the CBCS Service Provider regarding the decisions made (for example, reporting false positives, false negatives, etc.). 
	

	CBCS–FUNC-025
	The CBCS Enabler MUST provide a mechanism to allow authorized principals to review blocked content (unless it is forbidden by a Content Screening Authority). A Content Provider is only regarded as an authorized principal with respect to its own content.
	

	CBCS–FUNC-026

	Per CBCS User, the Authorized Principal SHALL be able to specify which content categories are permissible, and which content categories require special treatment.
	

	CBCS–FUNC-027

	The screening actions supported by the CBCS Enabler SHALL NOT alter the functionality of other Enablers. 
	

	CBCS–FUNC-028

	The screening actions supported by the CBCS Enabler SHALL include the action of asking an Authorized Principal for consent before delivering content to the CBCS User.
	

	CBCS–FUNC-029

	The CBCS Enabler SHALL be able to apply content screening to all devices employed by a CBCS User
	

	CBCS–FUNC-030
	The CBCS Enabler SHALL allow the application of different screening rules to different devices employed by a CBCS User
	


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	CBCS–SEC–001
	The CBCS Enabler SHALL permit only Authorized Principals to create, modify, access, delegate permissions for screening rules.
	

	CBCS–SEC–002
	The CBCS Enabler MUST be able to authenticate Content Categorization Entities.
	


6.1.2 Charging

	Label
	Description
	Enabler Release

	CBCS–CHAR–001
	The CBCS Enabler SHALL NOT limit charging models. 
	

	CBCS–CHAR–002
	The CBCS Enabler MUST be able to provide Charging enablers with the information for charging the use of the enabler.
	


Table 2: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	CBCS-ADM-001
	The CBCS Enabler MUST be able to be deployed as a subscription-based service. UNRESOLVED
	

	CBCS-ADM-001a
	The CBCS Enabler MUST be able to create and manage CBCS User Profiles.  
	

	CBCS-ADM-001b
	The CBCS Enabler MUST be able to create and manage CBCS User Profiles of arbitrary granularity (e.g. per user, per group of users, for all users,..)
	

	CBCS–ADM–002
	The administration of the CBCS Enabler SHOULD be the responsibility of the CBCS Service Provider.
	

	CBCS–ADM–003
	The administration of the CBCS Enabler MAY include configuration, provisioning and maintenance of the enabler.
	

	CBCS–ADM–004
	The CBCS Enabler MAY be able to generate and make available information about enabler activity (e.g. for statistics, monitoring, reporting, etc.).
	

	CBCS–ADM–005
	The CBCS Enabler SHOULD allow a CBCS Subscriber to securely configure the screening rules applied to its CBCS Users.
	

	CBCS–ADM–006
	The CBCS Enabler SHOULD allow a CBCS Subscriber to customize the responses returned or behaviour when content is blocked.
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	CBCS–USA-001
	For content originating from the CBCS User, the CBCS User SHOULD be informed of the decision made by the CBCS Enabler when the content is blocked.
	

	CBCS-USA-002
	For content explicitly requested, the CBCS User SHOULD be informed of the decision made by the CBCS Enabler when the content is blocked.
	

	
	
	

	CBCS–USA-004
	The perceived user experience in terms of time to get requested contents SHOULD NOT be significantly affected by the application of the CBCS Enabler.
	

	
	
	

	
	
	

	CBCS–USA-007
	The CBCS Enabler MUST provide a mechanism to provide authorized principals information about the blocked content.  A Content Provider is only regarded as an authorized principal with respect to its own content.
	

	CBCS–USA-008
	The CBCS Enabler SHOULD give the CBCS User the possibility to provide feedback to the CBCS Service Provider without the need to enter the address of the CBCS Service Provider (phone number, email address, HTTP URI, SIP URI, etc.) and with automatic reference to the Content in question.
	


Table 4: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	CBCS–IOP–001
	The CBCS Enabler MUST provide interfaces to ensure interoperability with other enablers. 
	

	CBCS–IOP–002
	The CBCS Enabler MUST be technology agnostic.
	

	CBCS–IOP–003
	The CBCS Enabler MUST be independent of the enablers or protocols used to deliver the contents. 
	

	CBCS–IOP–004
	The CBCS Enabler MUST be interoperable across different Network Operators or Content Providers or Service Providers.
	


Table 5: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	CBCS–PRV-001
	The CBCS Enabler MUST keep the CBCS Subscriber identity secret to Content Providers. 
	

	CBCS–PRV-002
	The CBCS Enabler MUST keep the CBCS User identity secret to Content Providers.
	

	CBCS–PRV-003
	The CBCS Enabler MUST keep the screening rules secret to Content Providers.
	

	CBCS-PRV-004
	Mechanisms SHOULD be provided to allow the protection and avoid the disclosure of CBCS Subscriber information (for example, identity, preferences, policies, blocked content, etc.). 
	

	CBCS-PRV-005
	The CBCS Service Provider MUST use the CBCS Subscriber’s and/or CBCS User’s identities and/or screening rules for categorization-based screening services purposes only. 
	


Table 6: High-Level Functional Requirements – Privacy Items

6.1.7 Requirements on Screening Rules

	Label
	Description
	Enabler Release

	CBCS-SR-001
	Per CBCS User, the Authorized Principal SHALL be able to specify which content categories are permissible, and which content categories require special treatment.
	

	CBCS-SR-002
	The CBCS enabler SHALL support Screening Actions that do not violate the content delivery protocol or enabler.
	

	CBCS-SR-003
	The screening actions SHALL include the possibility to ask for consent.
	

	CBCS-SR-004
	The CBCS Enabler implementation SHALL be able to apply the screening rules to all devices a CBCS User employs.
	

	CBCS-SR-005
	The CBCS Enabler implementation SHALL allow different screening rules to be applied to different devices employed by a CBCS User
	


Table 7: Types of Screening Requirements

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	CBCS-SYS-001
	The CBCS Enabler SHALL be agnostic to the content delivery protocol or enabler.
	

	CBCS-SYS–002
	The CBCS Enabler MUST be defined in an execution environment neutral manner.
	

	CBCS-SYS–003
	Any interface defined in the CBCS Enabler MUST be access technology neutral.
	

	CBCS-SYS–004
	The interfaces used to (access to or) interact with the CBCS Enabler from external entities MUST be access technology neutral.
	


Table 8: High-Level System Requirements

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version 0.1 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-RD-CBCS-V0_1
	28 Jul 2005
	
	First draft.



	
	16 Aug 2005
	
	Comments from 3rd Aug CC.

	
	22 Aug 2005
	
	Comments from revision in Montreal meeting.

	
	20 Oct 2005
	
	Introduction: Text agreed in Sydney F2F meeting and modified in managed email discussions.

Definitions and abreviations: Definition of actors agrred in Sydney

Appendix B: Informative figure.

	
	16-Nov-2005
	
	3 use cases agreed in previous conference calls and meetings (Browsing, multiple sources and messaging).

Requirements derived from these 3 use cases.

Enhancements in introduction.

	
	1-Dec-05
	
	Additions in scope section

Complete revision of use cases and requirements for consistency

	
	7-Dec-05
	
	Some editorials corrections during the 20051207 conference call

	
	17-Jan-06
	
	OMA-REQ-CBCS-2005-0050R01 included.

OMA-REQ-CBCS-2005-0052 included.

Some minors editorials errors fixed.



	
	30-Jan-06
	
	Figure 1 in Appendix B has been modified.

Some comments from 20060125 conference call included.

Some minor editorial errors fixed.

	
	14-Feb-06
	
	Some changes agreed during Paris F2F.

Use case OMA-REQ-CBCS-2006-0006R01 added.

Use case OMA-REQ-CBCS-2006-0011R01 added.

Different amends to address comments included in OMA-REQ-CBCS-2006-0013.

	
	31-Mar-06
	
	Changes in Definitions section proposed in the 20060214 version (some of them not formally agreed).

Changes in agreed use cases proposed in the 20060214 version (within normal flow of use cases 5.2 and 5.3).

Use case OMA-REQ-CBCS-2006-0018R01 added.

Use case OMA-REQ-CBCS-2006-0025R01 added.

Input contribution OMA-REQ-CBCS-2006-0034R01 added.

Implemented all changes in document OMA-REQ-CBCS-2006-0038

Updated use of the terms “screening criteria”, “screening rules” and “CBCS user profile” according to agreed definitions

Changes in Annex B: No difference between Trusted and Untrusted Content Providers (changes in figure and relationships description).


Appendix B. CBCS Actors
(Informative)

B.1 Relationships between actors

This informative appendix includes a figure with the proposed relationships between the identified actors in the CBCS scene. This is included only as an informative example and it does not imply or suppose any architectural decision or assumption. The doted lines are for relationships that may or may not be needed in the complete CBCS scene. Even if every relationship is showed in the figure as one-to-one, some of them can be intended also as an one-to-many relationship (for example, there can be several Content Screening Authorities related with the CBCS Service Provider). 
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Figure 2: Relationships between CBCS actors

The description of each one of these relationships is the following:
Content Subscriber – Content Provider 

The relationship between a Content Subscriber and a Content Provider usually includes a subscription model between the subscriber and the entity providing the content (this is, the Content Providers). This kind of relationship can be related with any content delivery protocol or mechanism (for example, contents delivered via text messaging, multimedia messaging, WAP Push indications, etc.). This kind of subscription and the delivery of content through any of these involved mechanisms imply the use (not even the existence) of a CBCS Service.

CBCS Service Provider  – Content Provider

The Content Provider is considered the source of the content requested by or offered to the users through different access services or delivery mechanisms (MMS; WAP/Web browsing, etc.). The relationship between CBCS Service Provider and Content Provider will depend on those delivery mechanisms. This content is screened by the CBCS Service Provider prior to be delivered to the CBCS User. 

CBCS User – CBCS Service Provider

The CBCS Service Provider is in charge of, through the offering of the CBCS Service, screen the content received and/or sent by the CBCS User. This relationship also includes the delivery channels that allow the CBCS Service Provider to receive content from and forward content to the CBCS User (for example, MMS bearers, WAP bearer, etc.).

CBCS Subscriber – CBCS Service Provider

The CBCS Subscriber is the entity engaged in a subscription with the CBCS Service Provider. Usually, the CBCS Subscriber may have permissions to manage the CBCS User Profile.

Content Screening Authority – CBCS Service Provider

The Content Screening Authorities gives the CBCS Service Provider information regarding some general rules and/or guidelines affecting the whole service. These guidelines are not about the way the service has to be implemented or deployed.

Content Screening Authority – Content Categorization Entity

The Content Screening Authorities give the Content Categorization some rules and guidelines regarding the categorization schemas to be used. 

Content Categorization Entity – CBCS Service Provider

The communication between the CBCS Service Provider and the Content Categorization Entity can be used to interchange information related with the used categorization scheme (categories included, applied rules for the decision, etc.). It may also be used by the CBCS Service Provider to retrieve on-line categorization information regarding a given content (previously categorized or not).

Content Categorization Entity – Content Provider 

Content Providers can use the services offered by the Content Categorization Entities to retrieve the assigned categorization information to its content. This way, content providers can offer previously categorized content.










�Deleted “CBCS service”, because this document can only talk about the Enabler


�The deleted definition of “screening rules” (plural) doesn’t appear to add anything, and seems to cause only confusion.


�Note that currently the Content Screening Authority is already defined in the definition section…


�This requirement substitutes CBCS-USA-003 deleted below


�Is this the same as FUNC-001?


�This has been rephrased from “The CBCS enabler SHALL support screening actions that do not violate the content delivery protocol or enabler.”


IS THIS A SYSTEM OR INTEROPERABILITY REQUIREMENT?


�Rephrased from "The screening actions SHALL include the possibility to ask for consent"


�Reworded "screening rules" to "content screening". Also deleted "implementation" because the requirements are on the Enabler (spec) itself, not its deployment or implementation.
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