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1 Reason for Contribution

To add security requirements to CMI RD 

2 Summary of Contribution

To add security requirements to CMI RD 

3 Detailed Proposal

6.2.1 Security
	Label
	Description
	Release
	Functional Module

	CMI-SEC-001
	CMI SHALL support content screening prior to the upload of the content e.g. to the Service Provider.
	CMI 1.0
	Content Management

	CMI-SEC-002
	CMI SHALL support content categorization.
	CMI 1.0
	Content Management

	CMI-SEC-003
	CMI SHALL support DRM.
	CMI 1.0
	Content Management


6.2.1.1 Authentication

	Label
	Description
	Release
	Functional Module

	CMI-SEC-004
	CMI SHALL support mutual authentication between the Content Provider and the Service Provider.
	CMI 1.0
	Purchase & Activation/

Report & Statistics / 

Content Management 

	CMI-SEC-005
	CMI SHALL support data origination authentication. This means, it SHALL be possible to ensure confidence that a received message or piece of data has been created by a certain party at some (unspecified) time in the past, and that this data has not been corrupted or tampered with.
	CMI 1.0
	Report & Statistics / 

Content Management /




6.2.1.2 Authorization 

	Label
	Description
	Release
	Functional Module

	CMI-SEC-006
	CMI SHALL support authorization of requests to and from the Content Provider, such as 

· content management requests

· purchase requests

· etc.
	CMI 1.0
	Purchase & Activation/

Report & Statistics / 

Content Management

	CMI-SEC-007
	CMI SHALL support authorization of access only to requestors entitled to access CMI.
	CMI
	Purchase & Activation/

Report & Statistics / 

Content Management


6.2.1.3 Data Integrity

	Label
	Description
	Release
	Functional Module

	CMI-SEC-008
	CMI SHALL support data integrity, protecting against accidental or intentional changes to the data, by ensuring that changes to the data are detectable.
	CMI 1.0
	Purchase & Activation/

Report & Statistics / 

Content Management


6.2.1.4 Confidentiality
	Label
	Description
	Release
	Functional Module

	CMI-SEC-009
	CMI SHALL support data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorised individuals, entities, or processes.
	CMI 1.0
	Purchase & Activation/

Report & Statistics / 

Content Management

	CMI-SEC-010
	CMI SHALL support data confidentiality that ensures that stored information is not made available or disclosed to unauthorised individuals, entities, or processes.
	CMI 1.0
	Purchase & Activation/

Report & Statistics / 

Content Management


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and add these requirements to CMI RD
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