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1 Reason for Contribution

As a follow up to agreement on contribution OMA-REQ-CPM-2006-0078R01-CR_CPM_Security_Requirements in Washington, an action (CPM-2006-A056) was assigned to Nortel to provide a definition for the terms “malware” and “unsolicited messaging” and to research if these definitions shall be made part of the CBCS enabler.
The intent of this contribution is to provide a definition for the two terms and get a consensus from the REQ-CPM WG on those definitions and incorporate them in the CPM RD Definitions section to accompany the related CPM security requirement (CPM-SEC-003 and CPM-SEC-004 in OMA-RD-CPM-v1_0-20061221-D).
R01 addresses comments received off-line and on the mailing list and adds Comverse and Ericsson as supporting companies.
2 Summary of Contribution

The referred text proposes definitions for the terms “malware” and “unsolicited messaging”. 
R01 suggests to use the term “unwanted messaging” instead of “unsolicited messaging” as the intention is to capture messages which we don’t desire to receive rather than messages that we don’t solicit considering that a typical user receives messages he didn’t explicitly solicit from the sender but that he still welcomes the reception of.
Research in the messaging enablers (MMS, MEM, IM, PoC), in the OMA Dictionary ([OMA-ORG-Dictionary-V2_4-20060725-A]) and in the Technical Report – OMA Content Screening BOF ([OMA-CSBOF-TR-V1_0_0-20040612])indicate that no formal definition has been agreed so far within OMA for those terms. Similarly, IETF or 3GPP/2 don’t appear to have a formal definition for those terms.
It also explains why the CBCS enabler shall not be incorporating those definitions.

3 Detailed Proposal

1. Definitions
Malware
Malicious software or message(s) conceived to infiltrate, disrupt, consume resources  or damage a computerized system and / or network. A Malware can take on a variety of forms and includes but is not limited to computer viruses, worms, trojan horses, spyware, adware, and other forms of malicious software or data.
Unwanted messaging (spam)
Abuse of electronic messaging services to send unwanted messages (usually in bulk), e.g. an e-mail server can be used to propagate unwanted or unrequested messages to any number of end-users (recipients). Unwanted messages are not limited to e-mail and include all forms of messages. In many cases, the originator of the messages attempts to conceal or mislead the recipients as to the origin of the message(s) though it is not always the case.
2. Relation with the CBCS enabler

According to the latest CBCS RD (OMA-RD-CBCS-V1_0-20060711-C [CBCS RD]), section 4, the “objective of the Categorization Based Content Screening (CBCS) Enabler is [to] apply Content Screening before delivering content to the mobile User, using content categorization.  A Content Category qualifies the type of content, according to a categorization scheme.  Such schemes are already in existence, and can come both from public administrations and from industry groups.  The CBCS Enabler can obtain the Content Category for a given piece of content from a Categorization Entity”, the CBCS enabler doesn’t intend to make any “quality judgment” on the content categories identified as a result of the processing made by the enabler.

Although a significant part of the use cases presented in the [CBCS RD] revolve around the screening of undesirable content, the “definition or standardization of specific content categorization schemes” is specifically considered out of scope [CBCS RD, section 1] for the CBCS Enabler definition. It therefore appears that the definition of what is considered desirable is expected to be left to the appreciation of the (external) actors involved in a CBCS enabler usage flow who leverage the CBCS enabler capabilities.
As a consequence, it is recommended to incorporate the proposed definitions as part of the CPM enabler RD document as the CPM enabler would be the CBCS user based on the rules and settings of the associated categorization entity (for example list of known spammer domains, etc…).

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The REQ-CPM group is requested to provide feedback on the proposed terms. If the above terms are acceptable, a CR would be created against the OMA RD to incorporate them in the “Definitions” section and reflect the change of terminology (i.e. replacing unsolicited by unwanted) in the Requirements section.
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