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1 Reason for Change

The following comments all deal with the security requirements:
	A1171
	2007.03.02
	E
	6.1.11

SEC-001
	Source: NOKIA

Form: INP

Comment: Why "MUST" is used here, but "SHALL" everywhere else ? 

Proposed Change:  Change "MUST" to "SHALL".
	Status: CLOSED
See CR OMA-REQ-CPM-2007-0207R01.

	A1172
	2007.03.03
	E
	6.1.11

SEC-001
	Source: Orange

Form: <INP doc >

Comment: in SEC-001, the word 'not' is normative

Proposed Change: we suggest to reword as follows:

The use of the CPM enabler MUST NOT degrade security levels required by other OMA enablers.
	Status: CLOSED

See CR OMA-REQ-CPM-2007-0207R01.

	A1173
	2007.03.04
	T
	6.1.11

SEC-001
	Source: LogicaCMG

Form: OMA-REQ-CPM-2007-0063

Comment: CPM-SEC-001: It is unclear what is meant by this requirement.

Proposed Change: Clarify requirement.
	Status: CLOSED

See CR OMA-REQ-CPM-2007-0207R01.

	A1176
	2007.03.04
	T
	6.1.11

SEC-002
	Source: IBM

Form: OMA-REQ-CPM-2007-0076-IBM-review-of-CPM-RD

Comment:   SEC-002 – I don’t think this enabler can affect CBCS actions.  This is an SP policy.

Proposed Change:
	Status: CLOSED

See CR OMA-REQ-CPM-2007-0207R01.

	A1177
	2007.03.04
	T
	6.1.10- SEC-002
	Source: Oracle

Form: <INP doc >

Comment: Do not limit to CBCS
Proposed Change: 

Add first a generic requirement on screening:

The CPM enabler MUST be compatible with content screening based on users or service provider’s policies..
	Status: CLOSED

See CR OMA-REQ-CPM-2007-0207R01.

	A1178
	2007.03.04
	T
	6.1.10- SEC-003, 004, 005
	Source: Oracle

Form: <INP doc >

Comment: This is also something that policies/PE can provide
Proposed Change: 

Rephrase all these requirements to state compatibility rather than require support by the enabler.
	Status CLOSED

See CR OMA-REQ-CPM-2007-0207R01.

	A1179
	2007.03.04
	T
	6.1.11

SEC-004
	Source: IBM

Form: OMA-REQ-CPM-2007-0076-IBM-review-of-CPM-RD

Comment:   SEC-004 is a CBCS requirement, not CPM

Proposed Change:
	Status: CLOSED

See CR OMA-REQ-CPM-2007-0207R01.

	A1180
	2007.03.02
	E
	6.1.11
SEC-005

	Source: Samsung

Comment:
Is there a difference between “unidentified” and “unauthenticated”? If not, mentioning both terms is redundant.

This requirement would be more suitable under the “Authentication” subsection.
Proposed Change: Move the req. to the “Authentication” subsection, with the following change:

“The CPM enabler SHALL deny service to unauthenticated Principals.”
	Status: CLOSED

See CR OMA-REQ-CPM-2007-0207R01.

	A1181
	2007.03.03
	T
	6.1.11
SEC-005

	Source: Orange

Form: <INP doc >

Comment: in SEC-005, it is unclear what Principals is for, seems to address only users.

Proposed Change: we suggest adding applications as follows:

The CPM enabler SHALL deny service to unidentified and unauthenticated Principals and applications.
	Status: OPEN, Diego
No action. Principal is also used for applications.

	A1182
	2007.03.02
	T
	6.1.11

SEC-0xx
	Source: Ericsson
Form: OMA-RD-CPM-v1_0-20070208-D
Comment: Missing requirement. As CPM-SEC-001 only talks about the requirements that other OMA enablers have when they use CPM. We believe the reverse is equally (e.g., that CPM doesn’t degrade the security offered by the OMA enablers it builds upon!). 
Proposed Change: 

CPM-SEC-0aa The use of the CPM enabler MUST NOT degrade security levels offered by other OMA enablers used by CPM.
	Status: CLOSED

See CR OMA-REQ-CPM-2007-0207R01.


This change request proposes resolutions for this comment:

A1171-A1173 and A1182 are handled by rewriting the CPM-SEC-001 requirement.
A1176 & A1177 are handled by rewriting the CPM-SEC-002 requirement.
A1178 & A1179 are handled by changing the focus of the requirements to a service, not the enabler.
A1180 is handled by rewording the CPM-SEC-005 requirement
A1181 is handled with no action. The word Principal already denotes applications.
R01 handles the comments received during the Ploumanac’h interim meeting, and handles a few more RDRR comments.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

REQ-CPM AHG is recommended to review the proposed changes and to agree with them.
6 Detailed Change Proposal

Change 1:  Remove CBCS Reference

2.1 Normative References

	
	


	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.5, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_5, URL:http://www.openmobilealliance.org/

	[OMA Presence]
	"Presence SIMPLE", Version 2.0, Open Mobile Alliance™,
OMA-Presence_SIMPLE-V2_0, URL: http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


Change 2:  Add definition for Content Screening

3.2 Definitions

	1-1 CPM Conversation
	A CPM Conversation where one Participant communicates with another Participant.

	1-N CPM Conversation
	A CPM Conversation with many Participants and in which all Participants communicate with each other.

	Content Screening
	The act of blocking, allowing or amending content.

	Converged Address Book
	A database of entries called "contacts" commonly available to any registered device. Each contact entry consists of a set of static and/or dynamic information (e.g. name, address, presence status, display name). Entries in the database support various addresses from different addressing schemes.

	CPM Ad-hoc Group
	A set of CPM addresses that is temporarily set up e.g. at communication initiation. 

	CPM Address
	An identifier for a unique Principal that allows participation in CPM Conversations..

	CPM Conversation
	A collection of CPM Messages and/or CPM Sessions between two or more Principals (e.g. CPM Users or Applications) associated with each other due to common characteristics.

	CPM Enabler
	Collection of functionalities that aim to provide convergence of end user communication services experience, while Interworking with legacy services.

	CPM Group
	A CPM Pre-defined Group or a CPM Ad-hoc Group.

	CPM Group Membership Rules
	A set of policies for controlling the CPM Group Session participation, which defines the allowed actions of participants during the CPM Group Session. 

	CPM Group Session
	A CPM Session established for a CPM Pre-defined Group or CPM Ad-hoc Group.

	CPM Message
	Information of a discrete nature that is sent to one or more recipients. A CPM Message can contain several discrete Media. (e.g. text, images, audio-clips, video-clips). The CPM Message can be sent either by an end-user using his/her device or by an application.

	CPM Pre-defined Group
	A set of CPM addresses and its associated policies and attributes that is statically set up and stored in a server. A CPM Pre-defined Group is identified via a single persistent CPM Address.

	CPM Service
	A service (see [OMA-DICT]) that enables an end-user access, via a collection of functions, to the CPM Enabler's functionality.

	CPM Service Provider Domain
	The domain of the CPM Service Provider that offers the CPM Service to his users.

	CPM Session
	A real-time interaction between two or more Participants during which a combination of CPM Messages and/or Continuous Media may be exchanged.

	CPM Session History
	Stored representation of the content exchanged during a CPM Session.

Editor’s Note: This definition is based on agreed input from OMA-REQ-CPM-2007-0193-CR_Session_History_A106_A107_A108.zip and may change based on discussions on OMA-REQ-CPM-2007-0145-CR_CPM_Thread_Definition__A095__A1036.doc


	CPM Session Invitation
	Editor’s Note: Discussion needs to be held to establish the possible definition of CPM Session Invitation or resolution by some other means.

	CPM System
	An implementation of the CPM Enabler, together with other individual system elements (e.g. other Enablers, interworking functions and interfaces).

	CPM Thread
	Stored representation of a CPM Conversation. A CPM Thread stored in a specific user’s storage is limited to the exchanges in which this storage-owning CPM User has participated.

	Charging Correlation
	Making a connection or relationship between Charging Events that belong to the same service, but may not be in the same session.

	Charging Event
	A set of charging information sent by the Charging Enabler User for further processing
Editor’s Note: This definition is copied verbatim from the OMA Charging AD and supposed to be added to the OMA Dictionary by the MCC. Once that is done this definition should point to the OMA Dictionary instead of repeating the definition.


Change 3:  Update security requirements
6.1.11 Security

	Label
	Description
	Enabler Release

	CPM-SEC-001
	The CPM Enabler SHALL provide a Principal with at least the same security level as is provided with the existing messaging services (e.g. SMS, MMS, SIMPLE IM, POC, VoIP).
	CPM V1.0

	CPM-SEC-002
	A CPM Service SHALL provide CPM Users with Content Screening based on user preferences and service provider policies.
	CPM V1.0

	CPM-SEC-003
	A CPM Service SHOULD protect CPM Users against Unwanted Messaging, according to the user’s preferences and service provider policies.
	CPM V1.0

	CPM-SEC-004
	A CPM Service MAY protect CPM Users against Malware, according to the user’s preferences and service provider policies.
	CPM V1.0

	CPM-SEC-005
	Unauthorized Principals SHALL be denied access to the functions of the CPM Enabler.
	CPM V1.0

	CPM-SEC-006
	It SHALL be possible to preserve the integrity and confidentiality of communication between a CPM client and CPM network based functionality.
	CPM V1.0


Table 1: High-Level Functional Requirements – Security Items
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