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1 Reason for Change

There are the following two major CPM-STOR requirements in section 6.1.6 of OMA-RD-CPM, which call for additional considerations:

1. CPM-STOR-023 allows an Authorised Principal to give permissions to a CPM User to access entities (such as file(s), folder(s)) stored in his/her network-based storage; 
2. CPM-STOR-029 allows an Authorised Principal to access entities stored in another CPM User's network-based storage; the access event may include read/write/download/forward. 
Once a stored entity has been authorized to be accessed by others, the owner will have no information about who has read it and who has changed it. (How is it authorized? The authorization feature must call for identification of the “accessor”!) We must show what makes the establishment of the access log absolutely necessary. Is it for privacy, security, charging?  
For access auditing and content privacy reason, we suggest attaching an access log to each stored entity if it can be accessed by others, and record each access event to the entity and write it to the log file.
Considering the following two User Cases:
1 Log used for customer service and dissension settlement
1.1 Short Description

A CPM User can share his network-based storage with his contact. If he give the right of delete/rename to others, his network based storage may suffer from the danger been deleted or changed. Access log can help the service provider in customer service and dissension resolve.
1.2 Actors

Alice: a CPM User that uses the Converged IP Messaging service on several devices.

Bob: a CPM User that uses the Converge IP Messaging service on several devices.
CPM service provider: provide CPM User with CPM Service. 
1.3 Pre-conditions

Alice and Bob are both provisioned to use the CPM Service.

Bob is included into Alice’s “friends” group.

Alice shared her network-based storage with her “friends”.

1.4 Normal Flow

1. Alice just came back from holidays and wants to share some pictures with her “friends”. To do this, she decides to use the CPM Service.

2. Alice access the CPM Service using her laptop, uploads the picture and gave permission of read/write/rename to a contact group named “friends”, and active log on it.
3. Bob logged in the CPM Service and found that Alice has uploaded some picture, so he sent access requirement to these files
4. Bob's CPM System then verifies that Bob had the rights to access the file, and gave permission to these files.
5. Bob deleted one picture file in accident.  His deletion action was recorded in Alice’s log file.
6. Someday, Alice accessed to her video file and found it was gone. So she sued the CPM Service Provider for that her file was deleted by the CPM system.
7. The customer service staff of the CPM Service Provider checked Alice’s log file and found out that the file is was deleted by Bob, not by the CPM system.  
2 Log used for file sharing check
2.1 Short Description

A CPM User has share his/her network-based storage with his/her contact group. He/she want to make sure if everyone has read the file. Access log can help the CPM User to verify if  the file has been read by other Users.

2.2 Actors

Alice: a CPM User that uses the Converged IP Messaging service on several devices.

Jack: a CPM User that uses the Converge IP Messaging service on several devices. Jack belongs to the “workmate” group of Alice’s contact list.
Peter: a CPM User that uses the Converge IP Messaging service on several devices. Peter also belongs to the “workmate” group of Alice’s contact list.
CPM service provider: provide CPM User with CPM Service. 
2.3 Actor Specific Benefits

Alice got information from log file to find if Jack and Peter has read the file she shared in her network-based storage. 

2.4 Pre-conditions

Alice/Jack/Peter are both provisioned to use the CPM Service.

Peter and Jack are included into Alice’s “workmate” group.

Alice shared a file in her network-based storage with her “workmate”.

2.5 Normal Flow

1. Alice just uploaded a work plan, and she want to discuss it with her workmate Peter and Jack.

2. Alice access the CPM Service using her laptop, uploads the document and gave permission of read to a contact group named “workmate”, and active log on it.
3. Peter and  Jack got notification that Alice has uploaded a file, so they read the document in Alice’s network-based storage.
4. Sometimes later, when Alice check her access log, and found that both Peter and Jack have got this document, she then decided to initiate a CPM Session to discuss about her working plan.


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Incorporate the proposed change in the next version of the RD.
6 Detailed Change Proposal

Change 1:  Modify CPM-STOR-029 in the 6.1.6  Network-based storage
6.1.6 Network-based storage

	Label
	Description
	Enabler Release

	CPM-STOR-002
	The CPM Enabler SHALL allow CPM User to delete a stored CPM Message locally on one of his registered devices and keep the stored CPM Message in the network-based storage for later retrieval.
	CPM V1.0

	CPM-STOR-002a
	The CPM enabler SHALL allow, according to service provider policies, CPM Users to switch off automatic synchronization of locally-deleted CPM related content.
	CPM V1.0

	CPM-STOR-004
	The CPM Enabler SHALL be able to store 

· CPM Messages

· CPM Sessions as CPM Session Histories

· CPM Conversations as CPM Threads 

· Media

in the user's network-based storage according to the user's preferences and/or service provider's policy.
	CPM V1.0

	CPM-STOR-013
	The CPM Enabler SHALL allow the CPM User to set preferences (e.g. enable/disable, filtering criteria) whether to automatically store CPM Messages, CPM Sessions, CPM Conversations and Media (e.g., when CPM Messages are received and sent) in his/her network-based storage.
	CPM V1.`0

	CPM-STOR-013a
	The CPM Enabler SHALL allow the CPM User to manually store CPM Messages, CPM Sessions, CPM Conversations and Media from a CPM-enabled device to his/her network-based storage.
	CPM V1.0

	CPM-STOR-013b
	The CPM Enabler SHALL provide a CPM User with a mechanism to activate and deactivate on demand the storing of a CPM Session to his/her network-based storage during this CPM Session.
	CPM V1.0 

	CPM-STOR-005
	The CPM Enabler SHALL allow an Authorised Principal to process (e.g. download, upload, forward) Media independently of the stored CPM Message or the CPM Session History they were attached to.
	CPM V1.0

	CPM-STOR-006
	The CPM Enabler SHALL support access (select, view, retrieve etc.) to all CPM Messages, CPM Session Histories, Media, etc. stored in the user's network-based storage from any of the user's capable devices.
	CPM V1.0

	CPM-STOR-008
	The CPM Enabler  SHALL, according to the user’s preferences (e.g. filtering criteria, automatic synchronization) and/or the service provider's policy, support the synchronization of : 

· the stored CPM Messages or CPM Session Histories 
· the CPM Threads 
· the Media

· the list of stored CPM Messages and/or CPM Session Histories and/or Media 

between the local storage of the CPM User’s device(s) and CPM User’s network-based storage.
	CPM V1.0

	CPM-STOR-009
	The CPM Enabler SHALL allow the CPM User to forward CPM Messages and CPM Session Histories stored in his/her network-based storage (without downloading them to his/her device).
	CPM V1.0

	CPM-STOR-010
	The CPM Enabler SHALL allow the CPM User to download all or part of a CPM Message that is stored in his network-based storage to his/her device.
	CPM V1.0

	CPM-STOR-011
	The CPM Enabler SHALL allow the CPM User to download Media that is stored in his network-based storage to his/her device.
	CPM V1.0

	CPM-STOR-012
	The CPM Enabler SHALL allow the CPM User to download a preview (e.g. a thumbnail) of Media stored in his network-based storage.
	CPM V1.0

	CPM-STOR-015
	The CPM Enabler SHALL allow the management (e.g. creation, renaming, deletion, moving, copying) of folders in a CPM User’s network-based storage by an Authorised Principal.
	CPM V1.0

	CPM-STOR-016
	The CPM Enabler SHALL allow an Authorised Principal to 
· move between folders,

· copy between/within folders,

· delete,

· rename

· list with a filter based on some specific criteria (e.g. recipient, originator, date, stored in a specific folder…)

the following items residing in a CPM User’s network-based storage:

· CPM Threads 

· stored CPM Messages 
· CPM Session Histories,

· Media
	CPM V1.0

	CPM-STOR-020
	The CPM Enabler SHALL allow the CPM User to select:

· stored CPM Messages or CPM Session Histories, and/or

· CPM Threads 

· Media

from his network-based storage (without downloading them to his device) and/or from his device’s storage and add them to a CPM Message. When the CPM User subsequently requests for the CPM Message to be sent, the CPM Enabler SHALL be able incorporate into the CPM Message, the selected data from the CPM User’s network-based storage (without downloading them to the sender’s CPM User’s device), according to user's preferences and/or service provider's policy.
	CPM V1.0

	CPM-STOR-021
	The CPM Enabler SHALL be able to store Media from incoming CPM Messages in the network-based storage, and allow the CPM User to receive CPM Messages without the Media and including instead a link to access this Media in the network-based storage, based on user’s preferences and service provider’s policies.
	CPM V1.0

	CPM-STOR-022
	The CPM Enabler SHOULD support a search function to allow an Authorised Principal to search in an efficient manner in the network-based storage for Media, stored CPM Messages, CPM Session Histories or CPM Threads residing in storage space to which he has permission for access.
	CPM V1.0

	CPM-STOR-023
	The CPM Enabler SHALL allow an Authorised Principal to give permission to
· A limited set of Principals (whitelist)
· To everybody
to access Media, CPM Threads, CPM Messages and CPM Session Histories, or to access and/or write in folders in his/her network-based storage.
	CPM V1.0

	CPM-STOR-023b
	The CPM Enabler SHALL allow an Authorised Principal to give permission over specific items (Media, CPM Threads, CPM Messages, CPM Session Histories, folders) either at the time of storage of these items to his/her network-based storage or at a later time.
	CPM V1.0

	CPM-STOR-025
	The CPM Enabler SHALL allow an Authorised Principal to modify or revoke the permissions associated with specific items (Media, CPM Threads, CPM Messages, CPM Session Histories, folders) in his/her network-based storage.
	CPM V1.0

	CPM-STOR-026
	The CPM Enabler SHALL allow an Authorised Principal to set a deadline after which a sharing permission to specific items (Media, CPM Threads, CPM Messages, CPM Session Histories, folders) in his/her network-based storage will be revoked automatically.
	CPM V1.0

	CPM-STOR-027
	The CPM Enabler SHALL allow an Authorised Principal to specify which permission attributes (e.g. read/write access, access deadline, list of Principals who have access permission) associated to specific items (Media, CPM Threads, CPM Messages, CPM Session Histories, folders) in the network-based storage can be shown to other Principals.
	CPM V1.0

	CPM-STOR-028
	The CPM Enabler SHALL be able, upon the request of a CPM User who owns a network-based storage, to notify another Principal that he/she has been given/modified/revoked permission to specific items (Media, CPM Threads, CPM Messages, CPM Session Histories, folders) in his/her network-based storage, and explain the way to do it if the permission has been given.
	CPM V1.0

	CPM-STOR-029
	The CPM Enabler SHALL be able to record actions being performed on a Principal’s network-based storage, and SHALL be able to notify an Authorized Principal about the actions based on service provider’s policies and user preferences.
Actions Example: uploaded/modified/removed some specific items (Media, CPM Threads, CPM Messages, CPM Session Histories).
	CPM V1.0

	CPM-STOR-030
	The CPM Enabler SHALL allow an Authorised Principal to access specific items (Media, CPM Threads, CPM Messages, CPM Session Histories) and folders (including the items stored therein) in another user's network-based storage for which the Principal has access permission.
	CPM V1.0

	CPM-STOR-031
	The CPM Enabler SHALL allow an Authorised Principal to upload specific items (Media, CPM Threads, CPM Messages, CPM Session Histories) to folders in a CPM User's network-based storage for which the Principal has write permission.
	CPM V1.0

	CPM-STOR-035
	When a user’s network-based storage quota is close to being exceeded or has been exceeded, the CPM Enabler SHALL be able to send an overflow notification to that user, based on service provider policies.
	CPM V1.0

	CPM-STOR-036
	The CPM Enabler SHALL allow an Authorized Principal to manage (i.e. forward, delete, up-and-download to the network-based storage) CPM Threads belonging to a requesting CPM User as a whole or partially, i.e. one or some CPM Messages or Session Histories.
	CPM V1.0


Table 7: High-Level Functional Requirements – Network-based storage Items




1. User Case 1: Log used for customer Service


Multi-devices and Dynamic Session Modification


Short Description


A CPM User can have multiple devices in his/her environment and each device has its own capabilities. This use case describes how a Service based on the Converged IP Messaging Enabler can be offered when the CPM User has several devices to ensure a consistent and seamless user experience across them.


Actors


Alice: a CPM User that uses the Converged IP Messaging service on several devices.


Bob: a CPM User that uses the Converged IP Messaging service on several devices.


Actor Specific Issues


Alice is at home and has three CPM devices, all of them are registered to the CPM Service: a mobile phone, a fixed phone and a laptop. Alice’s preferences state that she wants to be notified of new CPM Messages and CPM Session requests on the devices on which she is registered, in this use case on all her three devices. Alice wants to switch her CPM Session from one CPM device to another.


Bob is on holidays and also has three devices all of them associated with the CPM System: a mobile phone, a PDA and a laptop. Bob wants to share with Alice some photos of his holidays and sends her a CPM Message with these pictures. Bob wants to modify his on-going CPM Sessions by adding new Media.


The CPM System notifies Alice of new CPM Messages on all devices. The CPM Message is displayed on the device chosen by Alice. The CPM System notifies Alice of new CPM Session requests on all devices and then the CPM Session starts on the device(s) chosen by Alice.


Actor Specific Benefits


Alice can be notified of new CPM Messages on all the devices on which she is registered so she will not miss Bob's CPM Message.


Alice can be notified of new CPM Session requests on all the devices on which she is registered so she will not miss Bob's invitation.


Alice can switch from one device to another during the CPM Session with Bob to finish her discussion while leaving home.


Bob can modify the on-going CPM Session by adding a new Continuous Media and choosing a target device.


Pre-conditions


Alice and Bob are both provisioned to use the CPM Service.


Alice and Bob's devices are associated with the CPM System.


Alice and Bob are registered on all their devices.


Post-conditions


Alice is able to see Bob's CPM Messages on the device she chooses to.


She is able to continue the CPM Session with Bob while switching from a device to another.


Bob is able to modify the ongoing CPM Session, add a new Continuous Media and manage the different Media on multiple devices.


Normal Flow


Bob just came back from holidays and wants to share some pictures with Alice. To do this, he decides to use his CPM Service.


Bob accesses the CPM Service using his laptop, composes his CPM Message adding some text (e.g. a short subject and some body text) and attaching the most beautiful pictures he took, selects Alice from his Address Book and then sends the CPM Message.


Bob's CPM System then verifies that Bob has the rights (e.g. if has enough credit on his account) to submit this CPM Message. 


Bob's CPM System forwards the CPM Message to Alice's CPM System.


Bob's CPM System stores the CPM Message in Bob's network-based storage in the CPM service provider domain. Depending on the CPM Message characteristics, the user's preferences and/or the service provider's policy, Bob’s CPM System may synchronise all Bob’s device sentboxes so that the sent CPM Message appears on all Bob's registered and available devices.


Alice's CPM System checks Alice's profile for availability and user’s preferences and for the device(s) that should receive the CPM Message. 


Alice’s CPM System determines that Alice is registered and available on three devices. 


Alice’s CPM System sends Bob's CPM Message to Alice on the three devices and stores it in Alice's network-based storage in the CPM service provider domain. Depending on the CPM Message characteristics, the user's preferences and/or the service provider's policy, for each registered device:


The entire CPM Message could be sent.


Only a notification (with Bob's CPM Address and the subject) could be sent.


Nothing is sent.


Each of Alice’s devices notifies Alice that she has got a new CPM Message from Bob.


Alice is working on her computer.  She opens the CPM Message on the computer.  As a result, the CPM System synchronizes with Alice's other CPM devices to update the CPM Message to show that it was "read".  Alice could decide one of the following management options for the CPM Message - 


She could store the CPM Message locally on her computer.


She could store the CPM Message into her network based personal storage.


She could delete the CPM Message locally (e.g. to preserve limited storage capacity) while retaining the notification and the storage on other devices or in the network.


She could delete the CPM Message globally from all CPM storage on all devices. The CPM System would then synchronize this deletion with all of her devices.


Alice is amazed by Bob's pictures and wants to discuss with him about his holidays. She requests to initiate a CPM Session to have a discussion with him by interacting with the CPM System from her computer. 


Alice's CPM System then verifies that Alice has the rights (e.g. if she has enough credit on her account) to submit this request. 


Alice's CPM System forwards the CPM Session request to Bob's CPM System.


Bob's CPM System checks Bob's profile for availability and user’s preferences and for the CPM device(s) that should receive the request. 


Bob’s CPM System determines that Bob is registered and available on three devices. 


Bob’s CPM System sends Alice's CPM Session request to Bob on his three devices, depending on the request characteristics, the user's preferences and/or the service provider's policy, for each registered CPM device, and whether they could be or could not be notified of the incoming request for a CPM Session. In this case, Bob is notified on all his devices that Alice sent a request for a CPM Session.


Each of Bob's devices notifies Bob that he has got a request for a CPM Session from Alice.


Bob accepts the CPM Session request on his PDA. 


Bob is no longer notified on his two devices (the mobile phone and the laptop) regarding the CPM Session from Alice.


Bob and Alice continue their discussion.


After a while, Alice has to leave for an appointment but still wants to continue the discussion with Bob.


She requests the CPM System to switch the CPM Session from the laptop to another device. She selects the mobile phone from the list of registered devices.


She indicates that she would like to have the discussion (i.e. the messages up until Step 10) displayed to her mobile so that she can remember the context of the discussion.


Alice’s CPM System manages the switching of the CPM Session to the new device and sends the CPM Session History to the mobile.


Alice continues the discussion on her mobile phone, and the discussion is displayed on the mobile phone.


Alternative Flow – Dynamic CPM Session Modification (Different Device Order)


After a while, Alice has to leave for an appointment but still wants to continue the discussion with Bob.


She requests the CPM System to list, on her mobile phone, the on-going CPM Session(s) from her other devices.


Alice selects the CPM Session she started with Bob on her computer.


She indicates that she would like to have the CPM Session History displayed to her mobile so that she can remember the context of the discussion.


Alice’s CPM System sends the CPM Session History to Alice’s mobile. 


Alice selects the target CPM Session, the CPM system manages the switching of the existing CPM Session from the laptop to her mobile phone, and Alice continues the discussion on her mobile phone.


Alternative Flow – Dynamic CPM Session Modification (New Media)


After a while, Bob would like to talk to Alice directly.


Bob is able to display on his PDA information about his ongoing CPM Sessions as well as the Media and devices associated to those CPM Sessions.


Bob selects the CPM Session he started with Alice, and requests to add a voice stream to the CPM Session.


Bob's PDA sends a request for dynamic session modification to Bob’s CPM System. 


Both (Alice’s and Bob’s) CPM Systems arrange the addition of a voice stream to the CPM Session, and a request for this additional voice stream is sent to Alice’s devices. 


Alice accepts the incoming voice stream on her laptop.


Alice and Bob start to talk to each other and in the meantime they can continue to send each other CPM Messages


After a while, Bob would like to share some videos of his holidays with Alice.


From his PDA, Bob selects the CPM Session he started with Alice, requests to add a streamed video (he has on his personal area in the CPM service provider domain) to the CPM Session and to display it on his laptop.


Bob's PDA sends a request for dynamic session modification to Bob’s CPM System.


Bob's CPM System forwards the request to Alice's CPM System.


Alice’s CPM System notifies Alice's laptop of Bob’s request to add streamed video to the CPM Session.


Alice accepts the request and chooses her laptop as a target for the streamed video that Bob wants to share with her.


The Alice’s CPM System receives the reply from Alice’s laptop and forwards it to Bob’s CPM System.


Alice and Bob start to share the streamed video that Bob took in Sydney on their laptops while continuing their discussion on respectively her laptop and his PDA.


Alternative Flow – Dynamic CPM Session Modification (Forward to Laptop)


Alice has only one device (her mobile handset) enabled for CPM and she receives a CPM Message from Bob with a large jpeg image which is displayed on the device as a thumbnail. Instead of viewing the entire CPM Message, Alice forwards the CPM Message and attachment to her email account and downloads the entire image and contents as an email from her laptop.





Operational and Quality of Experience Requirements


A user shall be able to receive new CPM Messages and new CPM Sessions Invitations on all the devices on which he/she has registered dependent upon his/her preferences, his/her device(s) capabilities and/or service provider's policy.


A CPM User shall be able to switch from one CPM device to another during a CPM Session.


A CPM User shall be able to modify an ongoing CPM Session by adding new Media.


A CPM User may define his CPM preferences like: receive the notifications only on her mobile phone, receive notifications for CPM Messages sent to her business address and only on her computer. He is able to define rules based on his addresses, device(s), CPM Messages and Media Types…
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