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1 Reason for Contribution

The reason for this contribution is to add a use case that has been socialized and discussed earlier this year as part of the CPNS BoF activities to the CPNS Requirements specification.
The scope of this use case is ‘Attestation of Personal User Properties’ and its basic principles are summarized in OMA-TP-CPNS-2008-0012R02 (CPNS BoF internal document).
In July 2008 the ‘Attestation Use Case’ was endorsed as a valid use case by CPNS BoF member companies and included into the ‘CPNS BoF Report and Recommendations to Technical Plenary’, which can be found in OMA-TP-2008-0288R01.
2 Summary of Contribution

In order to include the ‘Attestation of Personal User Properties’ use case in the CPNS Requirements specification, we propose the following:

· Addition of a new sub section to Annex B of the document under construction in order to cover the ‘Attestation of Personal User Properties’ use case.
It is recommended that OMA REQ CPNS AHG approve our text proposals for Annex B that are described in detail on the following pages. Derivation of some new requirements from this use case may be done at a later point in time (not part of this contribution).

3 Detailed Proposal

B.1 Attestation of Personal User Properties

B1.1.  ASK  \* MERGEFORMAT Short Description

A CPNS mobile phone equipped with WPAN technology (acting as a central hub) is ideally suited to deliver a common platform for attestation purposes (e.g. in a shop).
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Figure B1-1: Example Message Transaction Flow for ‘Attestation of Personal User Properties’

Step 1: The shop generates a ‘request attestation’ message including a third party certificate.

Step 2: The ‘request attestation’ message is sent from the shop to the cell phone via a short range interface.

Step 3: The cell phone forwards the ‘request attestation’ message to a trusted execution environment that may either be a smart card connected to the cell phone, or a Trusted Platform Module (TPM) integrated into the cell phone.
Step 4: In the trusted execution environment the third party certificate is validated using the shop owner’s public key. In this example the certificate is deemed valid.

Step 5: The cell phone owner is authenticated by legacy authentication means, such as a prompt to type in a personal identification number (PIN) or by biometric means (e.g., fingerprint sensor). In this example the user is deemed authenticated.
Step 6: In the trusted execution environment the user’s personal property (e.g., his date of birth) is compared to a trusted property store in the trusted execution environment as requested by the ‘request attestation’ message. In this example it is assumed that the result of the comparison is ‘true’.

Step 7: The trusted execution environment generates an ‘attestation’ message

Step 8: The ‘send attestation’ message is sent from the trusted execution environment to the cell phone.

Step 9: The cell phone forwards the ‘send attestation’ message to the shop via a short range interface.

Step 10: In the shop the mobile network operator’s certificate is validated using mobile network operator’s public key.

Actors:
· Shop Owner (SO) or Third Party Service Provider (TPSP),

· Cell Phone (CP),

· Trusted Execution Environment
· Smart Card (SC)

· Trusted Platform Module (TPM)

· Mobile Network Operator (MNO) or Third Party Service Provider (TPSP)
B1.2. Market benefits

The user has control over the information he gives away and the service provider may chose to charge his customers (i.e. consumer and/or shop) for this service.

Example 1: A shop owner may perform checks (assisted by a mobile network operator) if someone who wants to buy liquor at a shop is old enough to do so (“local age verification”).
Example 2: A web site owner may perform checks (assisted by a mobile network operator) if someone who wants to join an online community with access rights restricted to girls is indeed a girl (“remote gender verification”).
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that OMA REQ CPNS AHG approve this document and adapt its text proposals and figure for the CPNS Requirements specification.
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