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1 Reason for Change

Document OMA-REQ-CPNS-2008-0033-CR_Use_Case_Attestation was presented and discussed during the CPNS AHG’s face-to-face meeting in Cancun. As minuted in OMA-REQ-CPNS-2008-CPNS-2008-0054-MINUTES_15Dec2008_Cancun the CPNS AHG agreed on the ‘Attestation’ use case as such, but – at the same time - saw a need to modify some of the changes proposed.
Infineon was asked to come back with a new Change Request taking the following modifications into account:

· Simplify the figure (reduce number of steps in the example transaction flow)
· Describe the ‘Attestation’ use case in a more abstract way
· Add some more general requirements
· Remove all definitions that are use case specific from Section 3.2
· Depict the PN Gateway as a functional entity merging the two networks involved
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

Not known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that OMA REQ CPNS AHG discuss this document and agree to include its text proposals and figure into the CPNS Requirements specification.
6 Detailed Change Proposal

Change 1:  Addition of Definitions and Abbreviations
3.2
Definitions
	Trusted Execution Environment
	A Trusted Execution Environment (TEE) is a temper resistant security device. The execution engine and all related data are fully separated from all other unsecure parts. This may be for example a smart card connected to the cell phone, or a Mobile Trusted Module directly integrated into the cell phone.


3.3
Abbreviations

	TEE
	Trusted Execution Environment


Change 2:  Derivation of Requirements from the ‘Attestation’ Use Case in Annex B

6.1
Modularisation

The CPNS enabler consists of the following functional modules.

· PN-Device Profile Management: This module defines the capabilities of CPNS enablers facilitating the management of PN-Devices including PN-Device registration, identification of multiple PN-Devices, exposing PN-Device capabilities and considering capabilities while providing services to the PN-Devices.

· Provisioning: This module will define the capabilities of CPNS enabler for facilitating Service Provisioning. CPNS service provisioning may include PN-Device provisioning, server provisioning etc.

· Exception Handling: This module defines the capabilities of CPNS enabler to tackle with the unexpected situations like battery exhaustion.

· Content/Data Delivery: This module defines the content delivery capabilities of CPNS enabler. The content delivery, in the context of CPNS, will include content ingestion (how the server gets the data from the device) and distribution (how it provides data to those requesting for it).

· Service Discovery: This module deals with defining how a service will be discovered with-in and outside PN. CPNS service discovery not only includes discovering service types but also service interface, making it easier to use service.
· Trusted Execution Environment: This CPNS module enables trusted computing and secure storage.
6.2 High-Level Functional Requirements

	Label
	Description
	Release
	Functional module

	CPNS-HLF-001
	The CPNS Enabler SHALL be able to support multiple delivery channels in parallel from a PN Gateway Device to a PN Device
	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-002
	The CPNS Enabler SHOULD be able to support simultaneous content delivery to the same PN Device using different channels  
	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-004
	The CPNS Enabler SHALL enable the CPNS user to manage these different channels, i.e. to stop, start and switch between the channels  
	CPNS 1.0
	PN-Device Profile Management

	CPNS-HLF-0x1
	The CPNS Enabler SHALL provide a means for describing the services that a PNE offers to other PNEs.
	CPNS V1.0
	TBD

	CPNS-HLF-0x2
	The CPNS Enabler SHALL enable a PNE to advertise the services that it offers to other PNEs.
	CPNS V1.0
	TBD

	CPNS-HLF-0x3
	The CPNS Enabler SHALL enable a PNE to discover and access the services that are offered by other PNEs.
	CPNS V1.0
	TBD

	CPNS-HLF-0x4
	The CPNS Enabler SHALL enable attestation of personal user data.
	CPNS V1.0
	Trusted Execution Environment


Table 1: High-Level Functional Requirements

6.2.1 Security

<intro text for Security requirements here>
	Label
	Description
	Release
	Functional module

	FOO-SEC-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.2.1.1
Authentication
<intro text for Authentication requirements here>
	Label
	Description
	Release
	Functional module

	TEE-SEC-001
	The Trusted Execution Environment MUST be able to validate certificates.
	CPNS V1.0
	Trusted Execution Environment

	TEE-SEC-002
	The Trusted Execution Environment MUST authenticate the user (e.g., by means like prompting him to type in a PIN or by biometric means).
	CPNS V1.0
	Trusted Execution Environment

	TEE-SEC-003
	The Trusted Execution Environment MUST be able to authenticate a user.
	CPNS V1.0
	Trusted Execution Environment


Table 3: High-Level Functional Requirements – Authentication Items
6.2.1.2
Authorization
<intro text for Authentication requirements here>
	Label
	Description
	Release
	Functional module

	
	This function MUST be able to authorize access only to requestors entitled to access the function.
	
	

	
	
	
	

	
	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.2.1.3
Data Integrity
<intro text for Data Integrity requirements here>

	Label
	Description
	Release
	Functional module

	TEE-SEC-004
	The Trusted Execution Environment MUST be able to integrity protect messages.
	CPNS V1.0
	Trusted Execution Environment

	TEE-SEC-005
	The Trusted Execution Environment MUST be able to validate integrity protected messages.
	CPNS V1.0
	Trusted Execution Environment


Table 5: High-Level Functional Requirements – Data Integrity Items

6.2.1.4
Confidentiality 

<intro text for Confidentiality requirements here>
	Label
	Description
	Release
	Functional module

	TEE-SEC-006
	The Trusted Execution Environment SHOULD be able to encrypt messages.
	CPNS V1.0
	Trusted Execution Environment

	TEE-SEC-007
	The Trusted Execution Environment SHOULD be able to decrypt messages.
	CPNS V1.0
	Trusted Execution Environment


Table 6: High-Level Functional Requirements – Confidentiality Items

6.2.2 Charging
<intro text for Charging requirements here>
	Label
	Description
	Release
	Functional module

	FOO-CHG-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	


Table 7: High-Level Functional Requirements – Charging Items

6.2.3 Administration and Configuration
<intro text for Administration and Configuration requirements here>
	Label
	Description
	Release
	Functional module

	TEE-ADM-001
	The Trusted Execution Environment MUST be able to store data (e.g. validated user properties) in a secure manner.
	CPNS V1.0
	Trusted Execution Environment

	TEE-ADM-002
	Data stored in the Trusted Execution Environment MUST NOT be changed or deleted without authorization.
	CPNS V1.0
	Trusted Execution Environment

	TEE-ADM-003
	Software executed in the Trusted Execution Environment MUST NOT be changed or updated without authorization.
	CPNS V1.0
	Trusted Execution Environment

	TEE-ADM-004
	The Trusted Execution Environment SHOULD be able to generate and update keys stored inside.
	CPNS V1.0
	Trusted Execution Environment


Table 8: High-Level Functional Requirements – Administration and Configuration Items

6.2.4 Usability

<intro text for Usability requirements here>

	Label
	Description
	Release
	Functional module

	FOO-USE-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	


Table 9: High-Level Functional Requirements – Usability Items

6.2.5 Interoperability
<intro text for Interoperability requirements here>

	Label
	Description
	Release
	Functional module

	FOO-INT-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

6.2.6 Privacy

<intro text for Privacy requirements here>
	Label
	Description
	Release
	Functional module

	TEE-PRV-001
	The Trusted Execution Environment MUST be able to evaluate user properties. This may comprise calculation operations (e.g., when dates of birth are involved).
	CPNS V1.0
	Trusted Execution Environment

	TEE-PRV-002
	The Trusted Execution Environment MUST NOT reveal any user properties without authorization by the user.
	CPNS V1.0
	Trusted Execution Environment


Table 11: High-Level Functional Requirements – Privacy Items

Change 3:  Example for an ‘Attestation’ Use Case

B.3 Attestation of Personal User Properties

B3.1.  ASK  \* MERGEFORMAT Short Description

Definitions specific to this use case:
	Attestation
	Attestation, in the context of CPNS, provides a method to selectively disclose personal user properties for secure submission from one PN-Device to another PN-Device and a mechanism to validate the personal user properties in the receiving PN-Device. The personal user properties are digitally signed by an Attestation Service Provider


A CPNS enabled Personal Network equipped with WPAN technology, cellular technology, short range connectivity, and a Trusted Execution Environment is ideally suited to deliver a common platform for attestation purposes (e.g. in a shop or towards a vending machine).

Attestation of personal user properties may be required by law for certain types of purchases or for public administration in some countries. In the following an example is given in which a shop owner can easily check if the customer in front of him who is carrying a CPNS equipped cell phone with attestation capabilities is at least 21 years of age. 
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Figure B3-1:  Example Message Transaction Flow.

Step A - Configuration Phase:

The Attestation Service Provider stores validated user properties securely in the Trusted Execution Environment that resides in one of the Personal Network Devices (here: in the Personal Network Gateway Device).
Step B - Attestation Phase:

Customer Alice enters a shop with the intention to buy some alcoholic beverages that are sold under age restrictions. The Personal Network Gateway Device Alice is carrying is supportive of the CPNS attestation capability. Shop owner Bob uses a cash desk that also has CPNS attestation capabilities. At check-out Bob specifies ‘age >= 21’ as Alice’s property he requests to be validated. Alice is prompted on her cell phone whether she wants to authorize the response to this specific attestation request. Alice agrees and types in her PIN into her cell phone. Calculations are initiated in the Trusted Execution Environment of one of Alice’s Personal Network Devices (e.g. her cell phone) and a reply is send back to Bob via Alice’s Personal Network Gateway Device indicating either a digitally signed ‘yes’ or ‘no’; no further personal details of Alice are disclosed. Bob can proceed with the check-out procedure based on the reliable age attestation he has received from Alice’s Personal Network Gateway Device.
Step C - Maintenance Phase:

The user’s properties, keys or certificates stored in the Trusted Execution Environment of a Personal Network Device may be updated. Also changes to protocols and algorithms used during the attestation process may be made by the Attestation Service Provider via the Personal Network Gateway.

Actors (depending on use case):
· Shop Owner (here: Bob) / Vending Machine,

· Citizen / PN-User (here: Alice) / Cell Phone Owner,

· Attestation Service Provider (ASP) / Mobile Network Operator (MNO),

· Personal Network Gateway (PNG)

· Trusted Execution Environment (TEE), such as 

· Smart Card

· Trusted Platform Module

B3.2. Market benefits

The PN-User has control over the information she gives away and the Attestation Service Provider may choose to charge his customers (i.e. consumer and/or shop) for providing this special CPNS service.

Example 1: A shop owner may perform checks (assisted by a mobile network operator) if someone who wants to buy liquor at a shop is old enough to do so (“local age verification”).
Example 2: A web site owner may perform checks (assisted by a mobile network operator) if someone who wants to join an online community with access rights restricted to girls is indeed a girl (“remote gender verification”).

Example 3: A citizen may proof her gender, marital status, etc. remotely via the Internet towards municipal authorities when applying for a new passport.
End of the document.
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