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1 Reason for Contribution

GPM WID has been approved and the GPM activity has started at REQ.

Document OMA-REQ-GPM-2005-0002-questions-for-discussion-around-the-GPM-work asks explicitly about the relationship between the GPM work and PEEM
2 Summary of Contribution

This contribution addresses a way to look at the relationship between PEEM and GPM. It also provides our views and recommendations on how a GPM enabler can reuse the PEEM work. 
This contribution is intentionally technical and discussing architectural and specification level options. It is intended to help guide the focus of the GPM RD phase as well as the following stages, considering the OMA and OSE reuse and delegation principles.
People concerned or not interested in the architectural aspects of the discussions should disregard these aspects and focus on the conclusions of the analyses. Details are provided to motivate these discussions.

3 Detailed Proposal
3.1 GPM “as we understand it”
As we understand the GPM WID, the purpose of a GPM enabler is (intentionally re-phrased for better mapping to PEEM):

· To allow delegation of authorization of specific operations
· To provide a consolidated interface to manage permission (i.e. authorization tables).

3.2 PEEM “as we want it”
By comparison, the PEEM enabler provides:
· Policy evaluation or evaluation and enforcement

· Policy management

PEEM can be used in proxy mode and in callable mode.
 In proxy mode, PEEM intercepts messages addressed to a target resource and enforces policies (that may involve delegation to other resources) before passing a message to the target message and/or return a message (e.g. error) to the requestor. In proxy mode, PEEM can implement the PE function introduced in the OSE. 

In callable mode, PEEM can be called by a resource to perform policy enforcement
. In callable mode, analogous to the IETF PDP/PEP model, PEEM is used to delegate the policy enforcement (i.e. evaluation or evaluation and execution) task
. 

PEEM specifies also a policy expression language. 
The PEEM enabler executes a policy expressed in the policy expression language that defines its behaviour as well as expected input and output messages. This language will be defined so that it is able to express GPM-required authorization rules. PEEM has no special intelligence other than to follow the directives of its policies.  Special functions can always be achieved by delegating the function to a dedicated or specialized resource. 
Eventually, PEEM eventually provides an interface for policy management
.

For more details on the definitions of policy, the PEEM enabler and the policy expression language, please refer to the approved RD and the AD draft. The AD is work in progress.

3.3 How GPM can use PEEM

3.3.1 Checking permissions

If the policy expression language allows expression of the permission clauses / rules required by GPM, then use case 1 in OMA-WID_0122-GPM-V1_0-20050719-A can be achieved by having the OMA enabler calling PEEM (callable mode)
.

PEEM may act on a policy that contains the permission tables or receive such a policy with the request. This policy specifies the permission rules. These are expected to involve authentication and authorization steps. PEEM would then itself be able delegate, when needed, the authentication and possibly authorization steps to a security enabler that provides authentication and authorization support.

This is illustrated in Figure 1.
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Figure 1 – Using Callable PEEM to implement delegation of permission check to GPM

Between steps 1 to 6, the policy dictates the conditions that are evaluated and the actions that are executed. With this approach some parts of the policy may relate to other aspects than permission (e.g. charging).

We expect that at the minimum some authentication may take place (e.g. authentication of the party making a request to the enabler implementation on the left and about whom the enabler implementation on the left performs the permission request) based on the credentials obtained by the enabler implementation on the left. 

As a result of the model presented in Figure 1, the permission must be expressed in the policy expression language.

Authorizations rules and tables may be expressed in the policy expression languages and may be contained in the policy. 

In addition, it is envisaged, to be determined both by SEC WG and the GPM activity, that a dedicated authorization enabler may exist and therefore also receive delegated request to check authorization against dedicated authorization tables (e.g. privacy related permission for a particular user). If such an enabler is not defined or not considered as useful, then PEEM would probably still perform requests to resources
 to retrieve the authorization tables required to check authorization.
3.3.2 Managing permissions

Permissions are envisaged to be particular policy rules expressed in the policy expression language. They may also involve tables stored in other resources or information stored in other authorization enabler implementations.

The PEEM PEM-2 interface allows management of PEEM policies (upload, retrieval, update, delete, …). This can be used to manage the policies in the PEEM enabler implementation discussed in section 3.3.1. 
This may not be sufficient to provide consolidation of the updates to remote resources (e.g. authentications rules to authentication enabler implementations, authorization rules to authorization enabler implementations, authorization tables to other resources). However PEEM can be seen as an orchestrator. It is therefore possible to request via PEM-1 orchestration of the permission management as illustrated in Figure 2.

[image: image2]
Figure 2 – Example of permission management via orchestration
The combination of PEM-2
 and the PEM-1 scheme described in Figure 2 supports use case 2 in OMA-WID_0122-GPM-V1_0-20050719-A.

3.4 The GPM enabler

In the light of section 3.3, GPM enabler can be considered as consisting of:

· PEEM enabler (re-used) with its policy expression language

· Permission specific rules (condition and actions) in the PEEM policy expression language

· SEC enabler (reused):

· For authentication
· For authorization (TBD as discussed in section 3.3.1).

3.5 OSE and PE-based permission request
Note that PEEM in proxy mode may be used to implement the OSE PE (policy enforcement) function. 

Permission rules would naturally be included in the service provider policies enforced by PE when exposing an enabler implementation.
So, in our view the scope of GPM should also cover permission rules that governs usage of enabler implementation exposed through PE (i.e. the fundamental OSE execution model).
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that REQ GPM considers the perspective introduced in section 3.
We believe that implications are that at this stage GPM should focus on:

· Requirements and implications on PEEM

· Requirements and implications on policy expression language (in particular to support relevant permission rules)

· Requirements and implications on security enabler (in particular need for authentication enabler as well as issue related to authorization)

We recommend therefore close collaboration and feedback to the affected working group (e.g. ARCH and SEC) as work progress to ensure that these group develop enablers able to satisfy the GPM requirements with possibly a coordinated schedule.

We hope this can guide the GPM activities.

































































































� The importance of the support of callable and proxy mode will be come clear later in this contribution when we discuss new use cases that can be considered if considering proxy mode.


� For those interested in PEEM technical details, this is done via PEM-1 interface.


� Current proposals under discussion include the possibility for the resource that delegates policy enforcement to pass the policy to enforce with the request (e.g. policy file or URI to it).


� For those interested in PEEM technical details, this is done via PEM-2 interface.


� Via PEM-1 interface.


� As mentioned in section 3.2, at step 1, the enabler implementation may pass the policy. Otherwise the policy is assumed already loaded in the PEEM enabler implementation in use.


� E.g. authorization tables, out of scope of OMA.


� Other options exist. While not yet proposed at this stage, PEM-2 may support triggering of orchestration scripts when policies are loaded. Alternatively, policy enforcement in front of PEM-2 could 
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