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1 Reason for Contribution

When reading through the RD (version 20051124) we identified some issues that we feel need clarification. These issues are listed in the detailed proposal.
2 Summary of Contribution

Two types of issues are introduced; issues that may require further investigation or clarification and issues for which concrete changes are proposed.
3 Detailed Proposal

Issues that require further investigation or clarification:

Issue #1: The Scope section refers to Target Principals and Requesting Principals. These terms do not appear in the Definitions section. We suggest that either these terms be added to the Definitions section or they are replaced by the appropriate definitions from the Definitions section.

#2: Is a Delegate a separate actor? We suggest that this issue is clarified in figure 1 and accompanying text.

#3: HLF-5, we suggest that the meaning of “any” is clarified. I.e. does it exclude notifications of changes made by a federal institute?

#4: HLF-6, is the Principal in this case Permission Manager?

#5: HLF-12, Can “other information” be e.g. a description of the Resource that sends the permission checking request?

#6: HLF-17, what is “support the identification of permission rules applied to each requestor”?

#7: HLF-18. what is “manage permission rules according to the context of…”? In particular what is the meaning of “context” in this case?

#8: Is PermTypes-6 the same as PermTypes-3?

#9: PMF-2, does “Query” in this case mean “read” or “retrieve”?

#10: ASK-3, Does “service” mean “application” or “OMA enabler” (or …?)?

#11: ASK-7: Is Ask Target a separate actor? We suggest it to be added to the definitions section and if appropriate to figure 1 and accompanying text.

#12: USAB-3: what is the meaning of “confirming”? Is it storing, deploying, putting in production?

#13: OSR-11: what is the meaning of “adapt management interfaces according to …”? Does it mean that sometimes certain management actions may be permitted/denied?
Issues for which concrete changes are proposed:

#1: Section 4.2.1 does not adequately represent the status and concept of the PEEM enabler. We suggest the following changes:
Policy enforcement, according to [OSE], can be realised in several ways. The PEEM (policy evaluation, enforcement and management) enabler offers service providers policy enforcement deployment options.   The PEEM enabler provides a generic mechanism, devoid of the knowledge of the topic addressed by a policy rule, and offers generic interfaces. The PEEM enabler applied in the callable usage pattern serves well as a specialised enabler for particular type of rules. When the PEEM enabler is applied in the proxy usage pattern it, serves well as a coordinator for policy enforcement, but not necessarily as a specialised enabler for a particular type of rules, It would then  delegate the execution of most actions to other enablers, as part of the enforcement process.   

PEEM, like any other enabler, is optional in as far as being deployed in service provider environments (i.e. optional as a deployed entity, and optional in the mode selected, if deployed - e.g. either in proxy or callable usage pattern or both).  But it is generally accepted that one type of policy rule could be one that sets levels of admission control on requesting applications accessing service provider resources. This means that PEEM could evaluate policies for both authorisation rules which first determine if requesters are allowed to access a service enabler, and permission rules which determine the extent to which the requester can access individual target attributes. In the latter case, when using the PEEM enabler in the proxy usage pattern, the GPM enabler is delegated to evaluate the permission rules based on the user preferences that it manages. When PEEM is used in the callable usage pattern, it may be applied to evaluate the user preferences to determine a decision.
Given the growing importance of enforcing user privacy and service personalisation, GPM offers focussed and flexible ways of provisioning and managing permission rules that determine how target attributes are accessed and, if/how the target’s consent is required, for example, every time an access request is received
#2: ASK-6, The use of “SHALL” may cause the system to be vulnerable to DDOS attacks. We recommend to change this to “SHOULD”.

#3: ASK-7, Suggest to rephrase to: “in the case the validity period expires, before the Ask Target has answered, the requestor shall be notified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend the proposed changes in the Detailed Proposal to be accepted.

We recommend the “issues that require further clarification” to be discussed to see if they can help to improve the RD.
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