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1. Scope
(Informative)

This document provides use cases and requirements for a Global Permissions Management (GPM) enabler that allows principals to manage the permission rules that determine if, when, how and to what extent information about end-users of OMA enabled services (i.e. target principals) is released to requesting principals, e.g. applications, enablers or other end-users. 

OMA service enablers that enable presence and location services already have specific requirements on how principal related information is released. GPM provides generic permissions management, which can be used by other OMA service enablers. Therefore, the requirements contained in this document are limited to those generic aspects, e.g. defining the types of permissions, the storage, management, provisioning and re-use of such permissions and of introducing the notion of notifying a target principal of any changes to permissions and of getting users consent to those changes.  

Editor’s note: The final text in this section is intended to be a general scope statement and may change according to the answers to the questions in Appendix B.

<< This clause acts as a reminder to contributors of the RD:

This RD should have between 5 and 10 use cases.

When submitting use cases for consideration, contributors should include proposed requirements.

Inclusion of use cases that cover existing requirements should be avoided.

Requirements may be submitted without a use case.

For more detailed information on creating this RD, authors are asked to review the Requirements Best Practices document.  This is available on the website in the Requirements WG area.

DELETE THIS COMMENT>>

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


	[Privacy]
	“Privacy for Mobile Services Requirements”, OMA-RD-Privacy-V1_0-20031104-C.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	


3.3 Abbreviations

	
	

	
	


4. Introduction
(Informative)

5. Use Cases
(Informative)

5.1 Service Upgrade and Permission Settings

5.1.1  ASK  \* MERGEFORMAT Short Description

This use case illustrates potential requirements when end users add new services or upgrade existing ones and allow them to flexibly inherit or adapt their user permissions. The service enablers used in this example are IM and Presence.

This use case is based on some scenarios from the OMA privacy RD, [Privacy].
5.1.2 Actors

· End user of mobile services

· Service provider

5.1.2.1 Actor Specific Issues

· End User of a mobile enabled PDA

· Wants to easily manage his contacts lists

· Wants to make the most of his device

· Wants to easily manage his permissions when upgrading an existing application

· Service provider

· Wants to offer more feature rich upgrades to value added services but retain reliable and trusted mechanism for executing user permissions

· Wants to obtain consent from user to any changes to user permissions
5.1.2.2 Actor Specific Benefits

· End User of a mobile enabled PDA
· Can upgrade applications and allow them to inherit his existing user permissions

· Can access and configure his user permissions via his mobile device or via a fixed device (e.g. PC)

· Service provider
· Is seen as a trusted provider of services

· Provides easy to use and flexible means to change user permissions
5.1.3 Pre-conditions

The PDA runs an older version of the IM application in which his contact list is arranged in a flat structure.

His original IM application allows the user to only set presence attributes on a per-contact basis.

The PDA user is authenticated before downloading and executing the IM application upgrade and before making any changes to any user permissions
5.1.4 Post-conditions

David successfully upgrades his IM application and makes use of the more advanced features on his mobile device. 

David is able to have his IM application interact with his presence services by setting presence attributes according to each contact profile, as well as being able to change the presence attributes of individual contacts in each profile.
5.1.5 Normal Flow

1. David discovers a new version of his IM chat application, which has new features available 

2. After trying out an on-line demo, David decides to subscribe to the new version of this IM application and downloads the new client into his PDA.

3. The IM application set-up package informs David that the flat contact list structure from his existing client will be used unless he wants to make use of a new format for profiling his contact list 

4. David uses his PDA for business purposes as well and would really like to arrange the presence attributes of his existing IM contact list according to business, family and social profiles. So, decides to make use of the new structure for contact lists offered. 

5. During the re-configuring of his contact list, David applies rules and preferences according to each of the new categories stored. He consents to any changes to existing settings pertaining to the use of his presence information.
6. The IM application set-up package executes David’s requests and the IM application is ready to use.

7. Whilst using his IM application to chat with his work colleagues, David receives a notification for a request from another colleague not already included in his Business buddy list.

8. David accepts the request and his service provider authorises the colleague to access David’s presence information according to the rules and preferences he has configured.

5.1.6 Alternative Flow

1. In step 3, David decides not to halt the execution of his new IM client application to save time and preserves his existing flat contact list structure in his upgraded IM client

2. Later, David invokes an application via a secure connection on his PC to the IM service provider’s web site and re-configures his contact list, his user permissions and preferences in his user profile. He consents to any changes to existing settings pertaining to the use of his presence information.
5.1.7 Operational and Quality of Experience Requirements

5.2 User rights, device sharing, obtaining consent and     trustworthiness of settings
5.2.1 ASK  \* MERGEFORMAT Short Description

Services provided by a mobile service provider interact with a company’s enterprise IT department. Permissions are managed by an enterprise application that sets limitations on the rights of individual corporate users to access and manage permissions. 

This use case also demonstrates important requirements related to user experience, i.e. being informed of changes to permissions, obtaining consent and of how user data may be used.

This use case is based on some scenarios from the OMA privacy RD, [Privacy].

5.2.2 Actors

· Mobile service provider

· Content Provider

· Enterprise

· Corporate Sales Team Leader using mobile device

· Corporate Sales Team members using mobile devices
5.2.2.1Actor Specific Issues

· Mobile service provider

· Wants to authenticate third party content before its delivered to its enterprise customers

· Wants to obtain user content before third parties request information about its end-users

· Content Provider

· Wants to make content available to enterprise users

· Enterprise

· Wants to provision services to its work force

· Wants to respect regional and corporate policies with respect to the informational privacy of its work force

· Corporate Sales Team Leader using mobile device

· Wants to stay in touch with latest services provided by his enterprise to keep his sales force productive

· Wants to use his device as a work tool

· Wants to be informed of any changes to the permissions pertaining to the way he access services
· Corporate Sales Team members using mobile devices

· Want to use their devices as work tools

· Want to be informed of any changes to the permissions pertaining to the way they access services
5.2.2.2 Actor Specific Benefits

· Mobile service provider

· Generates revenue from providing secure services to its corporate clients
· Provide content based on the permission settings of corporate end-users
· Content Provider

· Increases is customer base

· Enterprise

· Maintains productivity of its work force

· Has a single application dealing with the permission settings of its work force 

· Ensures that the privacy of its employees is not violated
· Corporate Sales Team Leader using mobile device

· Maintains his permissions when changing devices

· Can flexible manage the permissions of his sales team

· Can consent to changes permission settings

· Corporate Sales Team members using mobile devices

· Maintain their permissions when changing devices

· Can consent to changes permission settings

5.2.3 Pre-conditions

· The enterprise has a subscription with the mobile service provider.

· The enterprise’s IT department manages the permissions for its corporate mobile users 

· Permissions are set based on the individual requirements of each sales team member (identity of user, type of content, frequency of updates, time of day, number of devices used, geographic region etc).

· A designated end-user (Sales Team Leader) has the right to manage the permissions of his entire sales team and is authenticated before doing so.

5.2.4 Post-conditions

· Only push content providers that are authenticated by the Service Provider are allowed to push their content to the enterprise

· The permission rules for each push request to the enterprise sales force are evaluated before the services are downloaded to each device
· Each individual device user is informed of any changes made to their permissions.

5.2.5 Normal Flow

1. The company has an application to manage the permissions for its sales team’s PDA’s who use services provided by the Service Provider. This application includes an access permission list to authorize external applications to push data to the PDA’s based on location, device capabilities, time of day etc.

2. The company has a policy that only allows its IT department to create and manage the rules in its access permission list for each sales team member. The same policy allows a designated end-user (team leader) to make changes, (add, delete, modify) to the permissions in his access list and to those pertaining to his sales team members.
3. Subsequent pushes to each sales team member are only permitted, if the content provider can first be authenticated by the Service Provider and then comply to the rules set by the access permission list of the company’s IT department.
4. The PDA belonging to a junior team member fails. The sales team leader lends her his own PDA that has a larger screen and better capabilities, which she uses without problem, and the sales team leader uses another PDA with the same capabilities. Both the sales team member and team leader seamlessly access their applications and receive their push content without the need to change any settings.
5. The sales team leader discovers a better financial spreadsheet push service that can be tailored to suit some of his team members’ sales territory and adapt to location if devices are location enabled.
6. The sales team leader immediately requests a subscription to this service so that the new content can be pushed to designated team members based on the permissions managed by their IT department.
7. The enterprise IT department processes the team leader’s new service request which involves updating the company’s own subscription and configuring the service according to each sales team member’s territory (regional as well as market interest)
8. Because the team leader has given his old device, which has location positioning capabilities, to one of his team he realises that she will have the capability to see geographical based content from this new service. So, the team leader updates the access permission list data for that particular user to reflect her new device capabilities.
9. The application of the IT department notifies those sales team members who will be able to access the new service that their permissions have changed, and they consent to these changes.

10. In addition, the sales team member with the new location-enabled PDA is informed that the service will push content based on her location. She consents to this change.

11. The application of the IT department informs all the team members that it may take time for the changes to their permissions (to include the new service) to take effect and that in case a request is received by an authenticated source before the changes are affected, existing stored data about their permissions may be released to the requester instead.  

5.2.6 Alternative Flow

· Alternatively, each individual team member is able to manage their individual permissions 

· The enterprise application informs each user about their individual corporate rights with regard to managing their permissions  

· The enterprise application informs each user about their obligations with respect to privacy issues
6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	HLF1
	The GPM enabler SHALL allow authorized principals to manage per-user permission rules (that determine how requesting principals can access information related to a target principal)

· At any time 

· From any capable device type and over any capable network, (e.g. mobile or fixed network).  
(Use Case 5.1)
	

	HLF-2
	It SHALL be possible to request consent from either:

· The target principal, or

· From the authorized owner of the permission rules
(Use Case 5.2)
	

	HLF-3
	If changes to permission rules cannot be made effective immediately, previous permission rules SHALL remain effective until the changes have been activated. (Use Case 5.2)
	

	HLF-4
	An authorised principal who has requested changes to permission rules SHOULD be notified when the changes are effective or will become effective. (Use Case 5.2)
	

	HLF-5
	A target principal SHALL be able to be notified of any changes to their permission rules. (Use Case 5.2)
	

	HLF-6
	In cases, where a principal’s management over his permission rules is in whole or in part restricted by another principal, (e.g. an enterprise), the principal whose permissions are being managed SHOULD be informed of his limitations with regards to managing his permission rules when he tries to manage them.

(Use Case 5.2)
	

	
	
	


Table 1: High-Level Functional Requirements

6.1.1 Types of Permisison

	Label
	Description
	Enabler Release

	PermTypes-1
	Included in the permission rules stored per individual principal, there MAY be a permission rule that allows the principal to delegate some or all permission management operations to one or more other principal(s).
(Use Case 5.2)
	

	PermTypes-2
	The GPM enabler SHALL allow principals to associate permission.to different resources (i.e. service enablers). (Use Case 5.2)
	

	PermTypes-3
	An authorised principal SHALL be able to provision a rule that determines whether consent is required from a target principal before information about that target principal is released to a requesting principal. (Use Case 5.2)
	

	PermTypes-4
	An authorised principal SHALL be able to provision rules that allow a target principal to be notified of specific changes to his permission rules.

 (Use Case 5.2)
	

	PermTypes-5
	An authorised principal SHALL be able to provision rules that allow a target principal to be notified once changes to his permission rules take effect
(Use Case 5.2)
	


6.1.2 Permission Management Functions

	Label
	Description
	Enabler Release

	PMF-1
	It SHALL be possible to assign “roles” to principals that determine the rights for the management of a given set of permission rules.  
Editor’s note: An explanation of what ‘roles’ means is required.
	

	PMF-2
	Authorized principals SHALL be able to perform the following permission management functions:

· Create permission rules

· Query permission rules

· Delete permission rules

· Modify permission rules 

· Suspend permission rules (i.e. temporarily halt rules without deleting or modifying them)

· Resume Permission rules
	

	
	
	


6.1.3 Delegation

	Label
	Description
	Enabler Release

	DEL-1
	Principals SHALL be able to assign other principal(s) to perform some or all permission management operations on their behalf. (Use Case 5.2)
	

	
	
	


6.1.4 Security

	Label
	Description
	Enabler Release

	SEC-1
	The GPM enabler SHALL support:

a) Authentication and authorization of principals wishing to perform permission management functions

b) Integrity and confidentiality of permission management operation messages.

	

	
	
	


6.1.5 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Charging Items

6.1.6 Administration and Configuration

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

6.1.7 Usability

	Label
	Description
	Enabler Release

	USAB 1
	The GPM enabler SHALL allow principals who access new services to easily re-use their existing permission rules for those new services. (Use Case 5.1)

	

	USAB 2
	The GPM enabler SHOULD allow authorized principals to apply default permission rules.  (Use Case 5.1)

Editor’s Note: Requirements on how permission rules are applied (e.g. globally across enablers, according to requesting principal identity etc) and the roles and the responsibilities of each actor will need to be determined.
	

	
	
	


Table 4: High-Level Functional Requirements – Usability Items

6.1.8 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Interoperability Items

6.1.9 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	OSR-1
	The GPM enabler SHALL NOT restrict deployment options
	

	OSR-2
	The GPM enabler SHALL be able to be used by any services applicable to any kind of users or segments
	

	
	
	


Table 7: High-Level System Requirements
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Appendix B. <Additional Information>

B.1 Questions to answer for requirements formulation

The following questions are extracted from contribution OMA-REQ-GPM-2005-002-questions for discussion around the GPM work. It is expected that this list of question will grow and the answers become a set of working assumptions upon which requirement setting may focus.
B.1.1 Interactions and reuse of the work done in OMA enablers:

How will GPM take into account what has been done in OMA LOC and OMA PAG WGs?

Are there other enablers that are closely linked to GPM? Need of GPM by other enablers than LOC and PAG?

How will GPM interact with PEEM?

B.1.2 What will we cover with GPM?

· Definition of the permission settings (rules)

Does GPM cover the storage of the rules or only the access to the rules whether they are collocated or not? In case the rules are not collocated, should the GPM WI define the interaction between the GPM enabler and the various rules databases?

Synchronisation: Rules can be set in different entities (e.g. GPM and other entities), this may lead to synchronisation needs.

How should the rules to access users' information be defined ? In the rules used to access user information, there may be a part dedicated to each of the enablers for which the GPM is checking permission settings (e.g. location enabler) and a common part (common to all enablers requesting GPM). This has to be clearly defined. The rules have to be adapted to the information structure of the different enablers to which it applies.

Who is executing the rules? GPM or the OMA enablers (e.g. location, presence)? We may need to differentiate the evaluation and the execution of the rules.

· Provisioning of the rules

Provisioning of the rules includes dynamic provisioning (the user has to be able to change his permission settings whenever he wants). When are the new rules taken into account? Once they are provisioned? How the user can configure his rules?
Should the GPM WI define how the user that modifies the permission settings is authenticated? This needs to secure the access and the management of the rules.

Will GPM describe and own the attribute values themselves (e.g. presence information about a principal)? No, a priori, this is dealt with by enablers such as location, presence…

We will have to distinguish different roles for the provisioning of the rules: The user whose rules are provisioned, the administrator of the rules…

· Roles of various actors

Many of the above questions will be applicable to some or all principals involved. Should GPM identify actors and define specific roles for each actor and the relationships between actors? There is already the actor who is the subject of the rules i.e. the end-user of services. He could be the ‘target’ of another actor such as an application or service making a request on behalf of another user, or the target of a content provider wanting to push content to him based on his permission rules. 

Should his rights be the same if he is not the subscriber?  Should he automatically be notifed of certain events such as changes to his permission rules or when consent is needed to affect those changes, or should GPM functions be specified according to roles that define the relationship between theses actors?
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