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1 Reason for Change

This contribution contains three changes:

Change 1: Security

Ensure that Authorised Principals only can manage customisation parameters which they have been authorised.

Change 2. Admin and Confing.

To ensure that the notifications send by the Device are as a result of remote customisation operations invoked on the device and not as a result of end-user changes.

Change 3. Overall System Requirements.

Allow the Device to notify events to the Authorised Authority.

2 Impact on Other Specifications

None.
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Review and agree this CR.
5 Detailed Change Proposal

Change 1:  New Security requirement to ensure that Authorized Principals only can manage parameters that they have been authorized to manage.

6.1.2   Security

	Label
	Description
	Enabler Release

	LFC-SEC-001
	LFC enabler MUST support a mechanism that protects customised Look and Feel parameters against unauthorised changes.
	LFC 1.0

	LFC-SEC-002
	Look & Feel Enabler SHALL ensure that only an authorised Principal is able to perform LFC operations on the device.
	LFC 1.0

	LFC-SEC-003
	Only authorised Principal SHALL be able to perform LFC operations 
	LFC 1.0

	LFC-SEC-004
	The LFC enabler SHALL provide a mechanism to protect Look and Feel information.
	LFC 1.0

	LFC-SEC-005
	The LFC enabler SHALL only allow authorized Principals to perform management operations on Look and Feel information.
	LFC 1.0

	LFC-SEC-006
	The LFC enabler SHALL ensure that an Authorized Principal only can manage those customization parameters, which the Principal has been authorized to do so.


	LFC 1.0


Table 2: High-Level Functional Requirements – Security Items
Change 2:  The requirement has been reviewed in order to ensure that the notifications send by the Device are in relation to remote customizations operations requested in the Device.
6.1.4  Administration and Configuration

	Label
	Description
	Enabler Release

	LFC-ADC-001
	LFC enabler MUST support a mechanism that generates notifications as a result of remote  customisation operations requested on the Look and Feel Device.
	LFC 1.0

	
	
	

	
	
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

Change 3:  Add a new requirement about Clients be able to notify events to the authorized Principals.
6.2   Overall System Requirements

	Label
	Description
	Enabler Release

	LFC-OSR-001
	Upon receiving the LFC customization parameters from an authorised Principal the device SHALL be able to accept and incorporate those parameters.
	LFC 1.0

	LFC-OSR-002
	
	LFC 1.0

	LFC-OSR-003
	
	LFC 1.0

	LFC-OSR-004
	The Device SHALL report the outcome of a customisation operation.
	LFC 1.0

	LFC-OSR-005
	
	

	LFC-OSR-006
	The Device SHALL NOT apply customized parameters under error conditions.


	LFC 1.0

	LFC-OSR-007
	The LFC enabler MUST support the management of customisation information using DM 1.2 or later releases.
	LFC 1.0

	LFC-OSR-008
	The LFC enabler MAY use DM 1.2 for the customisation provisioning.
	LFC 1.0

	LFC-OSR-009
	The LFC enabler SHALL NOT restrict the use of other mechanisms  for customisation provisioning
	LFC 1.0

	LFC-OSR-010
	The LFC enabler SHOULD support the rollback of device look and feel to a default state
	LFC 1.0

	LFC-OSR-011
	The LFC enabler SHALL support customization provisioning from a secure removable media.
	LFC 1.0

	LFC-OSR-012
	The Device SHOULD be able to notify events to the correspondent Authorised Principal.
	LFC 1.0


Table 12: High-Level System Requirements
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