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1 Reason for Change

To provide proper AR contents to the AR service user, the MobAR enabler accesses and uses the user related information. However some of them are very privacy-sensitive, e.g. location information, user preference information, etc.. Hence the security for them must be considered in the MobAR enabler. This CR addresses the requirement related with this issue.
Edited online during the Honolulu meeting, merged with #15, added new cosigner.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to changes and update MobAR RD accordingly
6 Detailed Change Proposal

5.5 Security & Privacy
The MobAR Enabler SHALL ensure that the user related information (e.g. location information, user preference information, etc.) is exchanged, used and stored in a secure manner.
The MobAR Enabler SHALL support protection (e.g. by encryption) of :

- feedback data collected from the user.

- user information (identity, profile, preferences, context);

- device identity;

- metrics.

The MobAR Enabler SHALL provide or support means for the user to select relevant information (e.g. profile information, context information) to be available for AR content selection in order to protect his/her privacy
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