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1 Reason for Change

This change request proposes changes to the high-level requirement HLF-004, IDC-001 to IDC-008 and IDC-013 according to the Review comments A073, A165, A167, A169, A170, A171 A172, A173, A174, and A176. 
Explanation:

1) A165, A167
This document addresses the following comments A165, A167, about the wording and the used term “caller identification” in IDC001, IDC002,IDC003, IDC004.

This change request proposes to use the term “Identity of the user” instead, in order to refer to a well defined term on the one hand and not narrow the scope of these requirements to calls.
	A165
	2009.7.27
	T
	6.4

NGSI-IDC-001
	Source: KDDI
Form: OMA-REQ-2009-0173-NGSI_RD_Review_Comments_from_KDDI 

Comment:  “the caller identification” in NGSI-IDC-001 would make readers misunderstand the scope of this requirement (limited to narrower services than its original intension). 

Proposed Change: Replace “the caller identification” with more generic phrase (ex. “the user identification”).
	Status: OPEN

ACCEPT

Proposed change:

“caller identification” ( “Identity of a user”



	A167
	2009.08.03
	T
	6.4

IDC-001, 002, 003, 004
	Source: Alcatel-Lucent

Form: OMA-REQ-NGSI-2009-0093-INP_ALU_RD_comments

Comment:

Is the “caller’s identification” that needs to be hidden, or is it the “caller’s Identity”? Note that we do not have a definition for Identification, but we have definitions for either Identity or Identifier. So the requirements should refer to those terms. For example for 001, assuming the Identity (rather than the Identifier) needs to be hidden – see proposed changed.

Proposed Change:

The NGSI Enabler  SHALL provide interfaces to allow an authorized application to indicate that the caller Identy shall be hidden (e.g. for anonymous calls)
	Status: OPEN

Solved with A165



1) A169, A170
In IDC-005/006, the requirement relates to Identity Federation and has nothing to do with anonymity. IDC-005/006 addresses the necessity of resolving between Identifier known locally to a service and the Identifier established during Federation. Thus, the functionalities required in IDC-005 and IDC-006 are part of the general Federation of Identities. As this interface would be controlled with respective policies as required through to NGSI-SEC-003, NGSI-AUZ-004 and NGSI-PRV-002 the privacy would not be broken. We agree that some clarifications might be required and propose informal notes reflecting the above view.

	A169
	2009.07.28
	T
	6.4 NGSI-IDC-005


	Source: Oracle

Form: OMA-REQ-2009-0177-INP_NGSI_RD_Oracle_Review

Comment: Huh? Not understandable or at least my understanding makes no sense… There is no way that we would allow the requester to get access to the resolved identities that have been anonymized. That would be brain damaged… All what we could accept is that if an identifier is passed the correct identity is used by NGSI

Proposed Change: Remove, correct or rephrase as suggested
	Status: OPEN

<provide response>

Response:



	A170
	2009.07.28
	T
	6.4 NGSI-IDC-006


	Source: Oracle

Form: OMA-REQ-2009-0177-INP_NGSI_RD_Oracle_Review

Comment: Huh? Not understandable or at least my understanding makes no sense… There is no way that we would allow the requester to get access to the resolved identities that have been anonymized. That would be brain damaged… All what we could accept is that if an identifier is passed the correct identity is used by NGSI considering who else is involved

Proposed Change: Remove, correct or rephrase as suggested
	Status: OPEN

<provide response>




2) A171

The requirement IDC-007 is not related to anonymous access, but access via different Identifiers or Pseudonyms. The registration of a new identifier is a first step for a new Federation. We propose an informational note to clarify this.

	A171
	2009.07.28
	T
	6.4 NGSI-IDC-007


	Source: Oracle

Form: OMA-REQ-2009-0177-INP_NGSI_RD_Oracle_Review

Comment: Very questionable… If the identity is known… why anonymize for own usage? Think carefully what is requested here…

Proposed Change: Remove, correct or rephrase as suggested
	Status: OPEN

<provide response>


3) A172
It is clearly stated in the requirement that only the Identifier is revoked (i.e. no longer available to resolve the identity) not the (whole) Identity. Thus revoking the Identifier will stop the Federation via this Identifier. We will propose an extension to the requirement to clarify this.

Regarding the security issues, we would like to refer to A065 and related comments, during previous discussions in the group  it has been clarified that only “authorized” principals or in this case more specific services are allowed to use this interface.
	A172
	2009.07.28
	T
	6.4 NGSI-IDC-008


	Source: Oracle

Form: OMA-REQ-2009-0177-INP_NGSI_RD_Oracle_Review

Comment: Very questionable… It really opens significant security issues… note it is revoking an identity; not an identifier!

Proposed Change: Remove, correct or rephrase as suggested
	Status: OPEN

<provide response>




4) A073, A173
Although the term “federated access” is used widely in the related literature, there is actually no precise definition, we therefore will rephrase the requirement using well-define terms.
	A073
	2009.07.27
	T
	6.2

NGSI-HLF-004
	Source: Oracle

Form: OMA-REQ-2009-0177-INP_NGSI_RD_Oracle_Review

Comment: Recommend defining federated access!

Proposed Change: provide definition or explanation or reference somewhere. 
	Status: OPEN

Solution:

Modify the requirement using existing definitions:

The NGSI Enabler SHALL provide interfaces to provide access to the exposed NGSI functionalities utilizing the Identifier established during the Federation.

	A173
	2009.07.28
	T
	6.4 NGSI-IDC-013


	Source: Oracle

Form: OMA-REQ-2009-0177-INP_NGSI_RD_Oracle_Review

Comment: define federated access!

Proposed Change: Define or explain
	Status: OPEN

<provide response>

AI to NEC
Will be solved according to A073


5) A174

With the above proposed changes the term Federated Access is clarified. There is currently no enabler in OMA which provides this kind of access, thus compatibility statements are not possible. Regarding the compatibility with other solution outside of OMA, this is not part of the requirement phase.

	A174
	2009.07.28
	T
	6.4 NGSI-IDC-013


	Source: Oracle

Form: OMA-REQ-2009-0177-INP_NGSI_RD_Oracle_Review

Comment: It is unclear that this is about providing an interface but rather a compatibility statement

Proposed Change: Remove, correct or rephrase as suggested
	Status: OPEN

<provide response>

Solved with A173


6) A176
It is now an established view within the group that composition of services is done by applications, not by services as well, which was the reason to refer to “other services” in IDC-013. 
The term “federation” is proposed to the current working draft of OMA Dict V2.8 and is actually quite similar to the one quoted. 

We propose a removal of the work “other” in IDC-013 and a rephrasing to provide more clarification.

	A176
	2009.08.03
	T
	IDC-013
	Source: Alcatel-Lucent
Form: OMA-REQ-NGSI-2009-0093-INP_ALU_RD_comments
Comment: 

What are the "other services"? As opposed to which service – there is a relationship issue here that is left to interpretation.

It may be useful to have a definition for Federation. See which one is better applicable: [IMF] a more recent one agreed in ITU-T Rec. Y.2720 IdM Framework: "federation: establishing a relationship between two or more entities or an association comprising any number of service providers and identity providers". 

If a definition(s) from Y.2720 is used, then the Recommendation should be listed among the references.
Proposed Change:
Add an appropriate definition for Federation (e.g. from [IMF] or ITU-T above).
	Status: OPEN
Response:

“Federation” is already defined in the [OMA-DICT].

AI to NEC/ALU:
Regarding “other service”:  discussion between NEC/ALU to revised the wording.


2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors recommend reviewing the proposal, agreeing to the content for updating the RD and closing the related comment. 
· A165, A167 : CLOSED with this CR.
· A169, 170: CLOSED with this CR for modifications on NGSI-IDC-005/ 006 and adding a note with the relationship to SEC, AUZ and PRV requirements.
· A172: CLOSED with the clarified wording.
· A073, A173, A174: CLOSED with the clarified wording.
· A176: CLOSED, with simplified wording to clarify the requirement, and with adding the link to the definition and define that Identity Federation = Federation
6 Detailed Change Proposal

3.2 Definitions
	
	

	Identity Federation
	Same as “Federation” (see [OMA-DICT])


Change 1:  Change to 6.2
6.2 High-Level Functional Requirements
	NGSI-HLF-004
	The NGSI Enabler SHALL provide interfaces to access services utilizing the Identifier established during Federation..
	1.0
	Identity control


Change 2:  Change to 6.4
6.4 Functional Requirements for Identity control
	NGSI-IDC-001
	The NGSI Enabler  SHALL provide interfaces to allow an application to indicate that the Identity of a user shall be hidden (e.g. for anonymous calls)
	1.0
	Identity control

	NGSI-IDC-002
	The NGSI Enabler  SHALL provide interfaces to allow 

an application or network service to indicate that the Identity of a user shall be hidden (e.g. for anonymous calls) upon notification of an event (e.g. call setup request of a subscriber).
	1.0
	Identity control

	NGSI-IDC-003
	The NGSI Enabler SHALL provide interfaces to allow an application to indicate that the Identity of a user shall be hidden behind an assigned Pseudonym.
	1.0
	Identity control

	NGSI-IDC-004
	The NGSI Enabler  SHALL provide interfaces to allow 

an application or network service to indicate that the Identity of a user shall be hidden behind an assigned Pseudonym upon notification of an event (e.g. call setup request of a subscriber).
	1.0
	Identity control

	NGSI-IDC-005
	The NGSI Enabler SHALL provide interfaces to allow resolving a given Identifier established during Federation into one or more Identifiers known at the requesting entity.
Informational Note: With respect to NGSI-SEC-003, NGSI-AUZ-004 and NGSI-PRV-002 this resolution has to be done in such a way that it does not break the privacy of the user.
	1.0
	Identity control

	NGSI-IDC-006
	The NGSI Enabler SHALL provide interfaces to allow resolving a given Identifier used at a requesting entity into the Identifier established during Federation with the other given entity in the network.
Informational Note: With respect to NGSI-SEC-003, NGSI-AUZ-004 and NGSI-PRV-002 this resolution has to be done in such a way that it does not break the privacy of the user.
	1.0
	Identity control

	NGSI-IDC-007
	The NGSI Enabler SHALL provide interfaces to allow registering a new Identifier for a given Identity in order to establish a new Federation.
	1.0
	Identity control

	NGSI-IDC-008
	The NGSI Enabler SHALL provide interfaces to allow revoking an Identifier for a given Identity in order to stop the Federation for this Identifier.
	1.0
	Identity control


	NGSI-IDC-013
	The NGSI Enabler SHALL provide interfaces to allow access to services only with the Identifier established during the Federation.


	1.0
	Identity control
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