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1 Reason for Contribution

The requirement document for the WI SCIDM (Secure Content Identification Mechanisms) needs to be developed. This contribution is to provide a use case about using content identification techniques to verify the copyright information of a content when user uploads the content to a host website, and derive some requirements that must be addressed in the SCIDM reference release package.
2 Summary of Contribution
The use case shows the need of a couple of new actors such as Content Identity (ID) Manager and Content Fingerprint Extractor to provide the secure content identification service in the context of user content uploading. Related issues are discussed and some requirements for the enabler are derived.
3 Detailed Proposal

5. Use Cases
(Informative)

5.1 Copyright Verification in Content Posting
5.1.1  ASK  \* MERGEFORMAT Short Description

In this use case, content hosting site identifies the content a user would like to upload and makes sure it has the right to post the content.
5.1.2 Actors

· Upload User: The one who would like to upload a content to a Content Hosting Site.

· Content Hosting Site: Entity willing to host a content uploaded by an Upload User in compliance with some copyright policy.  
· Content Identity (ID) Manager (CIM): Entity that manages content registration, responds to content identify query and verification request, and issues content ID certificates.
· Content Fingerprint Extractor: Actor that extracts a “fingerprint” from the content that can uniquely identify the content. This role could be assumed by the same entity that has the role of the CIM or Content Hosting Site, or an independent one.
· Content Provider (CP): Entity that provides content for user consumption, usually in exchange for profit. 
5.1.2.1 Actor Specific Issues
· Upload User: may upload a content created by himself/herself or by other entities.

· Content Hosting Site: has access to a Content Fingerprint Extractor to generate the content fingerprint, is capable of querying the CIM for content identification, may be capable of verifying a content ID certificate signed by a CIM, may have an agreement with Content Providers to verify an uploaded content before posting it.  

· Content Identity (ID) Manager (CIM): stores registered content and some of its attributes, such as content fingerprint, title, author name, copyright information, etc. CIM has access to a Content Fingerprint Extractor to generate the content fingerprint.
· Content Fingerprint Extractor: The extracted “fingerprint” from the content should uniquely identify the content.
· Content Provider (CP): may choose to register the content it provides with the CIM, may have an agreement with Content Hosting Sites regarding the verification of the copyright information of all uploaded content before posting them.
5.1.2.2 Actor Specific Benefits
· Upload User: can reduce the risk of getting into legal complication as a result of uploading and posting a copyrighted content.

· Content Hosting Site: can avoid any legal hassles by making sure it is not violating the copyright law by illegally hosting a copyrighted content.  

· Content Identity (ID) Manager (CIM): generates revenue by providing the secure content identification service.

· Content Fingerprint Extractor: generates revenue by providing a valuable service to Content Hosting Site, CIM or other entity.

· Content Provider (CP):  can get better protection of its valuable content and minimize revenue loss.

5.1.3 Pre-conditions
· Upload User: has registered with a Content Hosting Site for the content posting service.  
· Content Hosting Site: has access to a Content Fingerprint Extractor to generate the content fingerprint,  has an agreement with Content Providers to verify an uploaded content before posting it, therefore has a database of the fingerprints of copyrighted content from the CPs, trust CIM.
· Content Identity (ID) Manager (CIM): trust the CPs who register their content, therefore trust the attributes provided by the CPs. The CIM has assigned a content ID, generated a content “fingerprint” using the Content Fingerprint Extractor, records some other attributes such as name and author of the content, and whether or not the content is copyrighted. CIM then issues a content ID certificate which includes the assigned content ID, the content “fingerprint”, and optionally some attributes.
· Content Fingerprint Extractor: is available in the Content Hosting Site and CIM.
· Content Provider (CP):  has registered its content with CIM and trust CIM.

5.1.4 Post-conditions
· Upload User: has his/her content posted on the Content Hosting Site if the copyright is not an issue, otherwise his/her content will be refused.  
· Content Hosting Site: posts the content if the uploaded content is not copyrighted, or a license has been acquired for posting the copyrighted content.
· Content Identity (ID) Manager (CIM): may register a content if the content could not be found in its database.
· Content Fingerprint Extractor: N/A
· Content Provider (CP):  is ensured that the copyright associated with its content is properly observed.
5.1.5 Normal Flow

1) An Upload User requests to upload a content to a Content Hosting Site. 
2) Before allowing the posting of the content, the Content Hosting Site generates the content fingerprint using the Content Fingerprint Extractor, and verifies the content ID certificate if available. 
3) If verification fails or no certificate is available, the Content Hosting Site queries the CIM by sending the generated content “fingerprint” to identify the content in the CIM’s database. If the content is found in the database, the CIM returns the content ID; otherwise, the CIM can choose to register the content in its database, assign a content ID, and issue a content ID certificate. 
4) The Content Hosting Site uses the content ID to check if the content is in a database of copyrighted content. If yes, it may choose to acquire a license from the Content Provider to post the content, or refuse to post the content; if not copyrighted, then the hosting site may choose to post the content. 
5.1.6 Alternative Flow 1
1) An Upload User requests to upload a content to a Content Hosting Site. 
2) Before allowing the posting of the content, the Content Hosting Site generates the content fingerprint using the Content Fingerprint Extractor, and verifies the content ID certificate if available. 
3) If verification fails or no certificate is available, the Content Hosting Site queries the CIM by sending the generated content “fingerprint” to identify the content in the CIM’s database. If the content is found in the database, the CIM returns the content ID (together with the copyright information); otherwise, the CIM can choose to register the content in its database, assign a content ID, and issue a content ID certificate. 
4) The Content Hosting Site checks the copyright information. If it is copyrighted, it may choose to acquire a license from the Content Provider to post the content, or refuse to post the content; if not copyrighted, then the hosting site may choose to post the content. 
5.1.7 Alternative Flow 2

1) An Upload User requests to upload a content to a Content Hosting Site. 
2) Before allowing the posting of the content, the Content Hosting Site generates the content fingerprint using the Content Fingerprint Extractor, and verifies the content ID certificate if available. 
3) If verification is successful,  the content ID, potentially with copyright information, is extracted.
4) The Content Hosting Site checks the copyright information directly or indirectly through the content ID from a database of copyrighted content. If it is copyrighted, it may choose to acquire a license from the Content Provider to post the content, or refuse to post the content; if not copyrighted, then the hosting site may choose to post the content. 
5.1.8 Operational and Quality of Experience Requirements
· The service must follow the agreed Security and Privacy global requirements.

· Scalability of CIM shall be considered.

· The delay experienced by the Upload User during the content posting shall remain acceptable. 

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	SCIDM-FUNC-001
	The SCIDM enabler SHALL be capability of securely identifying both premier content and user generated content through a content “fingerprint”.
	SCIDM 1.0

	SCIDM-FUNC-002
	CIM SHALL assign a unique content ID to a content upon registration, and help the Devices to identify a content or verify its identity.
	SCIDM 1.0

	SCIDM-FUNC-003
	CIM MAY issue a content ID certificate and associate it with a content
	SCIDM 1.0

	SCIDM-FUNC-004
	Existing ID systems (e.g., ISAN) SHALL be integrated for contents that already have an ID in some well-known ID systems.
	SCIDM 1.0

	SCIDM-FUNC-005
	Devices SHOULD trust CIM and SHALL have its public key.
	SCIDM 1.0

	SCIDM-FUNC-006
	It SHALL be possible for devices to determine if a content ID certificate is associate with a content.
	SCIDM 1.0

	SCIDM-FUNC-007
	CIMs and Devices SHALL be capable of extracting the “fingerprint” from a content.
	SCIDM 1.0

	SCIDM-FUNC-008
	Devices MAY directly verify the identity of the received content without querying CIM 
	SCIDM 1.0

	SCIDM-FUNC-009
	Devices MAY query the CIM to identify a content and its attributes.
	SCIDM 1.0

	SCIDM-FUNC-010
	CIM MAY choose to register an unknown content provided by the Devices.
	SCIDM 1.0

	
	
	

	
	
	


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.1.1.1 Authentication

	Label
	Description
	Enabler Release

	SCIDM-AUTH-001
	There SHALL be mutual authentication between a CIM and a trusted device.
	SCIDM 1.0

	SCIDM-AUTH-002
	All Devices SHALL authenticate the CIM.
	SCIDM 1.0

	
	 
	

	
	
	


Table 3: High-Level Functional Requirements – Authentication Items
6.1.1.2  Authorization

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.1.1.3  Data Integrity

	Label
	Description
	Enabler Release

	SCIDM-INTE-001
	Messages exchanged between a CIM and a Device SHALL be authenticated.
	SCIDM 1.0

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items

6.1.1.4  Confidentiality

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items

6.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 9: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	SCIDM-PRIV-001
	Privacy for content consumers/providers SHALL be considered.
	SCIDM 1.0

	
	
	

	
	
	


Table 11: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	 
	

	
	
	

	
	
	


Table 12: High-Level System Requirements

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to discuss the contribution and agree with the detailed proposal to be included in the RD.
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