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1 Reason for Change

To address SCIDM RDRR review comments A042-A063  
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed changes to the SCIDM RD document.
6 Detailed Change Proposal

Change 1:  make the following changes to Appendix B. 
B.1 Content Registration

B.1.1
  ASK  \* MERGEFORMAT Short Description
In order for the content to be identifiable by the SCIDM enabler, it should be first registered to the CIM. Different entities including traditional content provider, CIM’s administrator, ordinary user, etc, may provide content for registration. Upon the registration, the CIM should try its best to assure the trustworthiness of the registered metadata associated with the content. Different applications may require different levels of trustworthiness of the metadata. 

For example, for the copyright protection application, the copyright ownership is the most important metadata. If the content is owned by traditional content provider, formal proof of ownership should be presented. Then the CIM can verify the proof by manual manner or save the proof as metadata for users of SCIDM enabler to judge by themselves. If the content is owned by ordinary user, it is somewhat difficult to assure the trustworthiness of the claimed ownership. User generated content (UGC) registration will be discussed in B.7.

For content filtering and other applications, some automatic or manual methods may be used for content registration. For example, upon the registration of a SMS text or image for filtering, key word or character matching can be done to verify if the content submitted for registration really needs to be filtered. For most cases, maybe only manual approaches for metadata verification are feasible / available during registration. These manual approaches are out of scope of SCIDM.

As a general flow, the registration will proceed as follows. Some party provides some content items to CIM for registration. CIM first authenticates the party and then verifies the metadata by available and acceptable means. Then CIM allocates content ID, and extracts the Content Fingerprint. Optionally, CIM can create the Content ID Certificate containing the content ID and the necessary metadata for the proposed application. For users of SCIDM enabler to judge the trustworthiness of the metadata by themselves, CIM records information about the party who registers the content, metadata verification methods, etc. Finally, CIM notifies the registration party the registration result.
B.1.2. Market Benefits

Content registered to CIM can be managed in a trustworthy way for various applications.
B.2 Leveraging Multiple Identification Mechanisms 
B.2.1  ASK  \* MERGEFORMAT Short Description

There are several means to identify content, e.g., by content ID value, by content metadata, by Digital Watermark, by 
Content Fingerprint, etc. Some of these methods are not necessarily secure and can be circumvented with different levels of difficulty, while Content Fingerprint-based approach is most difficult to compromise and is most secure. Yet considering the actual service environment, the methods not so secure may be acceptable in some applications and scenarios. For example, to identify the copyright-infringement content in the content-sharing websites, or to identify the content for advertisement association, if finding the matching content in CIM by the content ID value，metadata or the extracted watermark from the content to be identified is successful, the result is to some extent creditable and may be accepted. If finding the matching content by these “non-secure” means is not successful, then the Content Fingerprint-based method can be tried. If it also fails, it can then be concluded that the content has not been registered with the CIM.

Another situation in actual service environment is that some content ID value and metadata can be changed purposely by someone, so that identification by these means will fail. For these contents, if the Content Fingerprint-based approach can identify the content successfully, then the modified ID, metadata and this identification record (referred to as the identification history) can be used later in the identification of the same content. So Content Fingerprint may not always need to be used when identifying the same content.

Here is an example flow. When the Content Management Entity needs to verify a piece of content, it selects the appropriate identification means based on its performance requirement and security requirement, and then requests the CIM to identify the content using the selected means. If successful, the CIM returns the result to the Content Management Entity and the Content Management Entity can perform its managements on the content. If it fails and Content Fingerprint has not been used,  the Content Management Entity can choose to request the CIM to identify the content based on the Content Fingerprint.  

B.2.2 Market Benefits

Content Management Entity residing in website, service gateway or user device, and CIM can identify content with higher performance (less resource and time), therefore reducing the investment for content identification.

B.3 Copyright Verification in Posting

B.3.1  ASK  \* MERGEFORMAT Short Description
Posting of user generated content has become increasingly popular. In this use case, content hosting site identifies the content a user would like to upload and makes sure it has the right to post the content.

A User requests to upload a content to a Content Hosting Site. Before allowing the posting of the content, the Content Hosting Site generates the Content Fingerprint using the Content Fingerprint Extractor, and verifies the Content ID Certificate if available. If verification is successful, then the ID and potentially the copyright information included in the content ID certification can be used by the Content Hosting Site as discussed below. If verification fails or no certificate is available, the Content Hosting Site queries the CIM by sending the generated Content Fingerprint to identify the content in the CIM’s database. If the content is found in the database, the CIM returns the content ID; otherwise, the CIM can choose to register the content in its database, assign a content ID, and issue a Content ID Certificate. The Content Hosting Site uses the content ID to check if the content is in a database of copyrighted content. If yes, it may choose to acquire a license from the Content Provider to post the content, or refuse to post the content; if not copyrighted, then the hosting site may choose to post the content. 
In the above process, if the content is found in the database and the copyright information is available in CIM, then the CIM may return the content ID together with the copyright information for the use of the Content Hosting Site.
B.3.2 Market Benefits

User can reduce the risk of getting into legal complication as a result of uploading and posting a copyrighted content. Content Hosting Site can avoid any legal hassles by making sure it is not violating the copyright law by illegally hosting a copyrighted content. CIM generates revenue by providing the secure content identification service. Content Fingerprint Extractor generates revenue by providing a valuable service to Content Hosting Site, CIM or other entities. Content Provider (CP) can get better protection of its valuable content and minimize revenue loss. 
B.4 Content Identification for Filtering

B.4.1  ASK  \* MERGEFORMAT Short Description
Contents that may infringe the fair use of the Internet and mobile services are frequently observed, e.g., SMS/MMS spam, and pornographic. To correctly identify these contents and then filter or block them according to some rules is very important. Those contents that need to be filtered should first be registered with the CIM, and Content Fingerprints are extracted and recorded together with some other attributes. The entity to register the content with the CIM can be user application, service provider, operator, etc. When the entity that is responsible for content monitoring and filtering receives a content, it will contact the CIM for content identification and may retrieve attributes from CIM to help the filtering process. The entity for content monitoring and filtering can be, for example, service gateway, server, or user device.

A flow is described here for illustration purpose. A User who is a child requests to download a piece of content from a website. After the content is downloaded into the user’s device, the Content Management Entity in the device checks if the content needs to be controlled according to the rules set by the child’s parents. So it generates the Content Fingerprint, and verifies the Content ID Certificate if it is available. If verification fails or no certificate is available, the Content Management Entity queries the CIM by sending the generated Content Fingerprint or the content itself to identify the content in the CIM’s database. If the content is found in the database, the CIM returns the content ID. The Content Management Entity uses the content ID to check the category of the content in a  content category database. If it exists, it may retrieve the category information and judge if it should block the content.
B.4.2 Market Benefits

User receives fine content and is shielded to a large extent from infringement content, and has the option to complain about the infringement content when receiving it for later filtering. Content Management Entity can correctly identify the infringement content and filter it, so as to satisfy the requirements from user, operator, service provider, etc. 

CIM generates revenue by providing the secure content identification service.  
B.5 Content Verification for Anti- Virus and Malicious Plug-in
B.5.1  ASK  \* MERGEFORMAT Short Description
Nowadays many virus and malicious plug-in’s are wrapped in some types of content, e.g. software, and intrude into user’s device when the software is downloaded and installed. The anti-virus software has limited effect since it is easy to have many new variations of the virus. Downloaded software thus needs to be verified before it is installed. 

Alice downloads a software from a software portal. After the download is completed, some Content Management Entity that may reside in Alice’s device or the gateway automatically calculates the fingerprint of the software and sends the fingerprint and other necessary information, e.g. software name, version, ID, to the Content Identity Manager (CIM). CIM checks if the software is registered in the database and if the associated metadata is consistent with the registered one and returns the result to Alice’s device.  If the result is not a match, the software is not allowed to be installed or executed, and some prompt is presented to Alice.

In the above example, the Content Management Entity can also query the CIM by sending the name, ID, and version of the software. After the content is found in the database, the CIM returns the fingerprint in the database to the Content Management Entity. Content Management Entity checks if the returned fingerprint matches the one it generated, and takes appropriate actions according to the checking result. 
B.5.2 Market Benefits

User gets clean content, and is shielded from virus and malicious plug-in’s. Content Management Entity can correctly verify if the downloaded content is clean, and avoid the user device being infected by virus and malicious plug-in’s. It generates revenue by providing a valuable service to user, software vendor, etc.  CIM generates revenue by providing the secure content identification service
B.6 Copyright Control in P2P Networks
B.6.1  ASK  \* MERGEFORMAT Short Description
P2P service has become very popular in the Internet and mobile environment. Unfortunately a lot of copyright infringement contents are transmitted and shared in P2P networks. To correctly identify the copyrighted content being transmitted is a desire for copyright owners. 
A use case is described here. Contents are being transmitted in the P2P environment; some are copyright infringement and others not. There is one Content Management Entity residing in the gateway where the P2P flow will have to pass through. The Content Management Entity will make a copy of every piece of content passing through it and verify, with the help of the SCIDM enabler, if the content is copyrighted.  The Content Management Entity may choose to only records some pieces/parts of the content. It should send sufficient number of pieces to CIM for the identification of the content and copyright control. According to the results and the control rules, the Content Management Entity takes some actions, e.g. record the transmission time and parties involved in the transmission, or block the P2P flow.
B.6.2 Market Benefits

Content Management Entity can correctly identify the infringement content in the P2P networks and filter it, so as to satisfy the requirements from user, operator, service provider, etc.. CIM generates revenue by providing the secure content identification service. Content Provider:  can get better protection of its valuable content and minimize revenue loss.

B.7 Registration of User Generated Content
B.7.1  ASK  \* MERGEFORMAT Short Description
In content registration by traditional content provider, the content owner needs to provide a certificate of the content which is issued by an authority to show the copyright ownership. But it is generally difficult and complicated for an individual user to obtain the copyright certificate for contents created by the user such as personal photo, video, etc. So, for an individual user who would like to get protection of the potential benefit of his/her works, namely User Generated Content (UGC), the traditional registration method is not suitable. 

In some service environment, the service may be familiar with his users, such as those who have been using the service for a long time. So the service can provide some assurance of the user’s ownership to his content. For example, a user has used an original picture sharing website for a long time, and gets to be well-known and trusted by the site. Then the website may be willing to act as a proxy for its users to register their content to the CIM in exchange for service charge or revenue sharing with the user. 

If the user wishes to register his content to CIM using the service as his proxy, he may first have some agreement with the service. Then when the user wants to register his content, he needs to obtain some credential information created by the service to assert the user’s ownership to the content. After generating successfully the credential information for the UGC, the credential material could be fed back to the user, so that the user could register his/her UGC-content together with the credential to the CIM. Alternatively, upon request by the user, the proxy agent of the website could deliver directly the UGC-content and the ensuring information to the CIM for registration. If the CIM trusts the service, it verifies the credential information and gets some assurance of the ownership information. Whether successful or not, the CIM would respond with the result of registration to the user (directly or indirectly).

B.7.2 Market Benefits

The user and website could get revenue from the registered user generated content, because of the potential value of the UGC. The UGC creation will be much more flourish and the quality of UGC will be improved.

For the CIM, its identification service can be used more widely and generate more revenue.
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