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1 Reason for Change

This use case describes a situation where a User believes messages have been incorrectly withheld by Mobile Network Operator as Spam. The User requests the withheld messages and, if they are provided, the User may request the message sender to be either unblocked” or “recovered
.  The SpamRep enabler will only provide the ability to request these actions (ie, Recover Blocked Messages, and Unblock Sender) to the SpamRep Server.
Change 3 in R01 has been renumbered to Change 1 since the section appears before the others.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Incorporate these changes into the SpamRep RD.
6 Detailed Change Proposal

Change 1:  Add the following definitions to Section 3.2 :
	Network Spam Box
	The box has contained the blocked messages which were prohibited from sending to the user device. The messages are expired after the certain time to save the server storage. For the unexpired messages only, the user is able to request the current blocked message list in the Spam Box.

	Local Spam Box
	The box has contained the messages delivered to the user device even if there is history of spam reporting for the message sender and/or the message before. The messages contain the spam flag to notify this message have the possibility of spam. This box may contain the messages filtered by local spam policy (e.g. spam word).


Change 2:  The following Use Case is proposed for the SpamRep RD:
B.2 Recovery of Spam message
B.2.1  ASK  \* MERGEFORMAT Short Description

A User finds she is unable to receive messages from a suspect that the message sender is on the black list of the Mobile Network Operator. The User wishes to browse her blocked messages to determine if some expected messages are blocked or further if any message senders are being erroneously blocked. Using the terminal, she sends a SpamRep message containing a request for obtaining the blocked messages in her Network Spam Box. The User peruses the blocked messages and sees that a certain message was erroneously blocked by the Mobile Network Operator as Spam. Using the terminal, she sends the SpamRep message to the SpamRep Server with indicating a request to unblock the identified erroneously blocked messages. From then on she is able to receive messages from her friend.
In case that some messages from a certain message sender with indication of possible spam were received by the terminal and those messages were saved in the Local Spam Box, the user may want to send a SpamRep request message to unblock the message sender or recover the messages.
B.2.1.1  ASK  \* MERGEFORMAT Actors

· User.  The User possesses a mobile device that can browse blocked message list, and send the recover message for the blocked message
· Mobile Network Operator (MNO).  The MNO provides the blocked message list and the network entity to which the User requests the blocked message list in the Network Spam Box and the network entity to which the User sends the report for the erroneously blocked message.
B.2.1.2 Pre-Conditions

· The User could not get the expected message from the family or friend who is blocked user.
· The User’s device is provisioned with a SpamRep Client and the User is familiar with the use of the client.
· The MNO is able to store the blocked message list in the Network Spam Box.
· The MNO has a network entity (i.e. Spam Rep server) that can receive Spam reports and act on them.
B.2.1.3 Post-Conditions

· The User gets the expected messages from the family or friend who was blocked before but not now.
· The MNO has managed the black list and/or blocked messages based on the recovery report
· .
B.2.1.4 Normal Flow

1) A User finds she is unable to receive messages from a suspect that the message sender is on the black list of the Mobile Network Operator. Using the terminal, she sends a SpamRep message containing a request for obtaining the blocked messages in her Network Spam Box to the SpamRep Server.
2) The SpamRep Server makes the list of the unexpired message in her Network Spam Box and sends it to the User’s terminal. 
3) The User peruses the blocked messages and sees that a certain message from her friend was erroneously blocked by the Network Operator as Spam. (Note: This step is out of scope of the SpamRep enabler but is included to illustrate a notional usage scenario.)
4) She sends the SpamRep report to the SpamRep Server indicating “Unblock Sender” in device.
5) The SpamRep Server gets the report for the erroneously blocked message sender from the User and unblock the identified messages from the Network Spam Box. 
6) Based on the received report from the User, the SpamRep Server can consider removing the message sender from the black list or anti-spam rule. Also, the SpamRep Server can adjust the report from the User whether it is requested by the spammer himself. (Note: This step is out of scope of the SpamRep enabler but is included to illustrate a notional usage scenario.)
7) The User is able to get the expected message from her friend.
B.2.2 Market benefits

By supporting the Network Spam Box, the MNO would not send messages to the User’s terminal, which are firmly suspected to be spam messages and stored in the Network Spam Box. By supporting the Local Spam Box, the message is still delivered to the device allowing the User to review the spam filtered message locally, where spam filtered messages are stored not in the inbox but in the separated box. This will increase User benefit by allowing the User to check whether the blocked messages are erroneously classified by the MNO or not. Further by supporting the unblocking mis-categorized message from the Network Spam Box and/or Local Spam Box, the MNO will benefit from opening the channel for User’s complaining and giving chance for the User to review blocked messages.
Change 3:  Add the following High Level Functional Requirements to Section 6.2:
	Label
	Description
	Release
	Functional module

	SPAMREP-HLF-xxx
	The SpamRep enabler SHALL support a request from the SpamRep Client to the SpamRep Server that a list of any messages quarantined (e.g. as spam) in the network be transmitted to the mobile device.
	SPAMREP 1.0
	

	SPAMREP-HLF-xxx
	The SpamRep enabler SHALL allow a User to send a request to the SpamRep Server to unblock the message sender to recover messages from the Network Spam Box or Local Spam Box .
	SPAMREP 1.0
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