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1 Reason for Change

This CR adds several security related requirements for inclusion in Section 6.2.1 High-Level Functional Requirements.
Changes from previous version: requirement SpamRep-SEC-xx1 and  SpamRep-INTE-xx1 were dropped from this CR and will be revised and submitted in a separate CR.
2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To discuss and agree with the proposed changes.

6 Detailed Change Proposal

Change 1:  add the following security related requirements to Section 6.2.1
6.2.1.1 Authentication
<intro text for Authentication requirements here>
	Label
	Description
	Release
	Functional module

	SpamRep-AUTH-001
	The SpamRep enabler SHALL allow all SpamRep Clients to authenticate the SpamRep Server.
	SpamRep 1.0
	

	
	 
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Table 3: High-Level Functional Requirements – Authentication Items 
6.2.1.2 Authorization
<intro text for Authentication requirements here>
	Label
	Description
	Release
	Functional module

	
	
	
	

	SPAMREP-AUR-001
	The SpamRep enabler SHALL support authorization of Reporters.
	SPAMREP1.0
	

	
	
	
	


Table 4: High-Level Functional Requirements – Authorization Items 

6.2.1.3 Data Integrity
<intro text for Data Integrity requirements here>

	Label
	Description
	Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items 

6.2.1.4 Confidentiality
<intro text for Confidentiality requirements here>
	Label
	Description
	Release
	Functional module

	SpamRep -CONF-001 
	The SpamRep enabler SHALL support the SpamRep Server to perform a confidentiality protected communication with  SpamRep Client when deemed necessary (e.g., to keep report message private). 
	SpamRep 1.0
	

	SpamRep -CONF-002
	The SpamRep enabler SHOULD support  SpamRep Clients to perform a confidentiality protected communication with the SpamRep Server when deemed necessary (e.g., to keep report message private).

Informative note: SHOULD is used instead of SHALL as some clients may not be able to support it. 
	SpamRep 1.0
	

	
	
	
	

	
	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items
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