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1 Reason for Change

This CR proposes a set of functional modules for the SpamRep RD and a mapping of the requirements to these modules.
2 Impact on Backward Compatibility

Not applicable.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree these changes and add them to the SpamRep RD.
6 Detailed Change Proposal

Change 1:  Section 6.1 – Add the following text describing the various SpamRep functional modules:
The Spam Reporting requirements can be grouped into the following major functional modules:

1) General Enabler Requirements: These are requirements that specify basic high-level functions of the overall enabler
2) Report Characteristics: These are requirements that specify what the individual Spam Reports must contain and what it must do
3) Client Functions:  These include client-side requirements as well as usability
4) Privacy :  Requirements that explicitly deal with protecting information about the various SpamRep actors, such as User, Sender, and Reporter
5) Policy Requirements:  All requirements that support enforcement of Service Provider Policy
6) Security:  Requirements dealing with authentication, authorization, data integrity, etc.
7) Charging:  Requirements that enable implementation of Service Provider charging policies
Change 2:  Assign the following Functional Module mapping to the requirements in Section 6.2 – High Level Functional Requirements
	Label
	Description
	Release
	Functional module

	SPAMREP-HLF-001
	The SpamRep enabler SHALL support the creation of Spam Reports
	SPAMREP 1.0
	General

	SPAMREP-HLF-002
	The SpamRep enabler SHALL support the transfer of Spam Reports between the SpamRep Client and SpamRep Server
	SPAMREP 1.0
	General

	SPAMREP-HLF-003
	The SpamRep enabler SHALL support SpamRep Clients reporting spam to the SpamRep Server By-Reference in addition to By-Value. 
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-004
	The SpamRep enabler SHALL support a means of identifying a Spam Report as a Spam Report.
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-005
	The SpamRep enabler SHALL support a means of uniquely identifying each Spam Report.  
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-006
	The SpamRep enabler SHALL support a means of reporting the date and time of a Spam Report’s submission.
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-007
	The SpamRep enabler SHALL support the inclusion of data that uniquely and consistently (i.e., with an identity that persists across multiple reports by the same Reporter) identifies the Reporter.
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-008
	The SpamRep enabler SHALL support the inclusion of content from the original message deemed abusive by the Reporter.
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-009
	The SpamRep enabler SHOULD support the inclusion of data describing the delivery path of the abusive message.

Informational Note:  Spam often has spoofed sender identity; inclusion of information which supports identification of the source of spam is helpful, but this is highly dependent on the messaging environment.  This requirement is optional because this information may or may not be available or practical to include in all circumstances and over all bearers.  
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-010
	The SpamRep enabler SHALL support the inclusion of data that identifies the actual or purported originating address of the abusive message.
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-011
	The SpamRep enabler SHALL support inspection of a Spam Report..
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-012
	The SpamRep enabler SHOULD support abstraction of data from the Spam Report for ex post facto analysis and use, e.g., correlation of Spam Reports, law enforcement.

Informational Note:  Systems receiving Spam Reports may wish to abstract data for a number of reasons, such as identifying patterns of abuse.  This requirement is optional largely due to its subjective nature, and the impracticality of anticipating all ways in which SpamRep data may be abstracted in operational environments.   
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-013
	The SpamRep enabler SHALL support forwarding of Spam Reports in a manner that allows the forwardee to identify both the Reporter and the Forwarder. 
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-014
	The SpamRep enabler SHALL support a means of reporting the date and time, if available, of the original message that resulted in the Spam Report.  

Informational Note:  Information such as date and time may or may not be available in various messaging service and operator environments.  The intent is to allow for inclusion of any information which may be helpful in identifying abuse, while not requiring inclusion of information which may not be available in certain contexts.   


	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-0015
	The SpamRep enabler SHALL support the reporting of SMS Spam.
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-0016
	The SpamRep enabler SHALL support the reporting of MMS Spam. 
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-0017
	The SpamRep enabler SHALL support the reporting of email Spam.
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-0018
	The SpamRep message format SHOULD support extension to provide reporting of Spam for messaging services beyond those required in the SPAMREP 1.0 release.
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-019
	The SpamRep enabler SHALL support a request from the SpamRep Client to the SpamRep Server that a list of any messages quarantined (e.g., as spam) in the network be transmitted to the mobile device
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-020
	The SpamRep enabler SHALL allow a User to send a request to the SpamRep Server to unblock the message sender to recover messages from the Network Spam Box or Local Spam Box
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-021
	The SpamRep enabler SHALL support the inclusion of a report type indicating the type of abuse
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-022
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Spam
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-023
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Phishing
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-024
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Malware (e.g., Virus/Spyware).  
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-025
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Not Spam
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-026
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Miscategorized
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-027
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Block Sender
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-028
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Unauthorized message – violation of a security policy
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-029
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Unblock Sender
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-030
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Sender Authentication Failure
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-031
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Opt Out
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-032
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Unspecified.
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-033
	The SpamRep enabler SHALL support the following report type indicating the type of abuse:  Other
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-034
	The SpamRep enabler SHALL support  SpamRep clients which provide only an arbitrary subset of the report types defined by the SpamRep enabler.  

Explanatory Note:  Several types of spam reports may be inappropriate in a given messaging environment, such as "Block Sender" if it is not supported by the messaging system.  Additionally, MNO policies may dictate the exclusion of certain report types, such as "Unspecified," if an MNO chooses to require a reporter to specify the type of abuse.   
	SPAMREP 1.0
	General

	SPAMREP-HLF-035
	The SpamRep enabler SHALL support extension of report types indicating the type of abuse beyond any initially-defined types
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-036
	The SpamRep Client SHOULD support  inclusion of  only partial content of the message (e.g., selected parts in a MIME formatted message) deemed spam by the Reporter in the Spam Report. 
Informational Note:  it is understood that not all clients will have this capability.
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-037
	The SpamRep message format SHALL support  inclusion of  only partial content of the message (e.g., selected parts in a MIME formatted message) deemed spam by the Reporter. 
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-038
	The SpamRep Enabler SHALL support obtaining the Reporter's permission to share Spam Reports with third parties which reside outside of SpamRep Server's network.
	SPAMREP 1.0
	Privacy

	SPAMREP-HLF-039
	The SpamRep Client SHALL support Reporter control of whether to  protect or share the Reporter's personal information in the Spam Report when it is shared with third parties by the SpamRep Server.
	SPAMREP 1.0
	Privacy

	SPAMREP-HLF-040
	The SpamRep Client SHALL support informing the Reporter of the list of third parties with which the SpamRep Server is allowed to share the Spam Report.
	SPAMREP 1.0
	Privacy

	SPAMREP-HLF-041
	The SpamRep Server SHALL support the obscuration or deletion of personal information to protect the Reporter's privacy depending on the Reporter's selection in the Spam Report when it is shared with other parties.
	SPAMREP 1.0
	Privacy

	SPAMREP-HLF-042
	The SpamRep enabler SHALL be able to report spam messages according to the spam report policy specified by the Service Provider.
	SPAMREP 1.0
	Policy

	SPAMREP-HLF-043
	The SpamRep enabler SHALL support spam report policies defining various report settings (e.g. by value, by reference, partial content, full content, etc.) per abuse type (e.g. spam, phishing, malware, etc.) and per content or message type (e.g. SMS, MMS, email, etc.).
	SPAMREP 1.0
	Policy

	SPAMREP-HLF-044
	.   The SpamRep enabler SHALL support reporting spam By-Fingerprint 
	SPAMREP 1.0
	Report Characteristics

	SPAMREP-HLF-045
	. The SpamRep enabler SHALL support operator-defined spam report policies governing whether or not to report spam By-Fingerprint
	SPAMREP 1.0
	Policy

	SPAMREP-HLF-046
	The SpamRep enabler SHALL support spam report policies defining SpamRep Client and Server behaviour regarding Reporter control of personal information in and sharing of Spam Reports with third parties (e.g. Reporter's permission, control of Reporter's personal information, and allowed third parties).
	SPAMREP 1.0
	Policy


Table 1: High-Level Functional Requirements

Change 3:  Assign the following Functional Module mapping to the requirements in Section 6.2.1 – Security
	Label
	Description
	Release
	Functional module

	SPAMREP-SEC-001
	The SpamRep enabler SHALL, where practical, support capture of information to authenticate the Reporter.  

Informational Note:  An underlying authentication mechanism, such as that provided by SMS, may provide reporter authentication.  Authentication may not be practical in all circumstances and over all bearers.
	SPAMREP 1.0
	Security

	SPAMREP-SEC-002
	The SpamRep enabler SHOULD, where practical, support capture of information to identify the original sender of the abusive message.

Informational Note:  Sender identity is often spoofed in spam.  This requirement is intended to facilitate the inclusion of information that may help provide the actual (as opposed to purported) sender identity.  This information may not be available or practical to include in all circumstances and over all bearers.
	SPAMREP 1.0
	Security


Change 4:  Assign the following Functional Module mapping to the requirements in Section 6.2.1.1 – Authentication

	Label
	Description
	Release
	Functional module

	SpamRep-AUTH-001
	The SpamRep enabler SHALL allow all SpamRep Clients to authenticate the SpamRep Server.
	SpamRep 1.0
	Security


Change 5:  Assign the following Functional Module mapping to the requirements in Section 6.2.1.2 – Authorization

	Label
	Description
	Release
	Functional module

	SPAMREP-AUR-001
	The SpamRep enabler SHALL support authorization of Reporters.
	SPAMREP1.0
	Security


Change 6:  Assign the following Functional Module mapping to the requirements in Section 6.2.1.3 – Data Integrity

	Label
	Description
	Release
	Functional module

	SpamRep-INTE-001
	The SpamRep Server SHALL support the functionality to perform spam report message integrity protection


	SpamRep 1.0
	Security

	SpamRep-INTE-002
	The SpamRep Client SHOULD support  the functionality to perform spam report message integrity protection
Informational Note: SHOULD is used instead of SHALL as some clients may not be able to support it.


	SpamRep 1.0
	Security


Change 7:  Assign the following Functional Module mapping to the requirements in Section 6.2.1.4 - Confidentiality

	Label
	Description
	Release
	Functional module

	SpamRep -CONF-001
	The SpamRep Server SHALL support the functionality to perform a confidentiality protected communication with  SpamRep Client when deemed necessary (e.g., to keep report message private).
	SpamRep 1.0
	Security

	SpamRep -CONF-002
	The SpamRep Client SHOULD support  the functionality to perform a confidentiality protected communication with the SpamRep Server when deemed necessary (e.g., to keep report message private).
Informative note: SHOULD is used instead of SHALL as some clients may not be able to support it.
	SpamRep 1.0
	Security


Change 8:  Assign the following Functional Module mapping to the requirements in Section 6.2.2 – Charging

	Label
	Description
	Release
	Functional module

	SPAMREP-CHG-001
	The SpamRep enabler SHALL support classification of a Spam Report as a non-chargeable event.
	SPAMREP 1.0
	Charging

	SPAMREP-CHG-002
	The SpamRep enabler SHALL provide enough information in the Spam Report to allow for the correlation of Spam Reports with the original Spam message.

Informational Note:

This can be used a basis for crediting back charges incurred by receiving or sending Spam messages.
	SPAMREP 1.0
	Charging

	SPAMREP-CHG-003
	The SpamRep enabler SHALL be compatible with operator policies that may restrain or condition the transmission of Spam Reports depending on the charging characteristics of the available transport networks.  

Informational note:  This is intended to allow for flexible MNO reporting policies, such as suppression of or user notification of possible charges for Spam Reports while roaming.  For example, transmission of an IP-based report of SMS spam may be prohibited while roaming.  
	
	Charging


Change 9:  Assign the following Functional Module mapping to the requirements in Section 6.2.1.4 – Usability

	Label
	Description
	Release
	Functional module

	SPAMREP-USE-001
	The SpamRep enabler SHALL support User activation of the SpamRep functionality 
	SPAMREP 1.0
	Client Functions

	SPAMREP-USE-002
	The SpamRep enabler SHALL provide the capability to notify the User that a Spam Report was successfully transmitted 
	SPAMREP 1.0
	Client Functions

	SPAMREP-USE-003
	The SpamRep enabler SHALL support the Reporter to inquire about the status of spam reports.
	SPAMREP 1.0
	Client Functions

	SPAMREP-USE-004
	The SpamRep enabler SHALL support   notifying the reporter the status of spam report.
	SPAMREP 1.0
	 Client Functions

	SPAMREP-USE-005
	The SpamRep enabler SHALL support operator-defined spam report policies governing whether or not to support inquiry about the status of spam reports by the reporter.
	SPAMREP 1.0
	Policy

	SPAMREP-USE-006
	The SpamRep enabler SHOULD support automatic activation of the SpamRep functionality, based on Service Provider policy

Informative Note: it is not a mandatory requirement for the client
	SPAMREP 1.0
	Policy


Change 10:  Assign the following Functional Module mapping to the requirements in Section 6.2.6 – Privacy
	Label
	Description
	Release
	Functional module

	SpamRep-PRV-001
	The SPAMREP enabler  SHALL be capable to provide necessary mechanisms to keep the reporting activities  private upon users’ request
	SpamRep 1.0
	Privacy

	SPAMREP-PRV-002
	To protect privacy, the SpamRep enabler SHALL support full and partial suppression of the body of the Spam message which might be contained within a Spam Report. 
	SPAMREP 1.0
	Privacy
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