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1 Overview

In response to the ITU-R request for information on Content Protection Technologies from Mr. Brian Aldous, Chairman of ITU-R, ITU-R Working Party 6M (Interactive Multimedia), submitted to OMA by email from Mr. Mark Jeffrey, the WP6M appointed Rapporteur, information is provided on OMA DRM Specifications. 

2 Proposal

OMA is very pleased to reply to the ITU-R request for Content Protection Technologies, and would like to inform ITU-R that OMA has a Work Item on Content Protection, and that in the context of this Work Item the following developments may be of interest to ITU-R:

1) The OMA DRM 1.0 Specification. OMA DRM 1.0 is a relatively simple but basic DRM System for Mobile applications with “forward lock” as main feature. The OMA DRM 1.0 Specification has the formal status of  “Approved”, which means that the Specification is completed and that successful interoperability testing took place. OMA DRM 1.0 is already widely deployed in the Mobile market.

2) The OMA DRM 2.0 Specification. OMA DRM 2.0, a compatible extension of OMA DRM 1.0, is a system with a rich set of DRM features suitable for but not limited to mobile applications. It is therefore expected that OMA DRM 2.0 will not only find wide deployment in the mobile domain, but also in other areas, such as the CE and the PC domains, possibly with some extensions. OMA DRM 2.0 has the formal status “Candidate”, which means that OMA DRM 2.0 is technically frozen, but that interoperability testing is still to be completed. The “Approved” status for OMA DRM 2.0 is expected in the course of 2005. 

3) Broadcast extensions of OMA DRM 2.0. This is ongoing work to support delivery of protected content across a variety of broadcast channels, such as defined by 3GPP, 3GPP-2 and DVB. This work is expected to reach “Candidate” status in the first half of 2006.

The ongoing work on broadcast extensions for OMA DRM 2.0 may be of high relevance to ITU-R, but is currently too premature to report about. Therefore only information on OMA DRM 2.0 is provided at this time, but OMA will be pleased to provide information on broadcast extensions for OMA DRM 2.0 once that effort is finalized. 

OMA would like to inform ITU-R that the OMA DRM 1.0 and 2.0 Specifications are publicly available documents that can be retrieved as follows:

OMA DRM 1.0 at http://www.openmobilealliance.org/release_program/drm_v10.html and

OMA DRM 2.0 at http://www.openmobilealliance.org/release_program/drm_v10.html.

Both Specifications are Enabler Packages that contain various documents; for example, the OMA DRM 2.0 package contains:

a) The Enabler Release Definition (ERELD) for DRM Version 2.0

b) The DRM Architecture Version 2.0
c) The OMA Requirements Document for DRM Version 2.0
d) The DRM Rights Expression Language (REL) Version 2.0
e) The DRM Specification Version 2.0
f) The DRM Content Format (DCF) Version 2.0
In addition to the above link, OMA is pleased to provide ITU-R with the following two documents that summarize the features and capabilities of the OM DRM 2.0 Specification:

1) OMA Secure Content Delivery for the Mobile World; this is a presentation from Mr Willms Buhse of CoreMedia, the vice-chair of the BAC-DLDRM group that is responsible for the OMA DRM Specification. This presentation provides a good high level description of the OMA DRMv2 specification and is attached to this message.

2) Performance Considerations for an Embedded Implementation of OMA DRM 2; this is a paper from Mr. Daniel Thull and Mr. Roberto Sannino, both at STMicroelectronis, prepared for presentation at the DATE 2005 conference. This paper, kindly provided by Mr Daniel Thull, one of the leading experts in the BAC-DLDRM group, has not been written for the sole purpose of presenting OMA DRM 2 but rather to analyze the impact of cryptographic calculations on a hypothetical implementation of an OMA DRM Agent. The paper does however contain some introductory paragraphs that give the reader a good impression of the OMA DRMv2 Specification. The paper is attached to this message.

3 Requested Action(s)

The above and attached information is provided to ITU-R Working Party 6M (Interactive Multimedia) for the use in creating and maintaining a report describing the various technologies available (or in development) for the protection of multimedia content.
4 Conclusion

OMA thanks ITU-R for their interest in the OMA DRM Specifications and wishes ITU-R a very successful effort in the completion of their report on Content Protection Technologies. OMA looks forward to continue working with ITU-R on further maintaining this report when the OMA DRM Specification further evolves.
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