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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

· The aim of this work item is to specify a categorization-based content screening framework that could be used both in mobile environment and Web based environments, this is, the proposed framework should be flexible enough to be used in any kind of network (wireless or fixed) without any limitation. The need of this kind of content screening comes from the fact that users sometimes require to be protected from contents they do not want to receive or be allowed to access. The following are two clear examples of this kind of usage:

· Adult content (sex, violence, etc.): Minors access to this kind of contents should be controlled and restricted. 

· Leisure content: Companies may want to control the content their employees can access and deny the access to non-work related content.

It is important to note that the type of content restricted (or to be restricted) is dependent on the preferences of the user since, for example, in certain religious communities certain types of content may be deemed blasphemous whereas other communities may regard it as harmless. So, mechanisms to specify and modify this kind of preferences should be available for the user, for example, access through a website, client assistance call center, etc.

Currently, OMA is developing a certain number of enablers providing the means to deliver content to users. However OMA provides no means to screen content delivered that could be inappropriate. OMA recognized this problem and initiated a Content Screening BoF (currently closed and herein referred as CSBOF) to investigate content screening related issues within OMA. One of the results of the investigation was the need for a categorization-based content screening framework allowing clients (within the user's terminal) and Network to identify and categorize contents to be delivered and decide if they were appropriate attending to the receiving user's preferences, constraints, etc. 

· As listed in the CSBOF technical report to the TP the technical scope of this work should include among others:

· The further development of the overall concepts and terminology concerning rating-based content screening addressed within the CSBOF report and should include:

· The development of an overall OMA Rating-based Content Screening Framework;

· The relationship between Rating-based Client side and Network based Screening, and their appropriate usage;

· The relationship of OMA Rating-based Content Screening functionality with existing and future OMA enablers;

· The relationship of OMA with existing and planned industry wide developments, including the internet on rating-based content screening;

· The further development of Terms and Definitions required to describe Rating-based Content Screening; 

· The identification of Content Classification and Rating mechanisms upon which OMA specifications should be based (note – it is not anticipated that the OMA will need to specify Content Classification and Rating mechanisms);

· Content Labelling and the mechanisms to associate/convey Classification and Rating information with specific content;
· The use of the User Profile as a means for determining the suitability of content for specific users, based upon a comparison with the Content Label. Liaisons with bodies working with security and privacy aspects of accessing user profiles, e.g. Liberty Alliance, shall be considered.
· This OMA work will need to include the investigation of related work in other standardization and industry bodies, in order to avoid unnecessary duplication and/or conflict. The need for formal liaison with those bodies is anticipated. 

· So this work item proposes the initiation of the specification work on the OMA categorization-based content screening framework. Our view is that OMA actions should be oriented to:

· Describe a generic content categorization scene

· This scene will allow different categorization and/or labeling methods to be used by Content Providers and Service Providers. Non-categorized content can also be provided by Content Providers.

· This scene will allow those different categorization and/or labeling methods to interoperate at Service Provider and Content Provider levels. Non-categorized content can also be used in an interoperable manner by Service Providers. 

· If there is no categorization information provided with the content, it should be possible to use external/internal categorization mechanisms in order to retrieve this information for the specific content. It could be possible to give recommendations on this issue about the recommended methods (URL filtering, syntactic analysis, semantic analysis, etc.) and the proper use of each one. The standardization of use of this kind of mechanisms is out of the scope of OMA.

· Describe a generic mechanism to include user and business information

· It will be possible to include the user information (user profile and user preferences) and the business model information (service offering information) as inputs to the content screening framework.

· This input will be introduced in the model in a homogeneous way, for example, a standard interface using a standard set of parameters, a common structure, etc. The definition of the format, characteristics, etc. of this input will be part of the OMA work and it should be related with other OMA activities like PEEM.

· Define a standard way of representing categorization information

· It will be possible to handle all the information related to a content in a standard way. This information will include:

· Categorization information: The information provided by the Content Provider or retrieved by any external mechanism. 

· User information: Including profile and preferences. This user information is in fact given and handled by the entity implementing the PEEM enabler.

· Business model information: This is information regarding service offering options, level of privacy, quality of service, etc. This business information is in fact given and handled by the entity implementing the PEEM enabler.

· This information representation mechanism should be flexible enough to cover from descriptive categorization mechanisms to enumerated categorization mechanisms. Liaisons with different entities and/or bodies may be necessary (ICRA, W3C, PICS, OWL, etc.).
· The proposed mechanism should be suitable to categorize different media types (text, image, audio, video, etc.). It should also be extensible, this is, it could include the proper extension fields in order to be future-proof and conform the requirements generated by different business models. 

· This information along with the content itself could be used by service enabling blocks (billing, DRM, transcoding, etc.) to properly perform their function.

· This information will be used by the logic and the intelligence within the service to decide whether it is necessary to screen the content or not. This decision could be dependant on the applicability of several rules and policies whose standardization is out of the scope of OMA. 

Summarizing the whole WI scope, an OMA categorization-based content screening framework is needed in order to meet the needs for an effective access control to non-desired content attending to user's preferences, user's constraints or business policies. This framework should define or propose the mechanisms, architectural models and techniques to be used to properly offer the expected functionality.
Deliverable(s):

The first duty within this WI should be to generate the proper use cases needed to define the functionalities expected for this enabler. These use cases and the subsequent requirements should be compiled within a Requirements document defining the categorization-based content screening framework and used mechanisms requirements to provide a standard method for retrieving, representing and treating the content information regarding its categorization. This document should include the definition of the possible interactions between this enabler and works from another fora or bodies (ICRA; W3C, etc.). If the working group finds it useful and appropriate, it could also include the description of the relationship between this kind of categorization information and user and business model information that is retrieved and handled by PEEM entities. 

Architecture document defining the categorization-based content screening framework could be achieved in a subsequent WI covering other issues related with content screening that may have been discovered in the previous studies, this is, a new WI with a wider scope could be necessary to cover this issue.
Finally, the detailed specification of the Categorization-based Content Screening framework defining in a detailed way the full scene and the mechanisms to be used or to be integrated to perform this kind of categorization would be achieved if it is found necessary after the completion of the identification of the requirements and the conceptual description of the needed architecture. Interactions with other OMA enablers will also be described within these specifications.

Existing Specifications or Documents Affected:

Currently, the following is not intended to be an exhaustive list. Deeper analysis may be required.

OMA-BAC-MAE-V1_0_0
OMA-Browsing-V2_2
OMA-Instant-Messaging-V1_0
OMA-MMS-V1_2

OMA-DLOTA-V1_0 and OMA-DLOTA-V2_0 (the idea is to include categorization information for the media objects to be downloaded)

OMA-REQ-EPEM: Not stable version of these enabler yet.

OMA-Charging-V1_0
Linked Work Items:

WI-102 "Client-side Content Screening Framework".

Linked Affected OMA Groups and External Fora

BAC subgroups

MWG-IM (Messaging – Instant Messaging Working Group)

MWG-MMSG (Messaging – Multimedia Messaging Working Group)

MAAWG (Messaging Anti-Abuse Working Group)

ICRA (Internet Content Rating Association)

Related W3C groups

Liberty Alliance
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Smart Card Impacts:

Investigate any impact on smart cards. Maybe user's preferences or profile constraints could be stored in the SIM.

Terminal Impacts:

Terminal may need to be modified to support new functionalities defined by the OMA categorization-based content screening framework specification.
Servers Impacts:

Servers and network entities may need to be modified to support new functionalities defined by the OMA categorization-based content screening framework specification.
Access Impacts:

None
Architecture Impacts:

The Categorization-based Content Screening Framework should leverage the existing OMA architecture.
Charging/Billing Impacts:

Investigate any impact on charging. 

Security Impacts:

The internal details of the unified content scanning functionality, such as scanning and updating technologies, within the client-side content screening framework shall be trusted by definition.

Privacy Impacts:

Investigate any impact on privacy: Content analysis can lead to some kind of user's privacy violation. The use of user profiles has other privacy issues related; Liberty Alliance has extensive work on publishing/sharing user information following privacy.

IOT Impacts:

Test specifications for the OMA categorization-based content screening framework will need to be developed.
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