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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):
The primary objective of Device Management Working Group is to specify protocols and mechanism for managing distributed, mobile wireless devices, to optimize a subscriber’s experience and reduce network operating costs. To accelerate the achievement of the objectives of the group, this work item will introduce Software Component Management Object (SCOMO) functionality. 

The overall goal of the OMA DM Software Component Management Object is, in conjunction with the OMA Device Management Enabler v1.2, to enable Management Authorities (e.g. Operators, Device Manufacturers and 3rd party service providers) to deliver, install, update and remove software components in asecure environment. Whereas the idea of Firmware Update is to manage the firmware of the device, the Software Component Management Object is meant to manage any other type of software asset than firmware. This WID also considers the study of security enhancements to ensure that correct authorization is granted prior to the software installation or removal. Examples of software components are executables, libraries, UI-elements, etc.

Based on this, it is proposed that the work item must address at least the following areas:

1) Inventory Reporting: Support the query of Software Components.

2) Software Component Delivery and Install: Enable device management servers to facilitate secure delivery and subsequent installation of software components.

3) Update / Upgrade Software Components: Enable device management servers to update/upgrade software as components that may be either complete or part of the whole application.
4) Uninstall and Removal of Software Components: Enable device management servers to remotely uninstall and remove software components from the device.

5) Possibility for secure Software Component deactivation and activation: Enables device management systems to minimise the interference of external events while performing Software Component management. In addition enables Software Component isolation.

6) Consideration of enhancements to current OMA DM 1.2 security mechanism, to allow Management Authorities to approve the installation, upgrade or removal of software components in the Client Terminal.
Deliverable(s):
· Software Component Management Object RD

· Software Component Management Object AD
· New Technical specifications for Software Component Management Object, addressing new DM Software Component Management Object requirements and use cases.
· Interoperability test requirements and specifications

Existing Specifications or Documents Affected:
N/A

Linked Work Items:
OMA-WID_0001-Device Management
Linked Affected OMA Groups and External Fora
OMA DM

OMA REQ

OMA SEC

OMA ARCH

OMA IOP
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Service Impacts:
The work defined in this work item will provide enhanced Device Management functions and services to the Device Management 1.2 Enabler Release. Terminals implementing the Software Component Management Object will expose software components for use of authenticated and authorized management servers supporting the functionality. 

Architecture Impacts:
The work defined in this work item is not likely to impact the architecture diagram assumed by the Device Management 1.2 Enabler Release. Any enhancements will be included in the Software Component Management Object AD that is included as a deliverable.

Charging/Billing Impacts:
The work defined in this work item should not have impacts to Charging.  Although billing issues are out of scope for this work item, it is necessary to ensure that this enabler provides the correct level of information that allows – posterior and out scope - the implementation of a billing logic, e.g. definition of the necessary result codes.

Security Impacts:
 It is recommended that OMA SEC WG is consulted for the security requirements and threat analysis related to this WID as remote software management can introduce significant security implications for the terminals and the network operators.
The WID specification must ensure that a correct level of security is defined.  New security mechanisms may be developed or adopted in order to satisfy the security scope of the WID.
Privacy Impacts:
None expected. 

IOT Impacts:
IOT testing will be necessary as will drafting of the appropriate test documents to progress specifications to approved status.
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	Updated based on the comments received during socialization

	31-10-2005
	Editorial enhancements based on the socialization comments














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WID-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WID-20050101-I]

