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We would like to share with you two recent ITU-T SG13 outcomes of the Q.15/13 meeting.

First, Mr. Richard Brackney (rcbrackney@earthlink.net) has been appointed the ITU-T SG13 Q15
(Q13/15) liaison to ISO/IEC JTC 1/SC 27 for matters concerning our IdM study activities.

Second, ITU-T Study Group 13 (Next Generation Networks) Question 15/13 (Q.15/13) is studying
some of the technical elements of the service commonly referred to as IdM, focusing on IdM
security aspects of the NGN. This liaison describes these elements and indicates the Q.15/13 plans
to relate them more closely to IdM and to work already underway in other venues. We understand
that you are also active in this field and would appreciate sharing relevant work between us, as well
as your comment on our project.

BACKGROUND

The NGN is a converged open network that provides wireline and wireless access to a broad array
of services for fixed and mobile users. Access to the NGN network and services will require
authentication/authorization by the user, the terminal, and the network. Nomadicity of NGN users
adds further complexity to the service providers’ authentication/authorization process. In a
worldwide mobile environment based on multiple service providers, this
authentication/authorization process requires a technically sophisticated and flexible mechanism,
commonly referred to as IdM, to maintain a trust relationship between users, devices and service
providers.

An IdM capability offers the possibility of providing mobile users with a single
authentication/authorization mechanism applicable to any access point in the NGN. Achievement
of this complex capability is the reason for studying technical aspects of IdM as it relates to the
NGN.
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SCOPE OF WORK

Q.15/13 on “Next Generation Network Security” recognizes the need to study and harmonize
approaches to IdM. In particular, Q.15/13 is primarily interested in the security aspects of IdM. To
this end, Q.15/13 intends to study the existing NGN security aspects of IdM and address further
security mechanisms required to support IdM.

Q15/13 will:
e Refine the following Q.15/13 working definition

“IdM (“Identity Management™). A working definition of IdM is “management by NGN
providers of trusted attributes of an entity such as: a subscriber, a device or a provider”.
This is not intended to indicate positive validation of a person.

e Determine IdM security requirements
e Define a framework and architecture(s) for [dM
e Identify IdM secuirty mechanisms that need to be addressed

e  Assess security threats and vulnerabilities associated with the [dM.

OUTPUT

Q.15/13 intends to develop ITU-T Recommendations addressing [dM Security Requirements, a
security architecture, technical procedures, and eventually a best practices document.
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