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1 Reason for Contribution

The purpose of this contribution is to provide comments from the OMA DRM group on the OMTP document “Requirements for OMA DRM V2 Enabled Terminals” V1.3 (16 May 2007).

2 Summary of Contribution

This contribution is a list of comments from the OMA DRM group against the above referenced document.

3 Detailed Proposal

	Req ID. / paragraph
	Requirement / Paragraph
	Comment

	Section 2.1.5.1
	Where a User has protected content which he wishes to share with friends, he may forward this via Bluetooth®, IrDA®, messaging or other means, if associated permissions allow forwarding. The recipient will receive the protected content, unless he is missing the rights to render it. When attempting to unlock the content, a browser session will be initiated (after User approval) and the User will be directed to the Rights Issuer Portal from which he can obtain the rights. As soon as these have been delivered successfully, content can be rendered as long as valid rights are in place
	In OMA DRM there are no “permissions” which enable forwarding. By default all OMA DRM 2.0 Content may be forwarded, unless it is delivered to the device in OMA DRM 1.0 “DRM Message”. If the Content is delivered in a “DRM Message”, then the Device will not forward the Content.

	Section 2.2.1
	CONTENT STORAGE AND BACK UP

The User shall be able to store and back-up Protected Content – either downloaded or received from another party – on the Terminal or on external memory in the same way as with unprotected content and in line with associated permissions.
	OMA DRM places no restriction on the backup of Content but does place restrictions on the backup of stateful Rights Objects, e.g. a User must not be allowed to buy 10 play counts of a song, back up the original Rights Object, use up the 10 play counts and then restore the original Rights Object and getting 10 more play counts.

	Section 2.3.1
	PROVISIONING OF RIGHTS OBJECT IN THE SIM/USIM CARD

The User can subscribe to a network operator service allowing her to store the Rights Objects for Protected Content within her DRM-enabled

SIM/USIM Card. When acquiring a new mobile Terminal, the User wants to have her existing Rights Objects transferred to the new Terminal along with her account details. After plugging her DRM enabled SIM/USIM into the new Terminal (and in any other Terminal), she is immediately able to consume the protected content for which she acquired the Rights Objects already.
	OMA DRM is does not define the term “DRM-enabled SIM/USIM Card”. We recommend OMTP to use the following terms: “SRM-enabled SIM/USIM Card” and “SRM-enabled Terminal”.

To be clear, if the Terminal does not support SRM then it will not be possible for the Terminal to use any Rights Objects stored on the SRM-enabled SIM/USIM Card.

	DRM-0040.3
	Element: Individual as defined in OMA-DRMREL-V2.0 for binding Rights Objects to the

UICC.
	We recommend that further clarification be provided. In particular, whether or not Terminals should support IMSI and/or WIM binding.

In addition, does this requirement exclude CDMA Devices?

	DRM-0060.1
	OMA Download v1.0 (using CD as specified in OMA DRM v2, section G3.2. [1])
	OMA DRM V2.0 section 11.3.1.3 should also be referenced as this section provides the semantic description of this download method.



	DRM-0150
	When the Terminal initiates a ROAP exchange in order to unlock a DCF (by using silent URL,RI URL from DCF or RI URL from RO):

   • If there is no “nextURL” element in the DD delivering the ROAP Trigger and there are no other ongoing downloads, the Terminal SHALL automatically close the browser application (if launched) after this ROAP exchange has been completed.

   • If there is a “nextURL” element in this DD, then the Terminal SHALL navigate to this nextURL.

Whilst unlocking the DCF, the Terminal SHALL present the User with appropriate information. For a recommended prompt, see section 3.1.12, requirement DRM-0730.
	The term “unlock a DCF” is not defined yet in the document nor it is used in OMA DRM. It becomes clear later what unlocking a DCF means (i.e. obtaining rights); perhaps it would be appropriate to add a definition describing this term.

	DRM-0170
	The Terminal SHALL be able to handle DCFs in parallel to support at least the following cases :

• The User plays a protected audio file in the background whilst viewing a protected image in the foreground

• The player renders a protected audio file whilst already decrypting the next file in the playlist.
	This requirement could make it easier for an attacker to get to the unprotected content. A better requirement might be: “The player SHALL be able to decrypt the Content fast enough to render it.”


OR

“The player SHALL be able to render a playlist of protected audio files with no noticeable delay between the playback of successive files.”

	DRM-0190.2
	For media objects with corresponding <interval> constraints, if these are to be installed for automated use (e.g. as a ring tone or screensaver) the start of the interval period SHALL be established at the first usage of the Rights Object, i.e. at the first rendering (either user-initiated or automated), not at reception of the DCF nor at installation for automated use.

For media objects with corresponding <interval> constraints, if these are to be installed for automated use and rights have expired or not started, the handset SHALL NOT to try get rights and SHALL automatically replace this media with the default content.
	The English in the second paragraph is not clear. We could not understand what is meant.

	DRM-200.1
	If there are no remaining rights, the Terminal SHALL provide a notification to the User at an attempt to render the DCF and with the option to navigate to the Rights Issuer URL (except if this URL is on the RI Whitelist).
	This requirement conflicts with OMA DRM V2.0. As per section 5.1.8, user consent Is always required before navigating to the Rights Issuer URL. The RI Whitelist does NOT avoid this user consent. It is very negative user experience if a user selects to play a song, and suddenly the browser is launched. There should always be user consent before this operation.

	DRM-0210.1
	When a Rendering Software executes a playlist, and this playlist includes a DCF for which there exists no valid Rights Object but where this DCF contains a Silent URL, the Terminal SHALL skip this DCF and in parallel trigger the Silent URL in the background with no further User interaction.

The Terminal MAY check the next track's silent

URL ahead of time to acquire Right Objects before rendering said track commences.

If the request to the Silent URL fails, the

Terminal SHALL NOT notify the User. See also requirements DRM-0430 and DRM-0440.
	The Preview URL is not mentioned. We recommend that the use of all URLs be specified.

	DRM-0270
	In case of an invalid DCF (e.g. corrupt file, wrong syntax), the Terminal SHALL provide a user notification, informing the User and providing the option to delete the DCF. The default SHOULD be to not delete the content.

For a recommended prompt, see section 3.1.12, requirement DRM-0710.
	Invalid DCF examples should include invalid DCF Hash. Note that if the DCF Hash is invalid, none of the URLs can be trusted.

We recommend that a suggested resolution would be that the Terminal should offer to download a new content from the DCF ContentURL. See DRM DCF V2.0 section 5.2.2.3.

	DRM-0280
	When the User tries to render the content, but rights have expired or are missing or not contained in the DCF File, and the SilentURL and Rights Issuer URL contained in the DCF are missing or invalid, the Terminal SHALL prompt the User with an appropriate error message, recommending to delete the file.

For a recommended prompt, see section 3.1.12, requirement DRM-0720.
	It is not clear how a Terminal can tell whether a URL is invalid. In the case of Preview URL and SilentURL these can be invalidated through a HTTP404 response code, or a RightsObjectExpired ROAP status code. There are no methods to determine that a RightsIssuerURL is “invalid”.

As stated above, the Preview URL should also be mentioned.

	DRM-0300
	The Rights Object (unless it is a parent Rights

Object or where the Rights Object contains a

Stateful constraint) SHALL automatically be inserted in the DCF when the DCF is stored on removable memory.
	This requirement may be difficult to achieve on certain Terminals supporting USB Mass Storage. During mass storage operation most Terminals do not have control over Content on the file system, and therefore may not be able to insert the Rights Object into the DCF when the user moves the DCF to the removable media. A better requirement might be: “The Rights Object (unless …) SHALL automatically be inserted in the DCF when the DCF or Rights Object is received (whichever occurs later).” 

	DRM-0380.1
	When a User cancels rendering during download, the Terminal SHALL continue the downloading of the DCF in the background.
	Just to be clear, if a User cancels the rendering during download, "one usage right” consumed per DRM-360.1.

	DRM-0450
	The Terminal SHALL support metering as defined in OMA DRM v2.1 [2]
	Metering is a new mandatory feature of OMA DRM V2.1, over OMA DRM V2.0. V2.1 has new features, some mandatory and others optional. Therefore, we recommend that all references to OMA DRM V2.0 should be changed to OMA DRM V2.1.

	DRM-0580
	In order to join a Domain, the Terminal SHALL have a valid RI Context established with the RI administering the Domain. For the Terminal to become a member of the Domain and install Domain Rights Objects, it MUST then establish a Domain Context. A Domain Context includes the Domain Key(s), Domain Identifier(s), and a Domain Expiry Time.
	It is not clear why this requirement is needed as it appears to duplicate existing requirements in OMA DRM.

	DRM-0630.1
	In case where several Rights Objects have been inserted in a DCF, then the last inserted (i.e. the latest RO received) in the DCF SHALL become the first one in the list of Rights Objects to be used.
	This appears to conflict with OMA DRM. It is not clear whether this requirement supplements/replaces the Rights Object order of evaluation algorithm specified in the OMA DRM REL specification, section 5.9.

	DRM-630.2
	If the Terminal discovers that all inserted Rights

Objects fail, the Terminal SHALL use the RI URL of the first Rights Object in the list to connect to that RI5.
	This appears to conflict with OMA DRM. The roPayload:riURL should only be used to join the domain as specified in DRM-0640. If the Terminal is in the domain and the RO is invalid the RO should be deleted, and the default methods of content activation (e.g. silent, preview, rights issuer URLs) should be used.
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