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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The concept of a common OMA device API framework, through which OMA enablers can be exposed to applications executing in various execution environments, has been a discussion thread in OMA for at least a couple of years. For the Web, the discussion started with Client Side Enabler API (CSEA) work item in 2009. CSEA was followed up by the WRAPI work item in 2011, which has established an initial pattern for OMA API exposure to web applications, per the requirements of the OMA Push enabler. The need for a commonly agreed, and more broadly applicable pattern has been discussed during development of APIs for the Mobile Codes 2.0 enabler and the Open Connection Management 1.1 API enabler. Interest in extending the WRAPI local API server concept has also been expressed for the RCS-enabling enablers of COM, and the Device Management enablers, among others. Other recent discussion of aspects related to this subject include:

· OMA-TP-2013-0162-INP_Web_Access_to_Enablers_via_Device_Local_API_Server 

· OMA-TP-2013-0166R01-INP_Healthcare_Web_API__via_Device_Local_Server
· OMA-TP-2013-0197-INP_A_common_approach_to_localhost_APIs
Several aspects are driving the motivation to initiate a specific work item for the Device API Framework concept in OMA:

· The existing body of work and expanding work program need alignment, or at least to be captured as key inputs to the development of a common framework

· Common aspects of the framework approach need technical and deployment focused consideration

· Increase in OTT services and evolution of device platform strategies (e.g. Google’s SPDY proxy) that risk further relegating access / mobile networks to a bitpipe role, with little or no policy or service enablement ability
· In general, the continued need to ensure that OMA enabler based services are not siloed (unless chosen to be so  by specific deployments), but are API-enabled at all important access points, including the end-user device
A key focus of this work would be the development of a web-accessible framework for API exposure, although the work should also include definition of generic patterns for APIs that can be exposed to native apps. It’s recognized that there is little chance of aligning native device platform APIs, and that distinct native API bindings will be needed for different platforms (though perhaps not defined by OMA). However there is likely value in at least establishing API exposure patterns that are in general globally applicable, with the dialog leading to such patterns being useful for identifying where the major pattern-support gaps are across native platforms.
Work Areas:

The following work areas are envisioned for this work item. All are considered equally important:
1) Architecture and specifications for an API framework based upon a localhost API server exposing HTTP-based APIs to apps running in web browsers and as native apps (including but not limited to hybrid native/web apps).
2) Supporting assets for the localhost API server framework, e.g. JavaScript libraries enabling abstractions of common API functions (e.g. discovery, access, and session management)

3) A registry of well-known API resources for OMA enablers, to be maintained as part of the OMNA.
4) Specification of API exposure patterns that are in general globally applicable to native device platforms.

Issues this Work Item is Aimed to Solve

OMA needs to aggressively expand its API specifications, to ensure that at any usable access point, OMA enablers are open to integration with applications. Lack of open API support at any potential exposure point (especially those were other standards and OTT solutions are supported by APIs) contributes to the risk of isolating OMA enabler-based services from developers and ultimately from users.
Market Benefits:
The stakeholders that have supported OMA and deployments of its enablers in the last 10 or so years have substantial investments that need to be leveraged, even as fundamental shifts occur in the standards for internet services (e.g. HTTP 2.0) and deployments (e.g. the rise of secure 3rd-party proxies). The market for OMA enabler-based services can only be preserved by embracing trends such as these where necessary, and mitigating their effects through ensuring that OMA’s service enablers lead the industry in openness.
Expected Market Penetration:

The potential market penetration is at least as large as the currently-served base of users for OMA services, who access those services using devices that are compatible with this framework concept. Varied acceptance of this approach in specific deployments can be expected, e.g. due to variations in the API strategy of specific service providers.
Complexity:
Some of the constraints imposed by various device platforms may pose feasibility issues, and it may be the case that some device platforms will never be open to a local web-based API exposure deployment. Even for those that do, substantially complex issues such as security and privacy need to be carefully considered. These issues are generally perceived to be less significant in closed/silo enablers, but the very intent of API exposure of enablers is to create a more open service environment. This comes with the inherent responsibility to address the limitations of openness, and the likelihood that any new API “surface” will be a new attack vector for malware.
Time to Market:
At least in open platforms, products implementing a web-based API framework can be brought to market very quickly. Mobile devices are often shipped with pre-loaded apps, and these can be extended to expose OMA APIs through the device API framework specifications. The capability can also be added to existing devices in many cases, through a simple download.
Uniqueness:
Apart from open-source projects, there are no large-scale implementations of this concept. This is likely due in part to the preference of device platform vendors for exposure of platform capabilities through native APIs (keeping developers thus engaged in their proprietary ecosystems), and the general reluctance of the web standards community for pushing the boundaries of device API openness for web apps, especially browser-based web apps.

Existing Specifications or Documents Affected:

The work item may result in device API framework requirements and exposure patterns that need to be considered in updated / future versions of:
· WRAPI 1.0

· Mobile Codes 2.0

· OpenCMAPI 1.1

Linked Work Items:

None
Linked Affected OMA Groups and External Fora

CD, ARC
2 Planned Deliverables

Enabler Release Package:      FORMCHECKBOX 


(Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. )
Reference Release Package:  FORMCHECKBOX 

	Please Indicate how requirements will be documented
	Select one

	Baseline (pre-existing) Requirements
	

	None
	

	Requirements are documented in an existing OMA RD or combined Release document (ER or RR)
	X

	Reference to external requirements (note a CA/CF must be in place allowing for this)
	

	New Requirements
	

	None
	

	Create New OMA RD or combined Release (ER or RR)
	X

	Update an existing OMA RD or combined Release document (ER or RR)
	

	Other (please describe) _____________________________________________________________
	

	Please Indicate how new requirements will be reviewed

(Note: If there are new requirements then these need to be reviewed)
	Select one

	RD Review at the end of the requirements phase
	

	Closure review at the end of the Requirements phase
	

	Requirements reviewed as part of the ER/RR at the end of the development phase
	X

	No requirements review (please justify)
	

	

	Please Indicate how Architecture will be documented
	Select one

	New Architecture Document (AD) (or new version of existing AD)
	

	Architecture will be documented in combined Release document (ER or RR)
	X

	No Architecture documentation
	

	Other (please describe) _____________________________________________________________
	

	Indicate how Architecture will be reviewed

(Note: If there are Architecture components then these need to be reviewed)
	Select one

	AD  Review at the end of the Architecture phase
	

	Closure Review at the end of the Architecture phase
	

	Architecture reviewed as part of the ER/RR at the end of the development phase
	X

	No Architecture review (please justify)
	

	

	Development Phase  (please indicate which type of deliverable(s) will be produced)
	Tick all that may apply

	Technical Specifications


	

	Combined Release document (ER or RR)
	X

	Data Description Specifications (e.g. Schema, MO, DDS, etc)
	X

	White Paper
	X

	Other (please describe) _____________________________________________________________
	

	None
	

	Please Indicate how the release will be reviewed
	Select one

	Consistency review at the end of the development phase
	X

	Closure review when the Release is complete
	

	None (please justify) ________________________________________________________________
	


3 Impacts

	Service Requirements
	Arch
	Charging
	Security
	Privacy
	IOT

	Smart Card
	Terminals
	Servers
	Access
	
	
	
	
	

	
	X
	
	
	X
	
	X
	X
	X


Service Impacts:

The API framework is intended for local exposure in mobile devices.
Architecture Impacts:

The role of the device API framework concept in the OMA architecture should be considered, so that as far as possible  device-local API exposure is synergistic with network-based API exposure.
Charging/Billing Impacts:

None
Security Impacts:

Security implications of device-local API exposure need consideration.
Privacy Impacts:

Privacy implications of device-local API exposure need consideration.
IOT Impacts:

The general patterns of device-local API exposure should be validated through IOT.
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