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1 Reason for Contribution

In order to guarantee consistency with previously done work at OMA DIG, this input document summarizes eventually relevant Use Cases and Requirements for CDM.

2 Summary of Contribution

The input document is a clipping of the DIG WP of  “Mobile Consumer Networking Applications” (20060208).

3 Detailed Proposal

See below, starting page 2 of this document.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Noted by CDM.

Detailed Proposal

NOT NORMATIVE!

For discussion only!

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Consumer Network
	A network that consists of various networked devices in a user’s home.

	Consumer Networked Device
	Any consumer device that is connected on a consumer network. These devices may include entertainment devices, computing devices as well as special purpose appliances.

	Consumer Network Gateway
	A computing unit that works as network router, and connects a consumer network to a service provider network.

	Mobile Device
	A user held device capable of using network services over a wireless or wired network interface.

	Network Service Provider
	A network operator that provides network services to a mobile device.

	Service Provider
	A business entity that is in the business of providing network services to subscribers.

	Service Provider Network
	The network infrastructure owned and operated by a service provider.


3.3
Abbreviations
	OMA
	Open Mobile Alliance

	
	

	
	


4. Introduction
(Informative)

The OMA DIG Working Group has produced a White Paper concerning the interdependency of a mobile device and a consumer home network.

As it is the goal of the OMA BOF CDM to analyze the interdependencies of such an environment with respect of Device Management (DM), this input contribution tries to list excerpts of the OMA DIG WP applied to CDM’s objective.

5. Use Cases
(Informative)

In this section various scenarios and use cases are discussed for converged device management (CDM).

5.1 Use Cases Highlighting Mobile Interaction with Entertainment Network 
Home entertainment is perhaps the most important area for an average consumer. We have identified the following use cases for the home entertainment network:

· Mobile Initiated Local and Remote Programming, Monitoring and Control of Consumer Networking Devices

· Using a Mobile Device to Access Information on Broadcast Media

· Consumer Network Device to Mobile Device Notification and Selective Redirection of information

· Session Transfer: Local and Remote Game Playing Using a Mobile Device

· Session Transfer: Broadcast Media Programs

· Session Transfer: A Continuous Browsing Session

Each use case is discussed in detail below. It should be noted that for each use case only the most relevant pre and post conditions, and action steps have been identified.

5.1.1 Use Case, Mobile Initiated Local and Remote Programming, Monitoring and Control of Consumer Networking Devices

5.2.1.1 Short Description

A user is able to monitor, control the devices and the functions of consumer networking systems connected to a consumer network using a mobile device. For example, the user may initiate an action to record or playback from one network connected entertainment device located in one room to another network connected entertainment device located in another room. In another variation of this use case, the user may remotely monitor television channels that children are watching and if necessary, program a receiver to block certain inappropriate channels. This may include a new kind of trigger, based on content assesment.
5.2.1.2 Actors

A user, a mobile device, consumer network gateway, consumer network device(s).

5.2.1.3 Actor Specific Issues

The user can initiate actions only after discovering the current state, network connectivity and operational capabilities of consumer networking devices. Once this information is available, the user can initiate actions in accordance with the action flow for the use case

5.2.1.4 Actor Specific Benefits

The user can initiate actions and control functions of network connected entertainment devices from remote locations.

5.2.1.5 Pre-conditions

The user has necessary access control privileges to modify and control consumer network components.

5.2.1.6 Post-conditions

The user would have carried out the desired action to record, delete or re-configure an entertainment device or program any other device on a consumer network.  If the action were for blocking certain channels, then the user would have accomplished that.

5.2.1.7 Normal Action Flow

1. A user decides that he needs to record a certain program.

2. He powers on his mobile device and connects to the service provider network.

3. The user registers the mobile device with the consumer network gateway to get access privileges, and discover networked consumer devices on a consumer network.

4. The user identifies one or more devices and registers the action event with each of them thorough consumer network gateway.

5. The user de-registers from the consumer network gateway. The user may also disconnect from the service provider network.

6. The programmed devices automatically execute the programmed event at the prescribed time and day.

5.2.1.8 Alternate Action Flow

      None. However, minor modifications to above event flow for individual use case may be necessary.

5.2.1.9 Operational and Quality of Experience Requirements

1. It must be easy and effortless for the user to download, store and execute applications on the mobile device.

1. It should be possible for a mobile user to connect from any location wherever the service from a service provider is available.

5.1.2 Use Case, Consumer Device to Mobile Device Notification and Selective Re-direction of information
5.2.1.10 Short Description

A user is able to redirect selected information such as game scores, game results, lottery results, and weather forecasts etc. from a consumer device to a mobile device at a remote location. 

5.2.1.11 Actors

A user, a mobile device, a consumer network gateway, consumer entertainment device(s)

5.2.1.12 Actor Specific Issues

The user can initiate actions only after discovering the current state, network connectivity and operational capabilities of consumer networking devices. Once this information is available, the user can initiate actions in accordance with the action flow for the use case.

5.2.1.13 Actor Specific Benefits

The user can redirect important information to a mobile device at a remote location. 

5.2.1.14 Pre-conditions

The user has necessary access permissions to modify and control consumer network devices.

5.2.1.15 Post-conditions

The user would have obtained the necessary information on a mobile device at a remote location. 

5.2.1.16 Normal Action Flow

1. The user is at a remote location away from the consumer network. 

2. The user powers on a mobile device and connects to the service provider network.

3. The user registers the mobile device with the consumer network gateway to get access privileges, and discover networked consumer devices on a consumer network.

4. The user programs a digital TV receiver on the consumer network to forward results of a certain event, or other regularly updated data to the user’s mobile device. For example, a user can forward the game score of certain sporting event on a TV channel to a mobile set.

5. The consumer network device periodically forwards the selected information to the user's mobile device at a remote location.

6. When an event finishes and the consumer networking device stops the redirection of data to the user's mobile device. 

7. The user de-registers from the consumer network gateway. The user may also disconnect from the service provider network. 

5.2.1.17 Alternate Action Flow

1.  If the user becomes un-interested in the redirected data, the user can cancel the data redirection after step 5 of the above action flow.     

5.2.1.18 Operational and Quality of Experience Requirements

1. It must be easy and effortless for the user to download, store and execute applications on the mobile device.

2. It should be possible for a mobile user to connect from any location wherever the service from a service provider is available.
5.1.3 Use Case, Session Transfer: Local and Remote Game Playing on a Mobile Device
5.2.1.19 Short Description 

A user is able to continue gaming sessions while on the move, and can transfer game sessions back from a mobile device to a gaming controller without interruption. 

5.2.1.20 Actors 

A user, a mobile device, consumer network gateway, consumer entertainment device(s), a gaming device

5.2.1.21 Actor Specific Issues

The user can initiate actions only after discovering the current state, network connectivity and operational capabilities of consumer networking devices. Once this information is available, the user can initiate actions in accordance with the action flow for the use case. 

5.2.1.22 Actor Specific Benefits

The user can enjoy uninterrupted game session of his favourite game,

5.2.1.23 Pre-conditions

The user has necessary access permissions to modify, and control consumer network devices. 

5.2.1.24 Post-conditions

The user would have experienced the thrill of playing a favourite game even when the user had to change many locations. 

5.2.1.25 Normal Action Flow

1. The user is playing a video game on a large screen monitor using a game controller connected to consumer network. 

2. The user has to leave the home so the user wants the gaming device to transfer the game session to a mobile device so that the user can continue playing the game while on the move.

3. The user powers on a mobile device and connects to the service provider network.

4. The user registers the mobile device with the consumer network gateway to get access privileges, and discover networked consumer devices on a consumer network. 

5. The user then connects to the gaming controller to play his favourite game without any interruption while being on the move.

6. The user returns home, and ends the game session on the mobile device to transfer the session back to a game controller in the home. 

7. The user de-registers the mobile device from the consumer network gateway. The user may also disconnect from the service provider network.

5.2.1.26 Operational and Quality of Experience Requirements

1. It must be easy and effortless for the user to download, store and execute applications on the mobile device.

2. It should be possible for a mobile user to connect from any location wherever the service from a service provider is available.

5.1.4 Use Case, Session Transfer: Broadcast Media Programs
5.2.1.27 Short Description 

A user is able to continue watching a television show or radio program on their handheld device, without interruption. 

5.2.1.28 Actors 

A user, a mobile phone with an AM/FM radio, consumer network gateway, a television or radio.

5.2.1.29 Actor Specific Issues

The user can initiate actions only after discovering the current state, network connectivity and operational capabilities of consumer networking devices. Once this information is available, the user can initiate actions in accordance with the action flow for the use case. 

5.2.1.30 Actor Specific Benefits

The user can enjoy uninterrupted broadcast program, even if they need to leave the home during the show.

5.2.1.31 Pre-conditions

The user has necessary access permissions to modify, and control consumer network devices. 

5.2.1.32 Post-conditions

The user would have experienced the thrill of playing a favourite game even when the user had to change many locations. 

5.2.1.33 Normal Action Flow

1. The user driving home from work and is listening to a very interesting radio show. 

2. The user arrives at home and wants to continue listening to the program on their phone.

3. The user connects their AM/FM radio-capable phone to the service provider network.

4. The user registers the phone with the car’s consumer network gateway to get access privileges, and discover networked consumer devices on a consumer network. 

5. The user then transfers the radio station details to the phone, which starts playing the show.

6. The user walks from their car to their apartment, listening to the radio over their phone.

7. The user arrives home and connects their phone to the service provider network.

8. The user registers the phone with the consumer network gateway to get access privileges, and discover networked consumer devices on a consumer network. 

9. The user then transfers the radio station details from their phone to their home HiFi system.

10. The user de-registers the phone from the consumer network gateway. The user may also disconnect from the service provider network.

5.2.1.34 Operational and Quality of Experience Requirements

1. It must be easy and effortless for the user to download, store and execute applications on the mobile device.

2. It should be possible for a mobile user to connect from any location wherever the service from a service provider is available.

5.1.5 Use Case, Session Transfer: A Continuous Browsing Session
5.2.1.35 Short Description 

A user is able to transfer a web browser session from a desktop PC to their mobile device and back again, without interruption. A user can take advantage of the high-throughput UI of a desktop PC for searching for information on the web, but be able to use the results of the search on a mobile device. 

5.2.1.36 Actors 

A user, a mobile device, consumer network gateway, a desktop computer

5.2.1.37 Actor Specific Issues

The user can initiate actions only after discovering the current state, network connectivity and operational capabilities of consumer networking devices. Once this information is available, the user can initiate actions in accordance with the action flow for the use case. 

5.2.1.38 Actor Specific Benefits

The user is not tied to their desktop when browsing a web site. They can take the session with them when they leave the room.

5.2.1.39 Pre-conditions

The user has necessary access permissions to modify, and control consumer network devices. 

5.2.1.40 Post-conditions

The user can continue an uninterrupted browsing session without being limited to a fixed location. 

5.2.1.41 Normal Action Flow

1. The user is searching the web on their desktop PC for instructions on how to install a new hard drive. 

2. The user find a good set of directions, but needs to turn off the computer in order to install the next hardware.

3. The user powers on a mobile device and connects to the PC.

4. The PC sends the details of the web session to the mobile device. 

5. The user continues accessing the instruction web site from their mobile device.

6. The user turns on their desktop PC, and installs the new hard drive, using the instructions read from their mobile device. 

5.2.1.42 Operational and Quality of Experience Requirements

1. It must be easy and effortless for the user to download, store and execute applications on the mobile device.

2. It should be possible for a mobile user to connect from any location wherever the service from a service provider is available.

5.2 Use Cases Highlighting Health and Medical Issues

Health being a primary concern of most families, it is natural that many applications will be written to address this area. We have identified the following uses cases involving mobile devices and consumer networks in this area:

· Remote Monitoring of Family Member with Instant Notification

5.2.1 Use Case, Remote Monitoring of Family Member with Instant Notification

5.2.1.43 Short Description

A user is able to monitor the medical condition of a family member and is notified over a mobile device.  The user is able to access the medical data using a mobile device and take appropriate action to deal with a medical emergency.

5.2.1.44 Actors

A user, a mobile device, a consumer network gateway, consumer network device(s).

5.2.1.45 Actor Specific Issues

The user can initiate actions only after discovering the current state, network connectivity and operational capabilities of consumer networking devices. Once this information is available, the user can initiate actions in accordance with the action flow for the use case. 

5.2.1.46 Actor Specific Benefits

The user is able to handle medical emergencies in a timely manner.

5.2.1.47 Pre-conditions

1. The user has necessary access permissions to transfer information to consumer network devices. 

2. The user’s mobile device is powered on and is connected to the service provider network.

5.2.1.48 Post-conditions

The user would have taken necessary action to deal with medical emergency. 

5.2.1.49 Normal Action Flow

1. The user is at a remote location.

2. The user receives a notification about the change in medical condition of a family member on a mobile device. 

3. The user connects to the consumer network gateway using a mobile device and downloads the data collected that will help the user in understanding the events that caused the medical alarm.

4. The user notifies the hospital to dispatch an ambulance to attend to the medical emergency if needed.

5. The user transfers the medical data about the event to attending doctors and hospital computers from his mobile device.
6. The user successfully deals with a major emergency.
7. The user de-registers from the consumer network gateway. The user may also disconnect from the service provider network.
5.2.1.50 Alternate Action Flow

None

5.2.1.51 Operational and Quality of Experience Requirements

1. It must be easy and effortless for the user to download, store and execute applications on the mobile device.

2. It should be possible for a mobile user to connect from any location wherever the service from a service provider is available.
5.3 Use Cases Highlighting Safety and Security

Safety and security of homes is a primary concern of many families, it is natural that many applications will be written to address this area. We have identified the following uses cases involving mobile devices and consumer networks in this area:

· Remote Monitoring and Control of Home Security Systems Using a Mobile Device

· Remote Instant Security Alert Over a Mobile Device
5.3.1 Use Case, Remote Monitoring and Control of Home Security Systems Using a Mobile Device

5.2.1.52 Short Description 

A user is able to monitor the security systems at the user’s home and change the activation state of the system as needed.

5.2.1.53 Actor Specific Issues

The user can initiate actions only after discovering the current state, network connectivity and operational capabilities of consumer networking devices. Once this information is available, the user can initiate actions in accordance with the action flow for the use case. 

5.2.1.54 Actor Specific Benefits

The user can remotely monitor security of his home.

5.2.1.55 Actors

A user, a mobile device, consumer security systems, consumer network gateway 

5.2.1.56 Pre-conditions

The user has necessary access permissions to transfer information to a consumer network devices. 

5.2.1.57 Post-conditions

The user would have taken a necessary action to deal with any security threat. 

5.2.1.58 Normal Action Flow

1. The user is at a remote location away from home.

2. The user needs to check the activation status of security systems at his home. 

3. The user connects to the consumer network gateway to be able to access his home security systems using a mobile device.  

4. The user then retrieves the status of the security system. 

5. The user notices that the security system was not activated for all zones in the house. 

6. The user reconfigures the security system and activates it for all zones
7. . The user has option to bypass certain zones.

8. The user de-registers from the consumer network gateway. The user may also disconnect from the service provider network.
5.2.1.59 Alternate Action Flow

None.

5.2.1.60 Operational and Quality of Experience Requirements

1. It must be easy and effortless for the user to download, store and execute applications on the mobile device.

2. It should be possible for a mobile user to connect from any location wherever the service from a service provider is available.
5.3.2 Use Case, Remote Instant Security Alert Over Mobile 
5.2.1.61 Short Description

A user is able to receive the alert from security systems at his home and check the status through various subsystems such as monitoring cameras.

5.2.1.62 Actors

A user, a mobile device, home security systems, a consumer network gateway.

5.2.1.63 Actor Specific Issues

The user can initiate actions only after discovering the current state, network connectivity and operational capabilities of consumer networking devices. Once this information is available, the user can initiate actions in accordance with the action flow for the use case. 

5.2.1.64 Actor Specific Benefits

The user can initiate suitable actions to deal with any security event.

5.2.1.65 Pre-conditions 

The user has necessary access permissions to transfer information to consumer network devices. 

5.2.1.66 Post-conditions

The user would have taken necessary actions to deal with security events. 

5.2.1.67 Normal Action Flow

1. The user is at a remote location away from home.

2. The user receives an alert from his home security systems over a mobile device. 

3. The user connects to the consumer network gateway to be able to access his home security systems using a mobile device.  

4. The user then retrieves the status of the system. 

5. The user elects to view streaming video from user’s back door camera, the front door camera, and the foyer camera, and sees a known person standing by the main door.  

6. The user resets the security system and clears the alert state using the mobile device.
7. The user de-registers from the consumer network gateway. The user may also disconnect from the service provider network. 
5.2.1.68 Alternate Action Flow

None

5.2.1.69 Operational and Quality of Experience Requirements

1. It must be easy and effortless for the user to download, store and execute applications on the mobile device.

2. It should be possible for a mobile user to connect from any location wherever the service from a service provider is available.
6. Requirements
(Informative) 

6.1 High-Level Functional Requirements

The system for the mobile consumer network interaction SHALL cover the following requirements:

	Req 1
	A mobile device user MUST BE able to initiate communication with the devices in the user’s home network at any time without requiring network service provider to set up any special communication session to enable such communication.

	Req 2
	A mobile device user MUST NOT be required to disclose the purpose of the user’s interaction with his home network devices to a network service provider.

	Req 3
	A mobile device user SHOULD BE able to initiate and terminate a communication session with the devices in the consumer network at any time without affecting other network services being concurrently used by the device. For example, a video streaming session between a mobile device and a home recorder should not affect the ability of a user to stream video from other sources. 

	Req 4
	A mobile device user MUST be able to check status of connected home networking devices at any time, and at a frequency that meets the needs of the mobile application. 

	Req 5
	A mobile device user SHOULD be able to start simultaneously multiple parallel control and data transfer sessions with the devices on a consumer network. The limit on the number of such parallel sessions will be dependent on a device capabilities and resource availability.

	Req 6
	A mobile device user SHOULD be able to start simultaneously multiple parallel control and data transfer sessions with more than one consumer network. The limit on the number of such parallel sessions will be dependent on a device user’s access authorization to more than one consumer network.

	Req 7
	The system MUST be designed to enable bi-directional session initiation and data transfer ability. It means that the communication session for a mobile to a device on consumer network may be initiated either by a mobile user or by a home device.

	Req 8
	A mobile device user MUST be able to get asynchronous events generated by his home networking devices as often as needed subject to certain pre-configured criteria for event generation.

	Req 9
	A mobile device user or the service provider MAY enable suitable event filtering or throttling mechanisms to minimize network traffic.

	Req 10
	The system MUST be designed for high performance operation minimizing transactional delays, and optimising network throughput.

	Req 11
	The system MUST mask the low layer communication protocols from the user so that a user or a mobile to consumer network interaction application is not dependent on any particular type of wireless access technology being used by a service provider network.


Table 1: High-Level Functional Requirements 

6.1.1 Security

The interaction between a mobile device and the devices on a consumer network  should be secure.  In general, the security services provided by the system must include two way authentication, non-repudiation of communication, defence against session replay, defence against denial of service attacks and data encryption.  High level of security is required to create confidence in mobile device users to use new services. 

	Req 1
	The communication between a mobile device user and consumer network MUST be secure, and based on standard secure communication protocols.

	Req 2
	The communication between a mobile device user and a device on the consumer network MUST BE based on two-way authentication between two communicating entities.

	Req 3
	The communication between a mobile and his home network MUST be protected from the denial of service attacks. This protection can be provided either by security mechanisms built in the communication protocol, or by external security mechanisms added to network services by the network service provider.

	Req 4
	A mobile device user SHOULD be able to use different level of security depending upon the needs of mobile applications. 

	Req 6
	For operations that may impact integrity of a mobile device, such as OTA programming, configuration download etc., appropriate security mechanisms approved by OMA SHALL be applied.


Table 2: High-Level Functional Requirements – Security Items

6.1.2 Charging

The requirements for charging are detailed below:

	Req 1
	A network service provider MUST NOT keep any data about a mobile user’s application except those that are essential for it to generate billing record for the network service utilization. For example, a network service provider must not keep a copy of personal video streamed from the mobile by a user to his home recorder. This requirement is closely related to issue of the user privacy.

	Req 2
	A network service provider, at its option, MAY bundle the charges for additional network services to enable mobile-consumer interaction with other services provided to the same mobile user.

	Req 3
	A network service provider MAY charge additional service charges if the interaction between a mobile and a device on a consumer network is provided through an intermediate server maintained by it.  In this case, a service provider MAY collect necessary network service utilization data about any mobile initiated or mobile device terminated sessions.


Table 3: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

The mobile device to consumer networking interaction may require configuration at three key points: configuration in the operator network, configuration at a device or configuration at the boundary between provider and home network. Requirements for administration and configuration are given below.

	Req 1
	Mobile device agent software, resident on the mobile device, MUST support standard configuration and provisioning protocols.

	Req 2
	The mobile device to consumer networking interaction protocols MUST minimize amount of configuration data needed at the mobile device.  

	Req 3
	The support for audit capabilities MUST be provided so that traceback and fault control can be provided.


6.1.4 Usability

	Req 1
	A mobile device user MUST NOT be required to understand the details of implementation to utilize an application that depends on the interaction between a mobile device and a device in the consumer network.  There should be no assumption about a user having any special knowledge about the network to benefit from the service. 

	Req 2
	A mobile device used for interacting with a device in the home network MAY require special purpose client software on the device to enable this interaction between devices and the home network.

	Req 3
	A mobile device MAY require software download from the service provider that either enables the configuration of the device, or loads any application software component used for enabling a mobile to consumer network transaction or the data transfer application.


Table 4: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Req 1
	The interaction between a mobile device and a device on a consumer’s home network MUST be based on protocols adapted by an industry standard’s body such as IETF, or OMA or others. 

	Req 2
	The mobile to consumer networking interaction MUST NOT specify any application level user interface. 


Table 5: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Req 1
	A mobile device user SHOULD NOT be required to disclose the nature of his interaction between his mobile device and a device on the consumer network. 

	Req 2
	The mobile to consumer networking system MUST ensure high level of user and data privacy ensuring that only authorized user or applications can have access to any confidential transaction data.


Table 6: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Req 1
	There SHOULD NOT be any assumption about the implementation technology for the mobile to consumer networking use cases.


Table 7: High-Level Functional Requirements – Security Items

6.3 System Elements

	System Element
	System Element Description
	Reference 

	A: Mobile Device Agent

B. Mobile Home  Agent
	This is the application software resident on the mobile devices. This agent is responsible for initiating or terminating any interaction between a mobile device and a device in a user’s home network.

This mobile application software will be resident on a mobile home server, consumer network gateway or any other network node that can abstract the similar functionality and has capability to present this functionality to a mobile device.

This agent may be resident on a server in the user’s the home network, at a server at the boundary between a user’s home network and the service provider network, or on a server in the service provider network.
	Sec 4.0


Table 8: System Elements

The system has the following elements:

1. Mobile Device Agent

2. Mobile Home Agent
	Req 1
	There may be a mobile device agent and a mobile home agent, and these agents communicate using a signaling protocol approved by OMA.


Table 9: Requirements for Communicating Peer Agents

6.3.1 Mobile Device Agent

	Req 1
	Mobile Device Agent MUST support the ability to communicate with the mobile home agent.

	Req 2
	Mobile Device Agent MUST have the ability to receive asynchronous events from the mobile home agent.

	Req 3
	Mobile Device Agent MUST have the ability to send asynchronous events to the mobile home agent.

	Req 4
	Mobile Device Agent SHOULD have the ability to securely measure the time since the application was activated first time.

	Req 5
	Mobile Device Agent SHOULD have the ability to securely count the number of times an application has been activated.

	Req 6
	Mobile Device Agent SHOULD have the ability to initiate and/or terminate data transfer sessions to the mobile home agent.


Table 11: Requirements for Mobile Device Agent

5.2.1.70 Mobile Device Agent’s Interfaces to a Mobile Home Agent

The interface from the mobile device agent to a mobile home agent will be as follows:

· The mobile device agent will have the ability to acknowledge to the mobile home agent, that the information transfer went well, so that the next transaction can be initiated.

· The mobile device agent will have the ability to ask the mobile home agent for the status of all connected devices, and enquire about various services available on these devices.

· The mobile device agent will have the ability to send an asynchronous event to the mobile home agent regarding any state at the mobile device. 

· The mobile device agent will have the ability to receive asynchronous events from the mobile home agent and present it to the user.

· The mobile device agent will have the ability to receive asynchronous notifications from the mobile home agent regarding change in any device configurations.

· The mobile device agent will have the ability to specify suitable filtering criteria to the mobile home agent to only send certain events and from certain selected devices.

· The mobile device agent will have the ability to initiate and terminate any data transfer sessions with the mobile home agent.

6.3.2 Mobile Home Agent

	Req 1
	Mobile Home Agent MUST support the ability to communicate with the mobile device agent.

	Req 2
	Mobile Home Agent MUST have the ability to send asynchronous events from the mobile device agent. 

	Req 3
	Mobile Home Agent MUST have the ability to receive asynchronous events from the mobile device agent. 

	Req 4
	Mobile Home Agent SHOULD have the ability to securely measure the time since the application was activated first time.

	Req 5
	Mobile Home Agent SHOULD have the ability to securely count the number of times an application has been activated.

	Req 6
	Mobile Home Agent SHOULD have the ability to initiate and/or terminate data transfer sessions to the mobile device agent.


Table 12: Requirements for Mobile Home Agent

5.2.1.71 Mobile Home Agent’s Interfaces to a Mobile Device Agent

The interface from the mobile home agent to the mobile device agent will be as follows:

· The mobile home agent will have the ability to acknowledge to the mobile device agent, that the information transfer went well, so that the next transaction can be initiated.

· The mobile home agent will have the ability to ask the mobile device agent for the status of all connected devices, and enquire about various services available on these devices.

· The mobile home agent will have the ability to send an asynchronous event to the mobile device agent regarding any state at the mobile device. 

· The mobile home agent will have the ability to receive asynchronous events from the mobile device agent and present it to the user or a device in the home.

· The mobile home agent will have the ability to receive asynchronous notifications from the mobile device agent regarding change in any device configurations.

· The mobile home agent will have the  ability to specify suitable filtering criteria to the mobile device agent to only send certain events and from certain selected devices.

· The mobile home agent will have the ability to initiate and terminate any data transfer sessions with the mobile device agent.

6.3.3 Requirements for Control Plane Signalling

	Req 1 
	The control signalling protocol between the mobile device agent and the mobile home agent will support multiple simultaneous control sessions. 

	Req 2
	The session control protocol MUST allow the mobile device agent to negotiate separate session parameters for the user plane data transfer between a mobile device and a networked device on the consumer network. 

	Req 3
	The session control protocol MAY support a feedback mechanism between a mobile device agent and the mobile home agent to indicate the quality of data transfer between two entities. 

	Req 4
	The session control protocol MUST allow renegotiation of session parameters for adjusting the quality of media transfer between a mobile device and the networked device on a consumer network.


6.3.4 Requirements for User Plane Data Transfer

	1
	The data transfer protocols between the mobile device agent and the mobile home agent should be suitable for streaming multi-media, transferring interactive data, as well for delivering events in both directions, and should be compatible with control plane signaling.


6.3.5 Network interfaces

	1
	The protocol between the mobile device agent and the mobile home agent can be based on HTTP, SIP, TCP or UDP or any other well-known protocol.

	2
	The protocol should be optimised in terms of size and performance.


Table 13: Requirements for Network Interfaces













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 33)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 5 (of 33)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20070101-I]

