Doc# OMA-REQ-2004-0018R02-Content Screenign Related ACtivities 
Submitted to CSBoF
Submission Date: 3 June 2004
Doc# OMA-REQ-2004-0018R02-Content Screenign Related ACtivities 
Submitted to CSBoF
Submission Date: 3 June 2004

Input Contribution

	Title:
	Content Screening Related Activities
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA CSBoF

	Source:
	Xhafer Krasniqi, NEC
+44 208 752 3865
Xhafer.krasniqi@ttd.neceur.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

Discussing and analysing some of the similar work being considered in other groups and organisations. 
2 Summary of Contribution

Describes an investigation on the Content Screening related activities within OMA and other standard organizations. 
3 Detailed Proposal

Some of the groups and organisations handling content screening and similar activities are listed as below: 
3.1 Within OMA

There seem to be nothing being done on Content Screening within OMA 
3.2 In other Standard bodies

3.2.1 W3C 

PICS-Platform for Internet Content Selection
Note: We are still waiting on the latest from W3C group.
This works based on ‘Labeling’ and ‘Rating System’ such as ICRA-Internet Content Rating Association and SafeSurf. 

This is quite an old work (2001), but as discussed last meeting and also confirmed by Vodafone who are attending a W3C workshop on Content Labelling- Technical and Socio-Cultural Challenges and Solutions taking place this week in New York, W3C plans to rivisit this work and the content screening issue as a whole. Daniel from Vodafone who is attending this workshop will provide CSBoF with the latest from this event. 

W3C has been developing technical specifications to increase user control of the content. By attaching a voluntary "Content Label" to one's web site, administrators can alert users about the nature of the site's content. Content Labels might indicate the presence of nudity or representations of violence on a site and are intended to empower users to filter unwanted content from online searches. Value Assessment is a third party content labelling system that helps Internet Service Providers and search engine administrators to label sites for the convenience of their customers. In order for these labels to serve their intended function, it is important that assessment criteria be articulated and public awareness of filtering be raised. 
Content labelling mechanisms have been working quite well for users and content providers who access the World Wide Web using a personal computer. However, users who access the Web from mobile devices do not yet have access to content labelling technology to assist them in filtering unwanted content. As a result, the importance of developing content labelling specs suitable for mobile devices intensifies. But, the need to deploy content labelling tools for mobile devices is still an issue of both technical and social significance. 

3.2.2 3GPP2?
Note: Still not clear as how to handle this section and whether this work from 3GPP2 has any relevance for Mobile Content Screening
3GPP2 has recently begun specifying Stage 1 requirements for a Network Firewall Configuration and Control (NFCC) feature (see [NFCC] for details).  The primary goal of NFCC is to employ firewalls to protect the mobile device from unnecessary air interface usage that results from unsolicited IP packets.  NFCC will also prevent the propagation of worm programs that exploit network-layer vulnerability.  In NFCC, the firewalls are located in the wireless operator’s IP core network instead of on the mobile device so that unsolicited packets can be intercepted before they reach the mobile device and unnecessarily consume air interface resources (unsolicited packets can also reactivate a dormant network connection and drain battery power; this is also prevented by NFCC).

NFCC is aimed at providing a configurable, scalable, network-based firewall solution based on the mobile device’s subscription, not its IP address.  Standardization of firewall configuration information per subscriber enables firewall settings to be accessed while the subscriber is roaming.  NFCC allows the wireless operator and the subscriber to select the desired degree of firewall protection and enable packets associated with predefined Push services to pass through the firewall.

It is possible that NFCC could be part of an overall content screening solution, in that NFCC provides a first line of defence against unsolicited packets and allows traffic from undesirable IP addresses to be blocked.  However, much malicious and offensive content reaches the mobile device in the form of solicited IP packets that arise from device-initiated contact with a Web server or application server (e.g. MMSC), and NFCC does not protect the user from this content.

ftp.3gpp2.org/TSGS/Working/TSG-S_2004/TSG-S_2004-03-Vancouver/WG1%20Requirements/S10-20040315-006A__(QC-RIM)_%20NFCC%20Draft%20Stage%201.doc
3.2.3 TV-Anytime

TV-Anytime Forum is developing open specifications for interoperable and integrated systems that will allow consumer electronics manufacturers, content creators, telecommunications companies, broadcasters and other service providers to most effectively utilize high-volume digital storage in consumer devices.

Metadata group is developing TV-Anytime Metadata specification that specifies the descriptors for describing content. This allows describing segmented content. Segmentation Metadata is used to edit content for partial recording and non-linear viewing. In this case, metadata is used to navigate within a piece of segmented content. This is the information that the consumer, or intelligent agents, will use to search and select content available from a variety of internal and external sources.

Another important set of metadata consists of describing user preferences, representing user consumption habits, and defining other information (e.g. demographics models) for targeting a specific audience.

Metadata spec for Phase 1 has been completed and is part of the Phase 1 TV-Anytime spec announced by ETSI under the spec number, ETSI TS 102 822 - Broadcast and On-line Services. 

This spec describes the guidelines for search, select and rightful use of content on personal storage systems. This marks the end of Phase 1 and the Forum moves from Development mode to Deployment mode for Phase 1 work. 

Meanwhile, work has begun on the next stage of TV-Anytime specification development (TVA Phase 2), which will address more advanced features of multimedia content management and personal storage. 
For the purpose of interoperability, the TV-Anytime Forum has adopted XML as the common representation format for metadata. XML offers many advantages: it allows for extensibility, supports the separation of data from the application, and is widely used. XML schema is mainly used to represent the data model. TV-Anytime descriptions may however be instantiated in a format other than textual. TV-Anytime has described some of these mechanisms such as binary encoding in PART B of this specification, 5.1 Use of MPEG-7.

Note: This part was added by Ericsson
A metadata schema is the formal definition of the structure and type of metadata. TV-Anytime uses the MPEG-7 Description Definition Language (DDL) to describe metadata structure as well as the XML encoding of metadata. DDL is based on XML schema as recommended by W3C in [1]. TV-Anytime uses several MPEG-7 datatypes as collected in the MPEG7 stub attached to this specification. TV-Anytime also uses MPEG-7 Classification Schemes. 5.2 TV-Anytime Metadata Namespace TV-Anytime metadata description schemes that have been developed under the auspices of the TV-Anytime Forum are associated with the TV-Anytime metadata XML namespace. The TV-Anytime metadata namespace is defined as: xmlns:tva="urn:tva:metadata:2002" TV-Anytime metadata includes description schemes defined by XML as included in the XML stub attached to this specification.

3.3 Legislative and Regulatory/Self-Regulatory Group Activities

There is a range of  content protection and antispam activities being taken in Europe and wider. Anti-spam law went into force in Europe on 31st of October 2003, Telecoms Data Protection Directive (97/66/EC)  know as DPEC – Directive on Privacy and Electronics Communications. These directives that also apply to mobile are in line with the International efforts to step up the global war on spam and content protection. Some similar rules have been adopted in Japan and 29 US Federal states. There are about 7 countries in Europe that have adopted these guidelines.  

These new guidelines approved by European Union require companies to obtain consent before sending any email or SMS, tracking personal data on Web sites, or pinpointing callers' locations via satellite-linked mobile phones. . 

The final Directive, the DPEC, was adopted on 12 July 2002 and required implementation by Member States by 31 October 2003. 
3.4 Industry-wide Activities

Since Content Screening of mobile content is a fairly recent requirement, industry activities in this space are still in its infancy. Based on the recent activities we believe that the following existing PC/internet based technologies will be most relevant to Mobile Content Screening:

· Client Anti-Virus Technologies

· Gateway Anti-Virus Technologies

· Proxy based content inspecting firewalls

· Internet Access Control technologies

· Layer 4 – 7 switching and analysis technologies

· E-Mail content analysis technologies

· E-Mail SPAM control technologies

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To be reviewed and inserted in the CS BoF report and also take the necessary measures to liaise and co-ordinate the work with the respective organisations. [image: image1.png]
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