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1 Reason for Contribution

For discussion during CSBOF Conference Call – 15th April 2004.
2 Summary of Contribution

Draft text for the final report of the CSBOF.
3 Detailed Proposal

The following draft text (red font) is provided for discussion and subsequent inclusion in the CSBOF report to the Technical Plenary.

1 Background
2 BoF Objectives
· What are we expected to do?
· What we won’t do!
· Identify OMA and relevant non-OMA enablers related to end-user content delivery
3 Scope of Content Screening
3.1 Use Cases (lead - DoCoMo)
· Overview of  the cases presented to the BoF

3.2 What Types of Content (lead - Ericsson)
Proposed text for inclusion in section 3.2

Terminology Framework

The purpose of this section is to provide a structure for describing how content could be Classified, and to introduce some basic terminology that will assist future OMA studies.

The principal objective for screening content is to determine that content which is made available is suitable for use by an individual End User, or set of End Users, and is non-malicious.  

Content can be classified for individual End Users, or a set of End Users, as either:

Appropriate – content that is suitable and non-malicious;

Inappropriate – content that is unsuitable or malicious;

The screening criteria for determining the above are:
Malicious [Non-Malicious] – content that will have a detrimental impact upon User Equipment (UE) or overall mobile system.  This may be a specific instance of UE or a set of different UEs (examples include Viruses and content deliberately chosen to have a negative impact upon specific types of UE); 
Unsuitable [Suitable] – content that has been screened according to the Content  Rating and End User Content Screening Profile and deemed to contravene End User sensitivities and/or requirements.  The profile may include age, sexual, religious, and cultural sensitivities, as well as specific requirements regarding the forms of communication that are acceptable/unacceptable (e.g. SPAM, Unsolicited), Type of content (e.g. Premium Rated content, text, Picture, etc) and means of access (e.g. WLAN, Bluetooth,UE Memory card).  Note that the determination of the suitability of specific content will require a comparison of that content against a combination of End User sensitivities (e.g. age and sexual).  Content which is rated to be illegal (according to local laws) will by default be considered Unsuitable for all users.

Content can also be categorised according to other criteria which may have a significant impact upon the mechanisms adopted to screen it.  Specifically:

Type – the nature of the content which may be:

1) Media (Audio, Picture, Video or Text); or 

2) Executable (Script, Applet (e.g. Java) or Native).

The type of content may need to be an explicate criteria for determining whether it is Appropriate (e.g. screening against current UE capabilities) and screening live video content may present significant challenges!

Unsolicited [Solicited] – content that the End User has not requested as a result of a specific request or service subscription (isn’t this part of the set of user sensitivities? How does this relate to the subscribed services – e.g. Push and User-User services – SMS, MMS, etc. It is proposed that this term is NOT used as it is potentially confusing).

· Identify Types of Content

· Intentionally malicious

· Unintentionally malicious

· Appropriate solicited

· Inappropriate solicited

· Appropriate unsolicited

· Inappropriate unsolicited
3.3 How to Screen Content (lead – DoCoMo)
Proposed Text for Inclusion in Section 3.3.

Outline Screening Model 

The development of an OMA Content Screening Model will assist in identifying the requirement for standards development and illustrate how these standards could be used in the context an overall system.  The following aspects are proposed for further study within OMA:

1. physical architecture of the overall system relating to content screening – showing the possible locations of screening functionality;

2. mechanisms for the application of content screening criteria:

a. content rating

b. identifying potentially malicious content

3. content labelling (associating rating/malicious identification with the content)

4. content classification (as appropriate or inappropriate for individuals or groups);

5. roles involved in the screening process.

1 Physical Architecture

The physical architecture is intended to describe the principal components of an overall system, and could include:

· SIM

· User Equipment/Software Operating Environment (eg Java)

· Access Network (providing transport and access to the operator’s infrastructure)

· Other types of access to the UE (WLAN, Bluetooth, Memory card etc)

· Content Platforms (provided by the Operator or by 3rd Party under Operator Control)

· Internet 

2 Mechanisms for Applying Content Screening

These include the means (processes and criteria) by which content is rated and screened for malicious content.  Standardisation may be required for:

· Rating content and the various parameters which need to be used to describe it. Examples parameters are:

· Degree of Sexual Content

· Violence

· Religious

· Cultural

· Assessing if content is potentially malicious (eg contains viruses, may cause specific UE or system wide disruption).

The type of content is expected to have a significant impact upon the mechanisms used for performing the screening operation.  For example, still images can be pre-rated (in advance of them being made available) whilst live video presents a significant challenge.

3 Content Labelling

This represents the means by which Rating/Malicious information can be associated with specific content.  Possible mechanisms include:

· The attachment of additional data to the original content;

· The use of Rating/Malicious information as part of the description or location of the original content (eg as part of a URL).

Industry wide (ie Operator, Content Provider etc) Standardisation of these mechanisms is seen to be essential.

4 Content Classification

This represents the mechanisms by which screened content is deemed to be Appropriate for a specific or group of end users.  The process will need to determine if the content is:

Malicious – including UE type-specific screening to avoid incorrect UE and/or system wide behaviour;

Unsuitable –comparing the content rating against the sensitivities of individual or groups.

5 Roles

The development of a role model could assist in identifying the relationships between the different organisations and individual responsibilities within the overall screening process, with a view to facilitating the development of specifications.  Specific examples of roles could include:

· The End User;

· The Guardian (the entity responsible for setting the End User acceptable rating parameters – could be a Parent, Operator or other party);

· Operator or Service Provider;

· Content Provider;

· Content “Screener” – the entity that determines content rating and malicious content.

These roles are not exclusive and more than one role can be performed by a single organisation.

Note that the role model is intended to facilitate the development of specifications and should not (cannot!) be in any way standardised.

· Identify Types of Screening


· Identify Routes of Malicious Content Delivery

· Identify Types of Counter-Measure
· Screening either ...
· Per enabler based content screening approach
· Unified content screening approach
· Where – UE, Network etc
4 Related Activities (lead – NEC)
· Within OMA
DRM

· In other (standards) bodies
TV Anytime

ICRA

· Non-standards activity – For Information Only

Mobile Broadband Group (UK Operators) – investigating syntax for URL label

5 Possible New Content-Screening Work in OMA
· Identify possible new enablers 
6 Key Issues in Operational Aspect

· This subject will most likely be out of scope of OMA, but before we decide so, any significant issue should be addressed here.
7 Recommendations to the TP

· General

· New OMA Work Items (If any)


· New external relationships (If any)
Annex - Who

· Identify actors

· End User

· Content provider

· Operator/Service Provider

· Enterprise/Parent

· Certificate Authority

· Regulator/Government/Legal Authority

· Device Manufacturer

· Technology Provider

· Financial Institution
· Rouges
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