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1 Reason for Contribution

During the Content Screening BoF meeting in Kansas City, QUALCOMM presented contribution OMA-CSBOF-2004-0011-3GPP2-Network-Firewall, which provides an overview of 3GPP2’s Network Firewall Configuration and Control (NFCC) work.  Since the goals of NFCC are somewhat related to the goals of content screening in OMA, contribution 0011 recommended the inclusion of a brief description of NFCC in the Related Activities section of the Content Screening BoF’s report.  This contribution provides the text on NFCC for the CS BoF report.

2 Summary of Contribution

This contribution contains a short description of the 3GPP2 Network Firewall Configuration and Control (NFCC) specification work for inclusion in Section 4 (Related Activities) of the Content Screening BoF’s report to the OMA Technical Plenary.

3 Detailed Proposal

[Add the following to the References section of the CS BoF report:]

[NFCC] “Network Firewall Configuration and Control – NFCC – Stage 1 Requirements”, 3GPP2 document S10-20040315-006A__(QC-RIM)_NFCC Stage 1 Draft R1, URL: ftp.3gpp2.org/TSGS/Working/TSG-S_2004/TSG-S_2004-03-Vancouver/WG1%20Requirements/S10-20040315-006A__(QC-RIM)_%20NFCC%20Draft%20Stage%201.doc
[Add the following to Section 4 (Related Activities) of the CS BoF report:]

4.X 3GPP2 Network Firewall Configuration and Control (NFCC)

3GPP2 has recently begun specifying Stage 1 requirements for a Network Firewall Configuration and Control (NFCC) feature (see [NFCC] for details).  In all-IP networks, mobile devices will have always-on Internet connectivity and will have IP addresses assigned, which makes them vulnerable to direct attacks at the network protocol layer via unsolicited IP packets (in this context, solicited IP packets are those that are associated with communication that the device previously established with an Internet node, or with Push services to which the device has subscribed).  In the wired Internet, firewalls provide protection from unsolicited IP traffic.  Corporate Internet hosts use firewalls to prevent access to Intranet hosts, and home users run commercial firewalls, since ISPs cannot be relied upon to protect these users from unsolicited IP packets. 

Firewalls can also be used in wireless networks to protect against unsolicited IP traffic.  The primary goal of NFCC is to protect the mobile device from unnecessary air interface usage that results from such traffic.  NFCC will also prevent the propagation of worm programs that exploit network-layer vulnerability.  In NFCC, the firewalls are located in the wireless operator’s IP core network instead of on the mobile device so that unsolicited packets can be intercepted before they reach the mobile device and unnecessarily consume air interface resources (unsolicited packets can also reactivate a dormant network connection and drain battery power; this is also prevented by NFCC).

NFCC is aimed at providing a configurable, scalable, network-based firewall solution based on the mobile device’s subscription, not its IP address.  Standardization of firewall configuration information per subscriber enables firewall settings to be accessed while the subscriber is roaming.  NFCC allows the wireless operator and the subscriber to select the desired degree of firewall protection and enable packets associated with predefined Push services to pass through the firewall.

Some of the requirements for NFCC that 3GPP2 has specified so far include:

· Subscription Identity Requirements: NFCC operates on a per-subscriber basis, based on the subscriber’s identifier (IMSI, NAI, etc.)

· Wireless ISP Grade of Service: The degree of firewall protection is settable by the user, for example:

· Allow all IP packets through the firewall (no protection)

· Allow IP traffic only from a predefined list of IP addresses/ports

· Allow an initial unsolicited packet from any source, but block future packets from that source if there is no reply from the subscriber’s device

· Configuration: The wireless operator can set default firewall parameters for each subscriber, and subscribers can modify their firewall settings from their mobile devices via IP-based signalling

· Applicability: NFCC applies to both simple IP and mobile IP, and to both IPv4 and IPv6.

· Scalability: Since NFCC will be required to handle very large numbers of simultaneous IP flows, it should be designed in a way that is scalable with respect to the number of subscribers being handled.

It is possible that NFCC could be part of an overall content screening solution, in that NFCC provides a first line of defense against unsolicited packets and allows traffic from undesirable IP addresses to be blocked.  However, much malicious and offensive content reaches the mobile device in the form of solicited IP packets that arise from device-initiated contact with a Web server or application server (e.g. MMSC), and NFCC does not protect the user from this content.
4 Intellectual Property Rights

We are not aware of any IPR with respect to this contribution.

5 Recommendation

Include the text in section 3 above in the References and Related Activities sections of the CS BoF technical report.










NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20040305]

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20040305]

