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1 Reason for Contribution

This contribution describes the use case category “FUMO/SCOMO” (1st & 2nd use cases from  http://member.openmobilealliance.org/ftp/TP/DMBCAST/ID/08/OMA-TP-DMBCAST-2008-0009-INP_Use_Cases.zip).
It is a parallel contribution to the Input contribution (http://member.openmobilealliance.org/ftp/Public_documents/TP/DMBCAST/2009/OMA-TP-DMBCAST-2009-0005-INP_FUMO_SCOMO_USE_CASE.zip) showing how the future Push 2.3 enabler (Point to Multipoint Push using ) can be used to support the same use case.
2 Summary of Contribution

This contribution proposes to describe the FUMO/SCOMO use cases based on the old OMA RD use case format. 
3 Detailed Proposal

1. Firmware / Software Component Update Use Case
1.1  ASK  \* MERGEFORMAT Short Description

This use case describes the Service Provider (SP) invoking FUMO or SCOMO commands on targeted Devices via broadcast. The Service Provider may provide firmware or software updates such as security patches, version updates, etc. for its Devices en masse. 

1.2 Actors

Service Provider

Provides the Mobile Point to Multipoint Push Service and Device Management Commands to the End User. The Service Provider creates and broadcasts the Device Management Commands and also maintains information about End Users and their Devices.  

End User

Receives and executes the Mobile Point to Multipoint Push Service delivered Device Management Commands. 

1.2.1 Actor-Specific Issues

End User

Wants the Service Provider to provide firmware/software updates to enhance his user experience by automating the Device updates in a timely manner, using the mechanism of Point to Multipoint Push.

Service Provider

Wants to manage End User Device firmware/software to enhance existing services, introduce new services, patch security issues and provide other patches, all this en masse.

1.2.2  Actor-Specific Benefits

End User

Available updates are pushed and user does not have to proactively search for them.
Service Provider

Reduction of Network resources  & Simplified process - SP rolls out the campaign using broadcasting instead of narrowcasting (SMS Push for each Device).
1.3 Pre-conditions

1. The End User’s Device must have a configuration for access and registration to firmware/software updates services of the Mobile Point to Multipoint Push Services of the Service Provider. 
2. Device must be on. 
3. The device executes the Mobile Point to Multipoint Push Service and listens to information on the broadcast channel.
4. 
5. 
1.4 Post-conditions

1. The DM Client should be able to notify the DM Server about the result of the update.
2. 
1.5 Normal Flow
1. The Device receives a notification push message on the broadcast channel that firmware/software update is pushed on broadcast channel.
2. The Device identifies triggering parameters pushed to the broadcastchannel which locates relevant updates (matching device type and firmware/software version)
3. The Device downloads the Command and firmware/software package pushed to a broadcast channel
4. The Device applies the update per the Command(s)
5. The Device may store the update status log internally for later retrieval by the Service Provider









1.6 Alternative Flow
1. For step 5, the Device may provide negative acknowledgements for minimizing the responses the Server receives. Alternatively, the Device may set a random delay after which the response to the Server is sent.


1.7 Operational and Quality of Experience Requirements

1. DM Client should get the user’s approval to install the updates. SP may mark some updates as optional (user may decline) and others as mandatory (user cannot decline, can only postpone).

1.8 Gaps and Issues
1. Due to the nature of broadcast, all devices get notifictions, of all the updates, regardless of the update’s relevance to the device.

2. Having the updates available on all devices may cause conflicts with the SP’s policy of updates rollout (times, devices, location, etc.)

3. If DM commands are invoked directly after download, it bypasses the establishing of a trust relationship between DM server and DM client.
4. The update schedule is the same for all the devices of the same type and firmware/software version. If all devices start the update session at the same time, the sending of result report will overwhelm the server. DM Client may set a random delay after which the result to the Server is sent, preventing the Server from being overloaded.
5. The sending of Broadcast notifications is a security issue.  
6.  
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The BoF should discuss the proposal and accept it as a baseline for FUMO/SCOMO use case.
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