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1 Reason for Contribution

The OMA provides a very flexible mechanism that provisions a mobile device with access information to an external enterprise network [OMAProvCont] [OMAProvUAB].   However there is currently no agreed method for an enterprise network to register with a mobile operator’s network and allow access between the two, and trigger the provisioning of access information to the enterprise’s user-base.
2 Summary of Contribution

This input contribution outlines a means of enabling an enterprise to register with a Mobile Network Operator in order to allow the enterprise user-base to gain access to the enterprise’s network and applications.
For it to be effective, this mechanism does require industrial recognition.

3 Detailed Proposal

Introduction
The OMA provides a very flexible mechanism that provisions a mobile device with access information to an external enterprise network [OMAProvCont] [OMAProvUAB].   However there is currently no agreed method for an enterprise network to register with a mobile operator’s network and allow access between the two, and trigger the provisioning of access information to the enterprise’s user-base.
This input contribution looks at the mechanism involved in enabling an enterprise in registering access with the Mobile Network Operator (MNO) and registering access for the enterprise user-base.   Text in this contribution may be used as text in the Enterprise BoF technical report.

Enterprise Access Registration
This section takes an overview of the mechanism involved in registering an enterprise and its user-base.   Figure 1 shows a proposed end-to-end dataflow between elements that provision the user-base with access to the enterprise network from the MNO network.
The following text in this section describes the processes involved in the example dataflow in Figure 1.
Registration and Discovery
For an enterprise to register itself and its user-base for access a Mobile Network Operators (MNO), it must therefore be possible for the enterprise network to discover the appropriate service that enables this.   Therefore it is recommended that:
1. The MNO registers its Registration Server to a global Registration/Discovery System (e.g. a UDDI server or a search engine facility)
2. The enterprise discovers the Registration Server(s) for the MNO(s) from the Registration Discovery System

The during the discovery process, the enterprise must be made aware of the following:
· The URL needed to send its registration to the MNO

· The choice of access service, charging models and billing methods

As this is an automated process, the enterprise’s registration system is likely to be programmed with a set of service, charging and billing preferences.   The implementation of this is likely to be out-of-scope for the OMA.
Registration Request
Once the MNO Registration Server has been discovered, the enterprise is then able to send a request to register mobile access for itself and its user-base.   The MNO Registration Server responds with the following information:
· Format of the registration request

· Terms and conditions
The MNO may stipulate that the format of the registration request must include a digital signature.
Registration Information
The Enterprise Registration Client will respond with either a manually or automatically completed XML form.   It is likely that the MNO Registration Server will insist that the XML response is digitally signed.   The registration request may request a confirmation message to be sent to the mobile device(s).
Authentication
If authentication is required then the MNO will have to use either:

1. a globally accessible authentication services (e.g. PKIX),

2. or an internal authentication service to which enterprises have pre-registered.
Obviously the first of these two options is preferable; in fact the second option rather defeats the purpose of having a unified automatic enterprise registration mechanism.
The authenticity of the digital signature is checked and access is granted or denied.
Confirmation
A confirmation or rejection is sent from the MNO Registration Server to the Enterprise Registration Client.   If confirmed then the MNO must allow access between the enterprise gateway and MNO gateway in accordance with the registration agreement.

A confirmation is also pushed to the relevant mobile device(s), if this is supported by the MNO and requested by the Enterprise Registration Client.   A Push message to the device could either be sent via SMS or over a data bearer.

Device Provisioning
During registration an enterprise identifies its user-base that can access its network.   The MNO Registration Server must forward to the Provisioning Server details of these relevant subscribers and the associated level of enterprise access.
The Provisioning Server then sends a provisioning document to each of these subscribers giving details of access to the enterprise.   This can be sent via SMS or over a data bearer.
















Figure 1: Flow diagram example showing an enterprise registering mobile network access, triggering provisioning

Message Delivery, Format and Data
An agreed and extensible method is required for transferring registration data and payment between the enterprise and MNO.   The following aspects need to be agreed:
· Application Protocol – likely to involve a commonly used request/response Internet protocol, such as HTTP
· Registration parameters for the XML message – see below
· Requirements for WSDL - general format of WSDL responses.
· Baseline interoperability for non-WSDL implementations – static conformance
The development of registration parameters for the XML message will be central to defining an interoperable mechanism.   Such parameters are likely to fall into a number of categories including:

· Baseline mechanism support, e.g.:

· mobile device addresses, enterprise access point address, enterprise proxy address, enterprise DNS server address, application connectivity parameters, domain connectivity parameters, port number connectivity parameters, digital signature of enterprise
· Business model support, e.g.:

· duration of access, number of users, payment method, payment details
· meta-data, e.g.

· terms & conditions

· policy support, e.g.

· a terms & conditions acceptance flag, confirmation/rejection
These parameters are likely to be reflected in messages from both the Enterprise Registration Client and MNO Registration Server.   More detailed analysis is required by the group that will undertake this work.
Provisioning Enterprise Access Information to its User-Base
Access point connectivity provisioning is already specified in the OMA Provisioning specifications [OMAProvCont] and [OMAProvUAB].   The relevant sections can be found in:
· [OMAProvCont] 4.5.15, 4.6.15 and section 6.8 includes an example
· [OMAProvUAB] 4.9, 4.10

These sections specify the ACCESS element that includes parameters that bind access points and proxies to access conditions.

Access to access points and proxies may depend on the Application ID, port number and domain.   Therefore when the user-base accesses enterprise-centric domains and applications they will be directed to a particular access point or proxy.   The access point definition will accommodate different bearers, including GPRS, W-CDMA, WLAN and Bluetooth.
The support of this functionality on the mobile device is mandatory.

4 References
[OMAProvCont]
“Provisioning Content Version 1.1”, Open Mobile Alliance(, OMA-WAP-PROVCONT-v1_1, URL: http://www.openmobilealliance.org/
[OMAProvUAB]
“Provisioning User Agent Behaviour 1.1”, Open Mobile Alliance(, OMA-WAP-PROVUAB-v1_1, URL: http://www.openmobilealliance.org/
5 Intellectual Property Rights Considerations

No related IPR known.
6 Recommendation

To include agreed text from this input contribution into the Enterprise BoF technical report.
It is also recommended that the Enterprise BoF is aware of existing text in [OMAProvCont] and [OMAProvUAB] that provisions the mobile device with access behaviour towards the enterprise network.
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