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1 Reason for Contribution

As the Enterprise BoF has collected and analysed and processed benefits and challenges into the draft TR, it resulted into a spread of such information throughout the sections 6, 7, 8 of the current draft TR, in addition to specific challenges related to analysed use cases which were captured in the analysis matrix, currently not part of the draft TR. This contributions aims to provide a resolution to this issue and as a result make the TR document more focused and self-consistent, and aligned via common-threads with the other sections of the document. 

This contribution is complementary to contribution OMA-ENTBOF-2004-0029_Revised_TR_Introduction submitted at the same time by the same companies. While the two contributions can be reviewed and approved in isolation, since each of them is self-consistent, the two contributions have both extracted aspects from the current sections 6 and 7 and the companies have worked together to ensure that no content has been lost in the process, and they together provide a more consistent and focussed change to the TR structure, than in isolation. The current contribution is still a work-in-progress contribution and will be subject to additional revisions. The intent at this stage is to gain approval by the Enterprise BOF to continue the processing on this path.

2 Summary of Contribution

In the interest of facilitating presentation and future processing, the summary will explain the process applied in relative detail, while the detail proposal will contain the new text proposed for Section 6 as a result of the processing. The authors preferred this method because it was very impractical to review simultaneously changes from 4 different sources.

This input contribution proposes the following:

· Text from the current Section 6 will be merged with text from the current section 7 to form a section in the TR titled “Benefits and Challenges for the Enterprise Ecosystem”. The rationale behind this proposal is to be able to better follow the ecosystem theme through the rest of the document, in support of Section 4, through components, in the case of benefits (enterprise, service providers, others), and through more detailed roles in the case of challenges (see below). Additional challenges identified from Section 8 will be added into the new proposed Section 6. That will allow for disposing of current sections 6, 7 and 8, and replacing them with the new proposed Section 6. Finally, challenges identified in analysis matrix from the processing of the use cases will also be merged into the new proposed Section 6. The following describes the new structure of Section 6 and process followed in more detail.

· Following the ecosystem thread, there will be 2 main subsections in the new proposed Section 6.

· Section 6 starts with a heading summary setting expectations for the section.

· Section 6.1 will be titled “Benefits for the Ecosystem” and will then be organized as:

· A heading describing the components of the ecosystem addressed here, and the source of the benefits to be presented.

· Benefits for the Enterprise (proposed section 6.1.1). This section is the result of a merger between a subset of high level benefits existing in the original 6.1, some editor’s notes in the original 6, and some re-wording and re-grouping.

· Benefits for the Service Providers (proposed section 6.1.2). This section is the result of a merger between a subset of high-level benefits existing in the original 7.1, and some re-wording and re-grouping.

· Benefits for others (proposed section 6.1.3).  ). This section is the result of a merger between a subset of high level benefits existing in the original 7.2

· Section 6.2 will be titled “Challenges for the Ecosystem” and will then be organized as:

· A heading describing the groupings used – namely the topics by which we categorize the challenges and the further groupings of those challenges by roles in the Enterprise Ecosystem. The topics proposed are a result of using the input topics from the analysis matrix, followed by some merging to reduce the number of topics to consistent important themes. The result may not be final, but this is what you will find in the detailed proposal text:

1. Administration

2. Security

3. Privacy

4. Interoperability

5. Usability

6. Cost control

The heading of the section also lists and gives a summary description of the roles used in further grouping of the challenges. The roles are taken from Section 4 of the TR, and are consistent as well with the recent input contribution for restructuring Section 4. The roles used are the following:

· For each of the proposed topics, a section then follows, with a short summary heading, followed by with subsections titled by the roles.

· Processing of challenges per topic, per role was accomplished as follows:

· Challenges taken from the analysis matrix are (temporarily) prefixed with an acronym identifying the source use case.

· Challenges taken from the original Section 6 are (temporarily) prefixed with “Example 6.x” identifying the source example challenge.

· Challenges taken from the original Section 8 are (temporarily) prefixed with “Capability 8.x” identifying the source capability challenge.

· The authors have merged some challenges from all categories, when it was evident and relatively straightforward while going through the processing. An attempt was made to preserve multiple sources when doing so.

· Some challenges are duplicated, exactly, or partially under multiple topics and/or roles, based on the judgment of the authors that they may need to be emphasized as such.

· As stated before, this section is not complete. The authors suggest following additional processing to be continued:

· Continue identifying duplications and/or common-threads, under each role, and merge appropriately such challenges.

· Bring all challenges to a more consistent level of detail – this is a problem still, given the source of the different challenges, and the terseness vs. extensive detail associated with the different sources.

· Some rewording may be needed, while going through those steps; this may include in some cases additional explanations from the original owners of submitted text

· Some challenges may be further moved to other roles, or duplicated to other roles

· Revised or additional text may be needed for summary headings of different sections

· The prefixes indicating the origin of the challenges will be removed, with the possible exception of keeping the indications for those originating from use cases analysis (to be decided during the discussion of this proposal).

· Finally, we may want to consider a different format of presentation of such a large number of challenges, possibly using tables.

.

3 Detailed Proposal

6. 
Benefits and Challenges for the Enterprise Ecosystem

This section identifies some of the benefits expected by different components in the Enterprise Ecosystem, as well as challenges that need to be met in order to achieve such benefits. As expected, there are challenges for every component in the ecosystem, and for every role identified in those components, and they will be detailed to a degree that will allow Enterprise BIOF to make recommendations to OMA. At the same time, the benefits for every component in the ecosystem justify rising to the challenges. Since this is a Technical Report, it focuses too much greater detail on the challenges than on the benefits, but the latter are included at the top of this section as a driver and an incentive for OMA and the mobile industry to rise to the challenges.

6.1 Benefits for the Enterprise Ecosystem

This section first identifies some of the benefits for different components of the Ecosystem that should serve as a driver for the mobilization of enterprise applications and services, with the focus on the Enterprise, the Service Providers (Operators are included in this category) and other components in the Ecosystem (e.g. terminal vendors). These benefits have been derived from input contributions by OMA member companies, either provided in the form of direct contributions to challenges and benefits, as a result of conclusions from analysis of submitted use cases, or as a result of direct input from participants in meetings, captured in minutes.

6.1.1 Benefits for the Enterprise

The following are a set of expected benefits identified for the enterprise, grouped into main themes:

1. Increased productivity through significant change, supported by following detail:

a. Significant improvement in access (queries/updates) to enterprise data

b. Significant improvement in efficiency, due to flexibility, timeliness and level of responsiveness and accuracy.

c. Overall improvement of employee motivation/satisfaction with the job.

d. Reduced traveling time to/from office for employees

e. Reduced efforts/stress in trip preparations for employees

2. Cost reduction, supported by the following detail:

a. Anticipated cost savings per supported type of device

b. Anticipated cost savings per employee

c. Anticipated cost savings due to reduced traveling needs

d. Anticipated cost savings due to better interactions with partners and suppliers

e. Allow for better planning and use of capital budgets

3. Increased profits, supported by following detail:

a. Ability to positively affect sales due to efficiencies exploited during interactions with customers

b. Ability to project improved brand image

c. Ability to speed up introduction of products and services
d. Improvements in customer satisfaction; ability to offer better customer service

6.1.2 Benefits for the Service Provider

The following are a set of expected benefits identified for the Service Providers, grouped into main themes:

1. Increased customer base (enterprises still represent a market growth opportunity, insufficiently tapped)
2. Increased usage revenue, supported by following detail:
a. Opportunity to facilitate integration of back office applications
b. Opportunity to increase bearer revenue
c. Opportunity for increased roaming revenue
d. Opportunity for service differentiation
3. Cost reduction, supported by following detail:
a. Reduce help desk call volumes, due to support via enterprise help desk
b.  Faster resolution, due to support via enterprise help desk
4. Retention and leverage of end-user loyalty, supported by following detail:
a. Enterprise users are potential individual consumer customers
b. Individual consumers may accelerate the access of new service providers into the enterprise
5. Potential for new business opportunities, supported by following detail:

a. Opportunity to host enterprise services

6.1.3 Benefits for others

The following are a set of expected benefits identified for other components of the Ecosystem (e.g. terminal vendors), grouped into main themes:

1. Opportunity for differentiation

2. Increased revenue, supported by following detail:

a. Increased demand for high-end devices

b. Specialized devices for vertical markets

3. Opportunity for new distribution channels

4. Retention and leverage of end-user loyalty, supported by following detail:

a. Opportunity for co-branding

b. Enterprise users are potential individual consumer customers

c. Individual consumers may accelerate the use of terminals in the enterprise

6.2 Challenges for the Enterprise Ecosystem

The challenges examined here are grouped by topic. For each topic we describe the challenges faced by the principal actors/roles that we have identified within the enterprise ecosystem (see chapter 4). We have discovered these challenges through our analysis of the use cases within this TR, and from other input contributions representing collected experience of the telecommunications and IT industries.

The topics considered here are:

7. Administration

8. Security

9. Privacy

10. Interoperability

11. Usability

12. Cost control

The challenges are considered for the principal roles as follows:

Enterprise chooser:  selects the services that the enterprise will deploy for its employees. His role is to select services that can be deployed in accordance with the enterprise’s business policies for functionality and required level of service. He also set the usage policies

Enterprise User: uses the service provided by his enterprise employer, within the constraints of enterprise policies. In time of trouble, he will call the enterprise help desk

Enterprise Service Manager: is responsible for running the service according to enterprise policy, and for monitoring and reporting on usage
Service Provider Provides parts of the service not run by the enterprise. There may be multiple service providers who contribute to delivery of a service (e.g. Mobile Operator, hosting company, managed service provider).

Possibly others if we discover them from work on section 8 etc
6.2.1 Administration

In this group, we consider the challenges of administering a service. Administration covers aspects of service throughout its lifecycle, including, but not limited to:

· Ensuring that a service/solution is interoperable with the enterprise’s systems and approved device family

· Provisioning users

· Managing their issues as they use the service

· Managing the service itself from end-to-end. This must include parts of the service that execute in the device and service provider as well as in the enterprise.
6.2.1.1 Enterprise chooser challenges

S Mgt + DM + Mob email + Corp chat: Enterprise help desk should integrate with, and partially replicate, service provider/mobile operator service management and provisioning.

S Mgt: How to acquire required set of networks and routes

DM + Mob email: Monitoring and controlling device configuration and status

Road Warrior: Choose the level of "seamlessness" to be made available to employees

Mob email: Provisioning of device / email and PIM client

Mob email: Ensure interoperability with fleet of devices available (or selected by enterprise)

Mob mail: Ensure integration with enterprise services (email/PIM services)

Corp chat: PoC must interoperate with enterprise SIP

Capability 8.16: need to deal with a large set of different service providers, which implies the need to be able to systematically (via automatable, potentially standardized processes) establish business relationships between enterprises and service providers as required to support the mobilization of their applications. Processes requiring systematic approach include, but are not limited to: establishing credentials, determining available terms (contract types), negotiating resources/services/capabilities, signing SLAs, relationship to employee if needed depending on the type of services (last one needs clarification from originator).

Examples 6.3.4: Compelling mobile applications rely, expose or exploit features supported by a wide variety of service enablers, like the ones specified by OMA or developed using OMA enablers. Usages of these enablers are typically controlled by service providers in the case of WWAN access, but some may be controlled by the enterprise; especially in the case of corporate WLAN. 

· Need to allow enterprise applications access to and/or monitoring of personal information like location, presence, identity, usage, settings etc… in ways that most operators will in general not expose to third party either to preserve a value added business model or for security, privacy, or regulatory considerations. 

· Deployments of such enterprise mobile applications may require a particular business relationship with the operator and tight one-off integration to access and use of the service enabler provided by a particular service provider.

· Need to manage such integration whenever the service enabler is upgraded or whenever a different operator is involved. Global business and worldwide roaming rapidly forces the enterprise to repeat this process with multiple operators and service providers who may have a variety of network technologies. 

· Need to manage this process also whenever the enterprise wants to take advantage of new features and new service enablers. It is further complicated when the applications rely on enablers that are exposed on other networks (other technologies, other service providers, to and from intranet).

· Until this becomes a viable situation, enterprise will avoid deploying any applications that would require use of such enablers. Compelling mobile applications that take advantages of these features may be discouraged, which further reduces the overall value and adoption of mobile applications and services. Examples include VoIP, multimedia functionalities and applications deployed in an enterprise network cannot be easily integrated with similar mobile capabilities (e.g. IMS) without complex integration hard to deploy or extend across a large set of operators.

Examples 6.3.5: Ensuring flexibility and setting and tearing down relationships, including access and security policies implementation with multiple operators and service providers:

· Enterprises require peer-to-peer security relationships with fairly simple, automatable processes to set up secure connections between parties.

· Given increasing number and frequency in change of such relationships, these relationships must be constructed/destroyed dynamically, not necessarily being limited to off-line negotiations and contracts.
6.2.1.2 Enterprise user challenges

Corp chat: PoC must interoperate with everything

S Mgt + Mob email: How do I interact with the help desk and identify a service fault

Road W: What policy/provisioning role does the enterprise employee have?

Mob email: How can I control who accesses my device?

Mob email: How to automate setting up my device?

Mob email: The service I experience on my chosen device must interface and behave as my usual corporate e-mail / PIM system.

6.2.1.3 Enterprise Service Manager challenges

S Mgt + DM + Mob email+corp chat: Should be able to communicate and interact with SP/Operator provisioning and service management 

S Mgt: Enterprise must be able to identify which service a user is using, including within a service provider

S Mgt:  Should be able to vary level of service to stay within cost limit

Rd War: Support of a comprehensive policy evaluation and execution eco-system

Rd War: - ensure that same OMA enablers/releases are supported across same type of devices for all employees; ensure that enterprise applications can be uniformly distributed

Rd War: - needs to communicate specifics of new channels/form factors to be supported for the enterprise; if the enabler is an enterprise enabler, all other functions to administer that enabler

Mob email: Maintain interoperability with devices and email/PIM systems

Mob email: Set up, monitor and remote control of employees’ devices

Capability 8.1 – need to allow enterprise to detect the characteristics and capabilities of devices used by their employees so that application can be adapted or optimized for them and so that the support department can more easily track potential sources of problems (e.g. unsupported features). Those include: 
· Device type or class

· Capabilities (e.g. available and enabled applications or services)

· Form factors / modality related features

· User Agent(s)

· Platform versions

· Device identity

· Network

· Service provider

Capability 8.2 & 8.4 & 8.5 & 8.7 – need to allow for enterprise to optimally notifying, monitoring or updating employees devices, including adaptation of applications to new devices, enterprises need to be able to automatically discover all devices, network or service providers associated to and used by an employee, including history of usage. In particular need to discover new devices, especially important when the employee use a new device unknown to the help desk. 

Capability 8.3 - need to be able to identify a user in general to allow access to data or resources and to apply his or her preferences. In addition, it is needed if the enterprise wants to be able to monitor employees’ activity, to facilitate authentication by exploiting this as an additional credential and to allow enterprise to directly affect employee resources, devices and their usage of mobile applications.

Capability 8.6 – need to be able to notify an enterprise of the presence of an employee on the network and the details of that presence (what device on what network with what SP), to allow the enterprise to contact such employee for various operations driven by the enterprise service manager.

Capability 8.8 – need to be able to monitor employee’s activity (what service/applications are used or accessed by an employee) and presence and to be able to proactively contact or affect and employee’s resource or device. It is also a way to address to allow the enterprise to provide for employees independently of the network / operator that they are on (the latter needs explanation from originator).

Capability 8.18 & 8.35: need to provide end-to-end support to enterprise’s employees (potentially also partners, suppliers and customers) implies the need to have access to or be notified about service provider’s relevant service status information with respect to availability of resources (network, enablers). Information needed is based on SLAs and includes, but may not be limited to: status, QoS, outage details, problem predictions (e.g. planned outages due to upgrades).

Capability 8:19: need to allow for enterprise to exchange with service providers on-the-fly requests with respect to workaround, fixes of problems or outages or extending beyond the nominal usage conditions to provide end to end services, include ways to extend the terms as needed or re-routing services through other service providers

Capability 8.22: need to support corporate IT policies for lifecycle management of any enterprise application or data across multiple devices, multiple networks, operators and technologies 

Capability 8.25 & 8.26: need to allow the enterprise to set up policies associated to the usage of their resources and possibly policies for the usage of services by their employees that other service providers should enforce (policy description, registration, discovery, selective delivery, enforcement and validation)

Capability 8.12 & 8.28:  need to be able to discover how to satisfy the conditions (or rule set or policies) for using a service enabler exposed by a particular service provider

Capability 8.27: need for enterprise to have access that will allow obtaining information on the bill and usage details of their employees
Capability 8.33: need to support enterprise IT policies for device backup and restore capabilities

Challenges 6.2: 

· Challenges to develop, deploy and maintain multi-channel applications that are suitable / optimized for the numerous different mobile channels and devices (e.g. browser type, modality,).

· Challenges to support different connectivity models and network technologies including hotspot, enterprise SIP networks and corporate wireless network.

· Difficulties to support (provisioning, debugging, remote assistance) mobile applications across a disparate set of mobile devices deployed across numerous networks (with different technologies and different service providers).

· Difficulties to develop compelling mobile applications that exploit mobile features based on service enablers controlled by service providers, in a manner that is automatable (discoverable) and repeatable or aggregatable across all service providers that are relevant to the enterprise.

Examples 6.3.1: need to support a huge variety of devices with rapidly moving technology (moving target):

· Employees are using other devices than expected: personal terminals or rented equipment when travelling

· Employees located in various regions are limited to the devices sold by their service providers or developed for the underlying network technology. 

· The lifetime of devices is short and soon after deployments the enterprise has to retire the devices and support new ones. 

· The maintenance, upgrade, modification of application can become unmanageable, as it must span numerous versions of the applications or adaptation of the application.

· How to access the appropriate information about a device to select or adapt the application to the channel or identify the user.

· How to deal with new and unknown device types

Examples 6.3.2: need to deal with a variety of connectivity models, network parameters and network technologies:

· How to provide secure access to the corporate intranet for such a large set of (often closed) devices 

· How to maintain sessions on wireless network or alternatively, how to design applications able to deal with unexpectedly intermittent connectivity due to dropping of sessions, connectivity, coverage etc….


· How to develop applications that can support the wide range of connection patterns encountered by the employees: 

· Online: [always connected]

· On constrained networks (WWAN)

· Broadband intranets (WLAN)

· Intermittently connected:

· Some time online and some time offline

· Mostly offline, i.e. occasionally online.

· How to integrate voice, Voice over IP and multi-media networks and applications to allow them to be accessible from mobile networks or to interact with mobile networks (e.g. how can a VoIP enterprise application or a multimedia collaboration application (e.g. screen sharing) drive a mobile device on a public mobile network (e.g. with IMS) and conversely how can such a device interact with applications or devices present in the enterprise network). 

· Development and integration challenges are often enormous and require dedicated lines and agreements with specific operators.

· Extensions to a large set of operators is a challenge

· There is a lack of flexibility to allow deployment of new enterprise applications or fine tune its usage and features within the schedules required by the enterprises

· How to develop/adapt enterprise applications in order to use them across networks:

· With different technologies

· From different service providers

· To and from the corporate intranets

Examples 6.3.3: the IT department may desire to, but can’t afford to reproduce the network, connectivity and channel / device conditions of a particular problem.

· Challenge in provisioning, monitoring, checking or debugging most device environments and application errors.

· Complex configurations of applications or enabler specific settings (e.g. e-mail servers, VPN, MMSC,) that are enterprise-specific and not available off the shelves or provisioned by the operators and therefore not known by the operator’s technical support.

·  Configuration of the device is challenging and often incomprehensible to most users. IT departments can not keep up with the subtleties of provisioning a wide variety of devices, with different provisioning steps and methods, on different networks with different levels provisioning capabilities and methods available to them from a variety of networks and operators.

· After going through the experience of one deployment, chances are that IT departments will either veto any future mobile deployment until these issues can be tracked and managed systematically or the department that deployed the application can assume the responsibility for support. This leads to additional costs, diversion of resources and inefficiencies, resulting in sub-standard support
· Backup and restore of mobile devices is still a challenge today.
· IT departments need to receive advance notice of outages or weakness in the network to warn users or take pre-emptive or corrective actions.

· Need to allow automation of the exchanges needed for enterprise to reserve peak resources and for SP to react to the requests.

Examples 6.3.4: Compelling mobile applications rely, expose or exploit features supported by a wide variety of service enablers, like the ones specified by OMA or developed using OMA enablers. Usages of these enablers are typically controlled by service providers in the case of WWAN access, but some may be controlled by the enterprise; especially in the case of corporate WLAN. 

· Need to allow enterprise applications access to and/or monitoring of personal information like location, presence, identity, usage, settings etc… in ways that most operators will in general not expose to third party either to preserve a value added business model or for security, privacy, or regulatory considerations. 

· Deployments of such enterprise mobile applications may require a particular business relationship with the operator and tight one-off integration to access and use of the service enabler provided by a particular service provider.

· Need to manage such integration whenever the service enabler is upgraded or whenever a different operator is involved. Global business and worldwide roaming rapidly forces the enterprise to repeat this process with multiple operators and service providers who may have a variety of network technologies. 

· Need to manage this process also whenever the enterprise wants to take advantage of new features and new service enablers. It is further complicated when the applications rely on enablers that are exposed on other networks (other technologies, other service providers, to and from intranet).

· Until this becomes a viable situation, enterprise will avoid deploying any applications that would require use of such enablers. Compelling mobile applications that take advantages of these features may be discouraged, which further reduces the overall value and adoption of mobile applications and services. Examples include VoIP, multimedia functionalities and applications deployed in an enterprise network cannot be easily integrated with similar mobile capabilities (e.g. IMS) without complex integration hard to deploy or extend across a large set of operators.

6.2.1.4 Service Provider challenges

S Mgt + Road War: - Should be able to communicate and interact with enterprise provisioning, help desk and service management, according to access policy (to protect operator critical resources)

S Mgt: - Should be able to vary level of service to stay within cost limit

DM: Must be able to limit access to the same that customer care centre has (to maintain business integrity)

Road W: Minimize enterprise access to critical operators resources, while providing needed information to enterprise manager and employees

Road War: Support of a comprehensive policy evaluation and execution eco-system

Mob email: Interoperability with devices from a range of manufacturers that encompasses all enterprise customers

Mob email: Interoperability with email/PIM systems from a range of vendors

Corp chat: PoC must interoperate with operator SIP

Capability 8.25 & 8.26: need to allow the enterprise discover policies for the usage of services by their employees

Capability 25 & 26: need to expose their resources and enablers in ways that would allow them to guarantee that the services are exposed and used in a secure, manageable manner that is compatible with a viable business model (e.g. billable) and is automatable.

Challenges 7.2: in order to improve on the service of offering bandwidth and access, need to be able to expose resources in their network and in terminals on their networks in ways that are:

· Follow applicable regulation

· Manageable

· Billable

Challenges 7.2: need to understand and reconcile the role of the enterprise in the ecosystem that includes them and the service providers. This is a challenge because:

· The business model is different than the one that applies in the consumer market

· The enterprise is an intermediary between the service provider and the end-user of the services offered by service providers

· Some service providers sometimes concerned that enterprises may behave like a competing service providers for some of the services that they would like to market.

· Others would like to treat enterprises as another service provider (application provider) undistinguishable from other service provider focused on delivering services to consumers.

Challenges 7.2: the service provider environments are often not designed to allow the required flexibility to expose enablers in a manageable, secure and billable manner in ways that would be viable and fast enough to accommodate the needs of a wide range of enterprises. Enterprise solutions are either very generic or limited to some key enterprise or solutions – which creates a difficulty for service providers to satisfy different requirements for different enterprises.

· Security and corporate IT guidelines in the enterprise impose different requirements for service provider

· Need to provide end-to-end services including support, monitoring and problem forecasting and mitigation.

· Expected level of quality of service

· Expected degree of partnership

· Ability and desire to co-design or impose technology and business requirements on particular services.
6.2.2 Security

In this group, we consider the challenges of ensuring the security of using enterprise applications accessed from mobile devices outside the enterprise Intranet. Security covers aspects of service throughout its lifecycle, including:

· Identity (authentication, authorization, sharing of attributes)

· Secure access to enterprise Intranet

· Integrity

· Confidentiality
6.2.2.1 Enterprise chooser challenges

Multi-op: protect SP resources from unauthorized access

Multi-op: describe required interface/parameters to enterprise users

Multi-op: handle different identities

DM: Segregation and secure delivery of DM parameters between operator or enterprise DM management centre and mobile device

DM: Secure delivery of business critical data stored and managed in mobile device to enterprise information system

DM: Secure connectivity between enterprise or operator help desk agent and mobile device DM and diagnostics agents 

Mob e-mail: End to end secure exchange of e-mail and PIM without any intermediate storage / clear stages

Mob-e-mail: Audit-ability and secured corporate origin

Corp chat: PoC deployment must not compromise current security policy eg1 VoIP - the IP network eg2 Ensure end user validation
6.2.2.2 Enterprise User challenges

Multi-op: Multi-op: providing appropriate credentials to target SP

Corp chat + Multi-op : Security policy must not unduly impede working

Corp chat: How am I associated with my enterprise and with other organisations

Mob e-mail: How the send and receive e-mail without contravening Corporate guidelines

Mob e-mail: Difficulties to establish / maintain secure access

Mob e-mail: Secure control of device monitoring by enterprise help desk (and no others)

Mob e-mail: How am I associated with my enterprise and with other organisations

Mob e-mail: How do I link the device to user

Capability 8.9 & 8.13: need to ensure authorized secure access to enterprise resources (networks, applications, data and systems) for authenticated users

Capability 8.10 & 8.11: need to ensure confidentiality and integrity of the exchanges between employees devices and the enterprise networks
6.2.2.3 Enterprise Service Manager Challenges

Multi-op: select SP that handles enabler for each end user

DM + Corp chat: Cost/efficiency of implementation and management of security policies

Corp chat: Maintains directory entries

- Identify roles

- Associations to enterprises, operators and groups

- Sharing identities

Mob e-mail: Stability of secure access

Mob e-mail: Secure access to provisioning and network monitoring etc. in operator's domain and devices

Mob e-mail: (When hosting service) Maintains directory entries

- Identify roles

- Associations to enterprises, operators and groups

- Sharing identities

Capability 8.9 & 8.13: need to ensure authorized secure access to enterprise resources (networks, applications, data and systems) for authenticated users

Capability 8.10 & 8.11: need to ensure confidentiality and integrity of the exchanges between employee’s devices and the enterprise network

Capability 8.14 & 8.15: need to be able to have secure exchanges between the enterprise resources and the capabilities available in the operator’s network.

Capability 8.22: need to support corporate IT security policies when implementing lifecycle management of any enterprise application or data across multiple devices, multiple networks, operators and technologies

Capability 8.33: need to support enterprise IT security policies for device backup and restore capabilities

Examples 6.3.5: Security is another major concern to the enterprises, presenting challenges such as:

· Secure access physical limitations of mobile devices on wireless connections. 

· As service providers filter down access based on user’s information like credential, identity and other private information, enterprises are unable to establish a secure framework in the same manner as operator can on their network or as corporations can on their wired intranet or over corporate WLANs, because of the need to support access via multiple providers, as well as convergence

·  Enterprises require peer-to-peer security relationships with fairly simple, automate-able processes to set up secure connections between parties.

· Given increasing number and frequency in change of such relationships, these relationships must be constructed/destroyed dynamically, not necessarily being limited to off-line negotiations and contracts.

6.2.2.4 Service Provider Challenges

Corp chat: How does SP link user and enterprise

Mob e-mail: Billing for e-mail/PIM usage possibly differentiated from others: how to identify e-mail if encrypted

Mob e-mail: How to expose resources like provisioning, device and network monitoring etc in a secure, manageable and billable manner to authorized enterprises

Mob e-mail: Secure control of device monitoring by enterprise help desk (and no others)

Challenges 7.2: in order to improve on the service of offering bandwidth and access, need to be able to expose resources in their network and in terminals on their networks in ways that are:

· Compatible with the service provider’s security policy

· Do not threaten the integrity of their network
6.2.3 Privacy

In this group, we consider the challenges of enforcing privacy rules and regulations while providing the needed mobile services to the enterprise employees. Privacy covers aspects of service throughout its lifecycle, including:

· Privacy policies and settings

· Authorization with respect to privacy policies

· Privacy of the end-user as an individual consumer

· Privacy of the end-user as an employee of an enterprise
6.2.3.1 Enterprise chooser challenges

Multi-op: Multi-op: protect SP resources from unauthorized access? (Is this a privacy issue?)

DM + Corp chat: Maintain employee privacy outside the enterprise

S Mgt: Maintain employee privacy outside the enterprise

Mob e-mail: Nothing else than as usual with corporate e-mail / PIM
6.2.3.2 Enterprise User challenges

DM: Ensure access to enterprise owned/managed data

Multi-op: define privacy settings

Mob e-mail: Secure control of device monitoring by enterprise help desk (and no others)

6.2.3.3 Enterprise Service Manager Challenges

Corp chat: Enforce policy

S Mgt: Maintain employee privacy outside the enterprise

Mob e-mail: Nothing else than as usual with corporate e-mail / PIM

6.2.3.4 Service Provider Challenges

Mob e-mail: Enforce or support security and privacy with respect to monitoring of device.

6.2.4 Interoperability

In this group, we consider the challenges of ensuring interoperability for mobile services in an enterprise. Interoperability covers aspects of service throughout its lifecycle, including:

· Ensuring that a service/solution is interoperable with the enterprise’s systems and approved device family

· Ensuring service seamlessness for user, across enterprise, multiple operators and other service providers
6.2.4.1 Enterprise chooser challenges

Mob e-mail: Solution must integrate with / reuse directory used by enterprise for e-mail / PIM etc…

Mob e-mail: Need to be able to interoperate / sign SLAs etc with all needed operators

Multi-op: Need to address employees and partners will obtain service from more than one operator

Corp chat: Need to address employees and partners will obtain service from more than one operator

Road Warrior: Choose the level of "seamlessness" to be made available to employees

Mob email: Ensure interoperability with fleet of devices available (or selected by enterprise)

Mob mail: Ensure integration with enterprise services (email/PIM services)
6.2.4.2 Enterprise User challenges

Multi-op: User needs to operate with people from multiple SPs

Multi-op: User needs to roam across networks

Corp chat: User needs to invite PoC people from multiple operators

Corp chat + Mob e-mail: User needs to roam across networks

Mob e-mail: How am I associated with my enterprise and with other organisations

Mob e-mail: How do I link the device to user

Mob e-mail: User needs to be able to get e-mail and PIM from anywhere (if with coverage)

Mob e-mail: Needs to proactively advertise itself to enterprise

6.2.4.3 Enterprise Service Manager Challenges

Mob e-mail: (When hosting service) Maintains directory entries

- Identify roles

- Associations to enterprises, operators and groups

- Sharing identities

Mob e-mail: Need to know where and how to provision, notify or reach employees device (across different operator, technologies etc…)

S Mgt + DM + Mob email+corp chat: Should be able to communicate and interact with SP/Operator provisioning and service management 

Mob email: Maintain interoperability with devices and email/PIM systems

Capability 8.20: need to provide end-to-end interoperability between capabilities developed in service providers networks and enterprises, in order to allow for integration of enterprise solutions, in particular for application/services that are used across wireless and wireline technologies, terminating on a multitude of end-user devices. Such applications/services include, but are not limited to: e-mail, PIM, instant messaging, collaboration tools, voice/web/multi-media conferencing, presence, VoIP, streaming, PoC.

Capability 8.21: need to be able to aggregate capabilities across service providers and other sources (wired / internet, enterprises). This points to additional need for convergence and seamlessness of implementing and using a service with components offered by enterprise, service providers, and operators.

Capability 8.32 & 8.34: need to support multi-channel and multi-modal capabilities, and manage and adapt files and data for access or manipulation through mobile devices and networks

Challenge 6.2: need to integrate mobile solutions within the existing “production” environment of the enterprise that must prove business value and cost effectiveness and provide competitive advantage.

Examples 6.3.4: Compelling mobile applications rely, expose or exploit features supported by a wide variety of service enablers, like the ones specified by OMA or developed using OMA enablers. Usages of these enablers are typically controlled by service providers in the case of WWAN access, but some may be controlled by the enterprise; especially in the case of corporate WLAN. 

· Need to allow enterprise applications access to and/or monitoring of personal information like location, presence, identity, usage, settings etc… in ways that most operators will in general not expose to third party either to preserve a value added business model or for security, privacy, or regulatory considerations. 

· Deployments of such enterprise mobile applications may require a particular business relationship with the operator and tight one-off integration to access and use of the service enabler provided by a particular service provider.

· Need to manage such integration whenever the service enabler is upgraded or whenever a different operator is involved. Global business and worldwide roaming rapidly forces the enterprise to repeat this process with multiple operators and service providers who may have a variety of network technologies. 

· Need to manage this process also whenever the enterprise wants to take advantage of new features and new service enablers. It is further complicated when the applications rely on enablers that are exposed on other networks (other technologies, other service providers, to and from intranet).

· Until this becomes a viable situation, enterprise will avoid deploying any applications that would require use of such enablers. Compelling mobile applications that take advantages of these features may be discouraged, which further reduces the overall value and adoption of mobile applications and services. Examples include VoIP, multimedia functionalities and applications deployed in an enterprise network cannot be easily integrated with similar mobile capabilities (e.g. IMS) without complex integration hard to deploy or extend across a large set of operators.

6.2.4.4 Service Provider Challenges

Mob e-mail: How does SP link user and enterprise

Mob e-mail: Automating the establishment of SLAs

Mob e-mail: Allowing access to resources in a secure, manageable and billable manner

Mob e-mail: Provide knowledge base that locates employee and associates resources to use

Corp chat: Must be able to welcome PoC people in other operators

S Mgt + Road War: - Should be able to communicate and interact with enterprise provisioning, help desk and service management, according to access policy (to protect operator critical resources)

Mob email: Interoperability with devices from a range of manufacturers that encompasses all enterprise customers

Mob email: Interoperability with email/PIM systems from a range of vendors
6.2.5 Usability

In this group, we consider the difficulties encountered when using the mobile applications and services.  Usability covers aspects of service throughout its lifecycle, including:

· Use of devices and services that reduce productivity

· Lack of, or difficulty to obtain timely information

6.2.5.1 Enterprise chooser challenges

Road Warrior: Possibly need to define type of information that operators need to make available to the enterprise (for road trip preparation)

Road Warrior: Choose the level of "seamlessness" to be made available to employees

Road Warrior: choose the operators/service providers whose information is made available to employees

Mob e-mail: Filtering rules

Mob email: Ensure interoperability with fleet of devices available (or selected by enterprise)

Mob mail: Ensure integration with enterprise services (email/PIM services)
6.2.5.2 Enterprise User challenges

Road Warrior: Employee is preparing for the trip; pending location conditions, may decide to pre-load all data on his mobile devices from the current location or once arrived at customer site

Road Warrior: employee needs rapid access to application on the road.  In most cases, does not want to be in the business of selecting access, network and service providers, QoS, cost factors, security.

Road Warrior: Policy provisioning role for enterprise employee to be determined.

Mob email: How can I control who accesses my device?

Mob email: How to automate setting up my device?

Mob email: The service I experience on my chosen device must interface and behave as my usual corporate e-mail / PIM system.

Capability 8.24: need to maintain application level connection across network providers or technologies as user moves, or need to support application resiliency to roaming over different networks

Capability 8.25: need to be able to maintain degraded application level connection despite physical losses of connections motivated by the need to support application resiliency to intermittent losses of connectivity (coverage drop or “offline use). This is a key “usage” requirement of numerous business applications that must be able to do business even in the absence of coverage and not risk losing critical data if connectivity is suddenly lost

Challenge 6.2: need to deal with social resistance to change
6.2.5.3 Enterprise Service Manager Challenges

Rd War: Support of a comprehensive policy evaluation and execution eco-system

Rd War: - ensure that same OMA enablers/releases are supported across same type of devices for all employees; ensure that enterprise applications can be uniformly distributed

Rd War: - needs to communicate specifics of new channels/form factors to be supported for the enterprise; if the enabler is an enterprise enabler, all other functions to administer that enabler

Road Warrior: wants to manage on an on-going basis the services/information that the employees have access to and use to make decisions. Also, will want to verify that the operator/service provider complied with providing such on-the-fly information for policy enforcement.

Road Warrior: Support of a comprehensive policy evaluation and execution eco-system

Road Warrior: Policy provisioning role for enterprise service manager to be determined

Mob email: Maintain interoperability with devices and email/PIM systems
6.2.5.4 Service Provider Challenges

Road War: Support of a comprehensive policy evaluation and execution eco-system

Road Warrior: Need to minimize enterprise access to critical operators resources, while providing needed information to enterprise manager and employees

Road Warrior: Support of a comprehensive policy evaluation and execution eco-system

Mob e-mail: Support of any billing model

Mob email: Interoperability with devices from a range of manufacturers that encompasses all enterprise customers

Mob email: Interoperability with email/PIM systems from a range of vendors
6.2.6 Cost control

In this group, we consider the challenges of controlling the costs related to the introduction and maintenance of mobile services in the enterprise. Cost control covers aspects of service throughout its lifecycle, including:

· Cost of using and maintaining multiple devices

· Cost of using and maintaining multiple infrastructures

· Cost of integration between enterprise, operators and service providers

· Cost of integration between wireless and wireline enterprise infrastructures
6.2.6.1 Enterprise chooser challenges

Road warrior: choose the minimum number of types of devices per employee needed to support the enterprise apps, while supporting a variety of vendor’s choices. Ideally choose 1 type of device per employee

Road Warrior: choose an infrastructure that supports seamlessly multi-channels

Mob e-mail: Integration with e-mail / PIM system (and maintaining low cost)

Mob e-mail: Interoperability with fleet of devices available

Mob e-mail: Interoperability with other synchronization mechanisms in place (Desktop (cradle, Bluetooth,) sync / replications etc…)

Mob e-mail: Low integration cost

Mob e-mail: Low usage cost

S Mgt + DM + Mob email + Corp chat: Enterprise help desk should integrate with, and partially replicate, service provider/mobile operator service management and provisioning.

S Mgt: How to acquire required set of networks and routes

DM + Mob email: Monitoring and controlling device configuration and status

Road Warrior: Choose the level of "seamlessness" to be made available to employees

Mob email: Provisioning of device / email and PIM client

Mob email: Ensure interoperability with fleet of devices available (or selected by enterprise)

Mob mail: Ensure integration with enterprise services (email/PIM services)
6.2.6.2 Enterprise User challenges

Road Warrior: Employee needs to know what he can use his device for, at any time

Road Warrior: Assuming an enterprise application can work with multiple mobile devices, employee wants to use one preferred device for the road

Mob e-mail: Capability to monitor costs

Mob e-mail: Interface and behave as corporate e-mail / PIM system

Mob e-mail: Can work with my device

Mob e-mail: I can mix and match between mobile and other synchronization / e-mail access

S Mgt + Mob email: How do I interact with the help desk and identify a service fault

Road W: What policy/provisioning role does the enterprise employee have?

Mob email: How can I control who accesses my device?

Mob email: How to automate setting up my device?

Mob email: The service I experience on my chosen device must interface and behave as my usual corporate e-mail / PIM system.

6.2.6.3 Enterprise Service Manager Challenges

Road Warrior: Policy provisioning role for enterprise service manager to be determined. 

Road Warrior: ensure that same OMA enablers/releases are supported across same type of devices for all employees; ensure that enterprise applications can be uniformly distributed

Road Warrior: needs to communicate specifics of new channels/form factors to be supported for the enterprise; if the enabler is an enterprise enabler, all other functions to administer that enabler

Mob e-mail: capability to monitor and enforce costs

DM + Corp chat: Cost/efficiency of implementation and management of security policies

S Mgt + DM + Mob email+corp chat: Should be able to communicate and interact with SP/Operator provisioning and service management 

S Mgt: Enterprise must be able to identify which service a user is using, including within a service provider

S Mgt:  Should be able to vary level of service to stay within cost limit

Rd War: Support of a comprehensive policy evaluation and execution eco-system

Rd War: - ensure that same OMA enablers/releases are supported across same type of devices for all employees; ensure that enterprise applications can be uniformly distributed

Rd War: - needs to communicate specifics of new channels/form factors to be supported for the enterprise; if the enabler is an enterprise enabler, all other functions to administer that enabler

Mob email: Maintain interoperability with devices and email/PIM systems

Mob email: Set up, monitor and remote control of employees’ devices

Capability 8.27: need for enterprise to have access that will allow obtaining information on the bill and usage details of their employees, motivated by the need to control costs. Unlikely in the case where the account belongs to the user not the enterprise

Capability 8.28: need to be able to conditionally restrict/limit usage of services or service enablers based on enterprise-controlled policies (e.g. what can be done, expense quota, etc…), including the need to delegate enforcement of such policies to the service provider 

Capability 8.32 & 8.34: need to control costs with respect to support of multi-channel and multi-modal capabilities, and manage and adapt files and data for access or manipulation through mobile devices and networks

Challenge 6.2: need to integrate mobile solutions within the existing “production” environment of the enterprise that must prove business value and cost effectiveness and provide competitive advantage.

Challenge 6.2: need to absorb cost of change, disruption/outage during change, capital costs of new devices and operations costs for new infrastructures (end user support, operations support, administration)

Examples 6.3.6:  need to have access to billing information in order to keep cost under control:

· Without real-time access to billing information from all the involved service providers, enterprises have no way to control and dynamically manage the cost incurred by their employees. While guidelines and tools may allow optimization of mobile applications, such optimizations are difficult to achieve.

· In the absence of the ability to understand, sometimes in real-time, implications of roaming, usage models, and other factors on charges, enterprises limit authorized usage or reimbursement eligibilities, thereby preventing most deployments or reducing the enthusiasm of employees to use such applications

· As a result, poor usage is negatively interpreted and deployments are scaled down or discontinued.

· Additionally, enterprises are often required to invest in complex solutions and equipment/systems in order to use the mobile service enablers exposed by service providers. These in turn require highly skilled developers and system integrators. Overall the cost outweighs the return on their investment and subsequent benefits, especially considering all the surrounding issues.

6.2.6.4 Service Provider Challenges

Road Warrior: Need to find a way to extend individual consumer type of choices, to "group choices" - such as the one asked for by enterprise IT managers

Road Warrior: Depending on implementation, such enabler could be in operator, other 3rd party service provider or owned and operated by the enterprise.  Challenges would vary depending on the domain 

Mob e-mail: For hosting models only: Integration with e-mail / PIM system (and maintaining low cost)

Mob e-mail: Interoperability with as many devices as possible

Mob e-mail: Capability to support usage policies, cost monitoring

 S Mgt + Road War: - Should be able to communicate and interact with enterprise provisioning, help desk and service management, according to access policy (to protect operator critical resources)

S Mgt: - Should be able to vary level of service to stay within cost limit

DM: Must be able to limit access to the same that customer care centre has (to maintain business integrity)

Road W: Minimize enterprise access to critical operators resources, while providing needed information to enterprise manager and employees

Road War: Support of a comprehensive policy evaluation and execution eco-system

Mob email: Interoperability with devices from a range of manufacturers that encompasses all enterprise customers

Mob email: Interoperability with email/PIM systems from a range of vendors

Challenges 7.2: in order to improve on the service of offering bandwidth and access, need to be able to expose resources in their network and in terminals on their networks in ways that are:

· Manageable

· Billable

· Compatible with the possible reuse of infrastructure put in place for consumers

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposed changes will undoubtedly make the TR a better, more focussed and more consistent document, allowing for improved readability and for a consistent message from start to end. The authors recommend the following:

· Enterprise BOF to approve the restructuring of section 6 as suggested in the summary and detailed proposal.

· Enterprise BOF to approve inclusion of the new proposed text in the Detailed Proposal, as the text for the new Section 6 in the TR draft.

· In conjunction with the above recommendation, Enterprise BOF to approve removal of current Sections 7 and 8.

· The authors commit to provide additional revisions to the new proposed Section 6, following the process outlined in the summary proposal. Pending the result of approval of this contribution, this may be done via company contributions, but it is preferable to do this directly by submitting comments to a restructured TR, therefore allowing the editor, with help from co-editors to continue the work with little interruption towards completion.

· The intent is to be able to come into the Munich face-to-face meeting with a restructured TR for review, or at the minimum with restructured sections of the TR that will be submitted for review and approval in Munich.
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