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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The primary objective of Device Management Working Group is to specify protocols and mechanism for managing distributed, mobile wireless devices, in order to optimize a subscriber’s experience and reduce network operating costs. To accelerate the achievement of the objectives of the group, this work item will introduce Device Management (DM) Diagnostics and device monitoring functionality. 
The overall goal of the OMA DM Device Diagnostics and monitoring is to enable management authorities to proactively detect and repair troubles even before the users are impacted, or to determine actual or potential problems with a device when an opportunity presents itself. A management authority is an entity that has the right to perform a specific DM function on a device or manipulate a given data element or parameter. For example, the network operator, handset manufacturer, enterprise, or device owner may be the authority or share authority for managing the device.  

Further, the technology must also enable management authorities to remotely interrogate the device for trouble isolation. Based on this, it is proposed that the work item must address the following areas:

1) Diagnostics Policies Management: Support for specification and enforcement of policies related to the management of diagnostics features and data. 

2) Fault Reporting: Enable the device to report faults to the network as the trouble is detected at the device.

3) Performance Monitoring: Enable the device to measure, collect and report key performance indicators (KPIs) data as seen by the device such as on a periodic basis.

4) Device Interrogation: Enable the network to query the device for additional diagnostics data in response to a fault

5) Remote Diagnostics Procedure Invocation: Enable management authorities to invoke specific diagnostics procedures embedded in the device to perform routine maintenance and diagnostics.
6) Remote Device Repairing: Enable management authorities to invoke specific repairing procedures based on the results of diagnosis procedures.

The current DM Requirements Document (included in the DM 1.2 enabler release) will be examined to identify new DM Diagnostics and monitoring requirements and use cases as well as the needs to update existing use cases in the scope of DM Diagnostics functionality.  Use-cases specific to customer care have not been adequately addressed. Such use cases for example involve DM clients or servers selectively setting traps, collecting performance data, such as, call setup failures, call release causes such as RF loss, QoS attributes (low throughput, high erasure rate, high delay), and creating schedules to manage different tasks at the device and allow possibility to subsequently resolve these issues.  These operations are completed with or without a customer care representative. Reporting of configuration or performance data by a device may be scheduled based on a set of local DM client conditions or based on some event on the device.  The local conditions on the device or policies governed by DM server may effect if the reports are collected real-time or cached for later reporting.  This information can be configured to be collected at varying sampling rates and time periods.

DM Diagnostics and monitoring AD will specify the relationship between DM Diagnostics and Monitoring enablers and other DM enablers such as DM 1.2 and DM Scheduling.  Note that any DM Scheduling related requirements will be addressed by the DM Scheduling RD and subsequently have impact to the Scheduling AD.  Technical specifications and interoperability test specifications will be created to address the DM Diagnostics and monitoring requirements. 
Deliverable(s):
· DM Diagnostics and Monitoring RD.

· DM Diagnostics and Monitoring AD.
· Other linked DM Enabler Requirements and Use Cases (such as DM Scheduling...)
· New Technical specifications for Diagnostics (e.g. Trap) management objects, addressing new or modified DM Diagnostics requirements and use cases.
· Interoperability test requirements and specifications.
Existing Specifications or Documents Affected:

· Device Management RD 

Linked Work Items:
· OMA-WID_0001-Device Management

· OMA-WID_0013-Web Services Interface for DM
· OMA-WID_0075-OMA Service Provider Environment
· OMA-WID_0109-DM Scheduling
Linked Affected OMA Groups and External Fora

OMA REQ

OMA SEC

OMA ARCH

OMA IOP

3GPP

3GPP2

IETF
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Service Impacts:

The work defined in this work item will provide enhanced Device Management functions and services to the Device Management 1.2 Enabler Release. 

Architecture Impacts:

The work defined in this work item is not likely to impact the architecture diagram assumed by the Device Management 1.2 Enabler Release. Any enhancements will be included in the DM Diagnostics AD that is included as a deliverable, DM Scheduling AD and any other impacted DM Enabler. Any DM Scheduling related requirements will be transferred to DM Scheduling RD and subsequently have impact to the relevant AD. DM Diagnostics AD will show this relationship among other enablers.
Charging/Billing Impacts:

The work defined in this work item should not have impacts to Charging.  Billing issues are out of scope for this work item.
Security Impacts:

The work defined in this work item may have impacts to security that is defined in the Device Management 1.2 Enabler Release.  The work item must carefully address security issues associated with the actors (e.g. operators, device vendors, user, and enterprises) may be authorized to have access to such data, and provide access control mechanisms to protect the information.  For example, the data collection process may be used in specific customer care situations, or on a continuing basis to track specific device and network availability and performance information.  Appropriate security mechanisms shall be applied and user-authorization solicited as required to prevent the unnecessary collection and unauthorized dissemination of user information or device information. These impacts will be investigated.  
Privacy Impacts:

The work defined in this work item may introduce new privacy issues for remote queries to the DM clients.
IOT Impacts:

IOT testing will be necessary as will drafting of the appropriate test documents to progress specifications to approved status.
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