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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The primary objective of Device Management Working Group is to specify protocols and mechanism for managing distributed, mobile wireless devices, to optimize a subscriber’s experience and reduce network-operating costs. To accelerate the achievement of the objectives of the group, this work item will introduce Lock and Wipe Management Object (LAWMO) functionality.
Mobile users generally store some private information in their devices including contact books, contactor address, calendar, short messages, photoes and so on. So they will encounter risk of their private data being compromised when their device is lost or stolen. Device Management should provide a remote management mechanism to protect users sensitive private information. Remote management may include locking or wiping the affected sensitive information.. The consideration about authorization, authentication related to these processes is out of the scope of CIMO.
The overall goal of the Lock And Wipe Management Object is, to provide Management Authorities (e.g. Operators, Device Manufacturers and 3rd party service providers) an effective way to help their subscribers protect their private information remotely. 
Based on these, it is proposed that the work item must address the following areas:

1) Definition of  sensitive user information: the work item shall provide a means to indicate what user information is private and covered by LAWMO.  Typically, this will include but not limited to phone book, calendar, note, photo or images and other multimedia files stored on the device or smartcard.
2) Support capability to lock the defined sensitive user information on the device. 
3) Support capability to wipe the defined sensitive user information from the device.
4) 
The LAWMO will indicate the lock or wipe operation which need to be executed but the actual operation processing is out of scope.
It is envisioned that existing Device Management security mechanisms shall be used to ensure authentication and authorization for lock and wipe operations.
Existing Specifications or Documents Affected:

N/A
Linked Work Items:

OMA-WID_0001-Device Management
Linked Affected OMA Groups and External Fora

OMA DM

OMA REQ

OMA ARC
OMA SEC
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

The work defined in this work item will provide enhanced Device Management services to the Device Management 1.2 Enabler Release. It will allow the remote configuration and management of customization information using the DM protocol already defined by OMA in conjunction with Customization Information Management Object. 

Architecture Impacts:

The work defined in this work item is not likely to impact the architecture diagram assumed by DM 1.2 Enabler Release. Any enhancements will be included in the Customization Information MO AD which is included as a deliverable.

Charging/Billing Impacts:

The work defined in this work item will comply with the charging/Billing requirements of Device Management RD.
Security Impacts:

The work defined in this work item should normally not impact the security framework already defined in the Device Management 1.2 Enabler Release.
Privacy Impacts:

The work defined in this work item may introduce new privacy issues for remote customization information management of the DM clients.
IOT Impacts:

IOT testing will be necessary as will drafting of the appropriate test documents to progress specifications to approved status.
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5.2 Draft Version 1.0 Revisions
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