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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Today, mobile content spreads all over the mobile service world.  How to securely and efficiently identify a mobile digital content is becoming a more and more important issue, and is expected to have potential impact on the successful deployment of mobile services.  Content identification has been addressed in various industries, such as ISBN for commercial books, ISAN for audiovisual works, and the DOI® System (http://www.doi.org/ ). For example, the DOI® System developed by the International DOI Foundation provides a framework for persistent identification, managing intellectual content, managing metadata, linking customers with content suppliers, facilitating electronic commerce, and enabling automated management of media. Using DOI names as identifiers makes managing intellectual property in a networked environment much easier and more convenient, and allows the construction of automated services and transactions. It has been successfully deployed in scholarly and scientific publications. Security issue about the DOI names, however, has not been the main focus. With the recent development of Web2.0,  secure identification of user generated content becomes an important concern, as suggested by the recent initiative on the Principles for User Generated Content (UGC) Services (http://www.ugcprinciples.com/) to foster innovation, encourage creativity and thwart infringement. The potential applications of secure content identification include charging, content search/management, automatic content monitoring for copyright verification and usage statistics, content filtering/blocking,  content tracing,  selective recording/playback, remote triggering of ads in broadcast chains, etc. For example, in order to allow filtering by an enabler, in general, the mobile content should be securely identifiable based on the content itself (as the credential), as opposed to simply a name tag.  As another example, the mobile content should be unambiguously identified when entering the mobile service environment in order to trace the content in such environment (which, e.g., can be used for the survey of mobile advertisement).  
The issue that we are dealing with here is really a content identification and authentication problem.  In general, there are two issues involved. One is the unique identification of the content using a “globally” unique identifier (ID) and optionally other attributes, the other is to be able to verify that the “claimed” content ID, if available, is indeed bound to the content itself. In general, no trust is assumed between the two parties involved in content transaction. Instead, a trusted third party who has the authority to oversee the content ID management may be necessary to help assign an ID and/or verify the identity of a content. Unlike in user/device identity management and authentication where a user/device can typically obtain a PKI certificate and use it for mutual authentication between users/devices, contents may have never been registered before or may not have any sort of ID certificate attached, yet they still need to be identified (and potentially registered to get a unique persistent identifier assigned too) by any users/devices for different purposes. The credential a content has is actually the content itself. Users/devices should be able to correctly identify the content and/or authenticate its identity, for example, by examining the content’s hash value or other “fingerprints”.
Secure identification and authentication of digital content would allow secure interactions between content and all other entities (content provider, content distributor, service provider, operator, enables, end user) in the mobile service environment, resulting in a more trustworthy and efficient service/transaction environment. This will greatly benefit all parties involved. Unfortunately, this important secure content identification issue has not been adequately addressed by OMA.
To address this issue, we may need a content ID manager (CIM) (or a set of distributed CIMs) who can assign a unique content ID upon registration, help identify a content and verify its identity as requested by any device (see Fig. 1 below). Devices trust CIM and have its public key.  Content (together with its attributes) can be registered with the CIM by any trusted device if deemed necessary. Devices may directly verify the identity of the received content, e.g., through content ID certificate (i.e., a content ID signed by the CIM) if available. Devices can query CIM for content identification. If CIM can not identify the content, then the content registration process can be invoked to register the content with a new ID.
Note that although the DRM group develops the DRM specifications to ensure the legal usage of the content (including the binding of the usage rights to the content), it does not focus on the persistency of the content ID and its general secure usages. Furthermore, DRM only addresses premier, pre-packaged protected content, but not user generated content which is expected to become more and more widespread, as evidenced by the development of the Web2.0. Content identification and description has been partially addressed in ISO MPEG 21 (called Digital Item Identification and Description, http://www.mpegra.org/aspx/FAQ_Home.aspx).  Multimedia Content Description Interface has also been addressed by ISO MPEG-7 (http://www.chiariglione.org/mpeg/standards/mpeg-7/mpeg-7.htm). But both do not consider the generation, management and authentication of content ID. 
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Fig. 1: Content identification and verification/authentication
Objectives:
This work item thus aims to specify a set of secure content identification mechanisms for interoperable, persistent content identification and authentication in all mobile services. This will allow all the mobile content involved in the OMA enablers to be uniquely identified and authenticated if deemed necessary.
The work item will address the following issues:
· The interface (Interface 1 in Fig. 1) between devices and CIM to allow content identity query/registration/verification/error reporting, and issuing of content ID certificate.
· The interface between CIMs (Interface 1 in Fig. 1).
· Content ID assignment. Existing content ID systems such as ISAN will be considered and integrated to accommodate contents that already have a registered ID. Contents that do not have a content ID (e.g., user generated content) will be assigned an ID by CIM upon registration as requested by any trusted device.  In other words, CIM will provide a wrapper around existing standard content ID systems and its own ID system.
· Content identification/verification/authentication. The work item will specify how the content shall be identified/verified/authenticated by all the entities in the OMA service environment.  This may include format of the content ID certificate, content hash tools and digital signature schemes. Both traditional hash (no modification allowed) and content–based hash (that tolerates normal content-preserving processing) will be considered.
· Security aspect of the SCIDM enabler.
Notes:

· Support for content attribute management may also be considered. CIM can collect attributes of a content from some trusted devices, e.g., through registration. SCIDM will not specify how CIM should trust/verify the attributes it collects, as trust model is a complicated issue and may be more application specific.  
· SCIDM provides a service to allow a user/device to easily identify a received content, if deemed necessary. If the user/device does not care about the identification of the content, then the user/device can simply ignore SCIDM and do nothing more.
· SCIDM itself is not intended to provide a mechanism to classify the content. In other words, SCIDM is not responsible for generating the attributes (including classification/categorization information) of the content. It mainly concerns about a standardized way to securely identify a content. SCIDM may consider optionally providing some attribute information, only when available to CIM. No attribute information other than the content hash and general content type (e.g., video, audio, application software, etc) are mandatory to be provided to CIM. In short, SCIDM provides a very basic service, i.e., a standardized trusted content ID (which is a more efficient, and secure (trusted) representation of the content than simply a content name). Specific applications/services can take advantage of SCIDM to offer a more efficient and trustworthy service.  
Use cases:

The following use cases are to illustrate some basic call flows involved in content identification and authentication,  and how it benefits various players in the content food chain. More use cases can be found in a separate document (OMA-REQ-NWI-2008-0001R02-INP_SCIDM_Socialization).
Use case 1: copyright verification in content posting
A content provider (including potential ordinary users) is about to release a new content. Before it releases the content, it registers the content with the CIM. The CIM verifies that the new content is not already in its database, then assigns a content ID, generates a content hash of the content, records some other attributes such as name and author of the content, and whether or not the content is copyrighted. CIM then issues a content ID certificate which includes the assigned content ID, the content hash, and optionally some attributes.  
When a content is entering a mobile service network, it will be identified and authenticated. As an example, for a content posting application, the call flow can be described as follows:
1) A user requests to upload a content (this could be a user generated content that has not been registered) to a content hosting site. 

2) Before allowing the posting of the content, the hosting site verifies the content ID certificate if available. 
3) If verification fails or no certificate is available, the hosting site queries the CIM by sending the generated content hash to identify the content in the CIM’s database. If the content is found in the database, the CIM returns the content ID; otherwise, the CIM can choose to register the content in its database, assign a content ID, and issue a content ID certificate. 

4) The hosting site uses the content ID to check if the content is in a database of copyrighted content. If yes, it may choose to acquire a license from the content provider to post the content, or refuse to post the content; if not copyrighted, then the hosting site may choose to post the content.

As demonstrated above, with secure content identification and authentication, a content provider or distributor can get better protection of its valuable content and minimize revenue loss, a service provider can avoid any legal hassles by making sure it is not violating the copyright law by illegally hosting a copyrighted content, the end user who uploads or downloads the content can also reduce the risk of getting into legal complication. The operator also benefits by not having a lot of illegal content distributed over its network, saving bandwidth for better service to legitimate users.
Use case 2: parental control 
Parents would like to control what contents can be consumed by their children. The parental control module in the user terminal needs to identify the content and its associated attributes for such purposes.  The call flow can be described as follows:
1) The content is downloaded to the user terminal to be consumed by the user. 

2) Before allowing the rendering of the content, the parental control module identifies the ID and the rating of the content, and may verify this information if necessary. 

3) If verification is necessary, the parental control module may query the CIM to identify the content in the CIM’s database. If the content is found in the database, the CIM returns the ID; otherwise, the CIM can choose to register the content in its database, assign a content ID. The content ID  will be returned to the user terminal. 
4) The parental control module uses the content ID to retrieve the rating information from a potentially separate content rating system to see if it is appropriate to render the content to the specific user.
This use case shows that secure content identification and authentication will benefit end users, service providers, and device vendors
Existing Specifications or Documents that may be Affected:

OMA-RD-Identity_Management_Framework-V1_0-20050202-C
(It is to deliver requirements for an identity management framework covering identity discovery, transfer, and control of availability and use of identities or personal information. It includes End User Identity, Provider Identity, Device Identity, Application / Service Identity, but not enabler identity and content identity)
Linked Work Items:

SEC_CF 1.0
SRM 1.0
SCE 1.0
DCD 1.0
Linked Affected OMA Groups and External For a

· OMA Architecture

· OMA Requirements

· OMA CD
· OMA DRM
· OMA Security

· 3GPP, 3GPP2
· ITU-T
· IEEE
· IETF
· ISO MPEG 21
· ISO MPEG-7
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
3 Impacts
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Service Impacts:

Usage of content identities and authentication should be aligned with the specifications in all services.

Architecture Impacts: 
Specifications set by the work item may be implemented into OMA architecture and architecture framework specifications
Charging/Billing Impacts:

Content ID authentication is a key issue for charging/billing, and therefore the work item may be utilised there.
Security Impacts:

The work item enhances security and creates a more trusted service environment.
Privacy Impacts:

The work item must support OMA Privacy requirements.
IOT Impacts:

Key IOP issue is the implementation of the work item in multiple services environments.
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Business Focus guidelines to consider during Work Item creation:


The completion of work item takes time, effort and enthusiasm. The process of persuading others to join you in a quest to create a work item and to finally complete the task is a major investment for all concerned. It is therefore of paramount importance that the return from such a work item justifies the investment undertaken.


In order to ensure that Business Focus is applied in creating a work item, it is recommended to answer the sample questions below and use your sound judgement to evaluate the results (the intention is to question assumptions and clarify the reason for creating the work item):


1. What are the issues, as experienced by the market players and end users (a.k.a. the value chain), will this work item solve? Please describe the issues in detail to have a common understanding of the problem that needs to be addressed..


2. What benefit will your work item bring to the value chain in the cellular value chain e.g. the subscriber, the operator etc? 


3. Will there be high market acceptance of the outcome of this work and what evidence do you have to support this claim (If the industry can’t sell it, don’t propose it)?


4. Will the work item create complexity and increase costs (Increase Bill of materials)?


5. Will the proposal increase time to market?


6. Have you checked within the OMA if a similar work item has been proposed in another group, is already under discussion or under development in another WG?


7. Is this work item providing a solution to a problem that doesn’t need fixing?
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