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1 Description

Description and Objectives of Work to be undertaken (including Justification and Use Cases):

Description: 

LG Electronics & SanDisk have identified requirements from Operators aimed at improving the user experience when using network operator Smart Card based services.

This WID intends to define a new OMA Enabler the Removable Memory Web Server (RMWS). This Enabler will re-use the OMA SCWS 1.1 specifications and the SCWS 1.1 knowledge to get wider range use cases and possibilities. 
One example could be sharing information between several devices such as Smart Cards, Removable Memory Cards, etc. This sharing may be controlled by the operator Smart Card. The user could have his applications on a Removable Memory Card and all the security features (access rights, cryptographic functions, etc) may be managed by the Smart Card or alternatively implemented Internet existing standards that will be implemented in the Removable Memory Card.
In addition, the Smart Card WS could be enhanced to access resources on the RMWS.

RMWS will enable a service provider (either the MNO or non MNO service provider) to remotely manage the content on the Removable Memory Card and the access rights to this content. These access rights may be managed by the Smart Card – meaning access to the content will be allowed:

· only if the operator Smart Card is installed 
· or if the user is authenticated 
· or for a given handset model / type (may be identified by the IMEI).
The user may consume the content directly from the Removable Memory Card using its web browser. Application providers may access the Removable Memory Card using HTTP(s) over IP communication and retrieve information from the local web server. 

To summarise a Removable Memory Web Server is close to a Smart Card Web Server, being an independent web server provided by MNO and non MNO service providers. It can also serve as an extension to the Smart Card Web Server providing extra storage space.
All these services will be accessible via the WAP/xHTML browser.

The service may be extended later on to additional services beyond the web server, e.g. providing off line streaming service directly from the card.
Objectives: 

This WID proposes to identify requirements and to propose architecture and Technical Specification:

· To define the RMWS Enabler reusing as much as possible the SCWS Enabler
· To evaluate the desired enhancements to the handset IP stack and services in order to support several local web servers. Identify the relevant standards needed to be enhanced to enable this support.
· To define interfaces between the SCWS and the RMWS,
Justification: 

The Removable Memory Web Server will allow:

· A uniform user experience whatever the memory entities used (i.e. Smart Card, Removable Memory Card).

· The possibilities for a client application to be shared between several HTTP over IP enabled memory entities (e.g. secure features processed on the Smart Card and User Interface provided by the SD Card);

· The possibilities to have communications between the several local web servers (SCWS or RMWS).

Today, there is no clear solution to have more than a single local web server in a handset. This WID intends to bring a solution to this.

Use cases:  
1. The subscriber browses all the memory (Smart Card, Removable Memory Card) into his handset easily. He displays static and dynamic pages.

2. The subscriber inserts his/her Removable Memory Card into a handset that supports Removable Memory Web Server browsing. According to parameters available in the Smart Card (e.g. name of the operator), only the related operator data in the Removable Memory are accessible. 
3. The Removable Memory Card checks with the Smart Card the right to process a HTTP request. 
4. Remote download / broadcasting content to the card at network off pick times for consuming later on by the user
5. MNO may use Smart Card based security keys to protect Removable Memory Card content. The Removable memory Card may communicate to the Smart Card over a secured channel to get the appropriate keys.
6. The subscriber browses rich media content on his Removable Memory Card. 

7. Service providers may use the Removable Memory Card to provide additional web services to the end user. 
Work Areas:

1. To identify the specifications provided by external SDOs are required to support RMWS 1.0 as proposed in this WID and to identify possible liaison with external SDOs to ask them to provide additional features or specifications.
2. To propose required additions to SCWS 1.1 to support RMWS as proposed here.
3. To follow & check compliancy with other related standards as identified in (1)
4. Define in more details typical use cases to be answered by this new OMA specification.
Issues this Work Item is Aimed to Solve

To provide a standard way to browse Removable Memory Cards. The user will be able to browse the content of her mobile storage devices thanks to the unified and largely deployed web interface (e.g. using the web browser). 

The ability to support more than a single local web server in a handset

Market Benefits:

For the operator:

· The operator will be able to manage and control the content on a Removable Memory card. The operator will be able to extend the Smart Card based storage on a Removable Memory Card transparently to the user.
· The operator will be able to deploy complex applications spread on different parts of the handset. Part of the content may be preloaded in the Removable Memory Card.
· The operator may implement high capacity Smart Card use cases using a Removable Memory Card as the storage space with handset that did not implement the IC USB interface to the Smart Card

· The operator will be able to provide web based applications preloaded on a card without the need to integrate it with any handset model but with each HTTP applications (e.g. Browser)

For the smart card vendor

· Once the associated standardized environment (standardized runtime environment and standardized APIs) will be available to develop interoperable applications, the Smart Card vendor may implement and sell new applications requiring high speed interface and large storage space where these applications may utilize an external storage space on a Removable Memory.

For the handset manufacturer

· The handset manufacturer will propose to the subscriber new applications and better user experience to read all the entity memory. The User Interface will be better. 
For a service provider (non MNO)

· Any service provider may distribute its services on a Removable Memory Card and remotely manage these services with no need of installing an application on the handset
.

For the subscriber:
· For the subscriber, it will be a unified User Interface. 
· An enterprise may remotely control and manage its employee’s cards
.

· The subscriber may benefit for larger collection of application, easy migration and handset model transparency 
Expected Market Penetration:

Most of the handsets available on the market already embed a Removable Memory Interface. Supporting HTTP on this hardware interface will be possible without any hardware change.

Complexity:

Some layers have to be upgraded to support more than a single local web server. 
Time to Market:
The availability of this new enabler can be expected as a candidate end of 2011, and as approved enabler end of 2012.

Uniqueness:

TBD
Existing Specifications or Documents Affected:

TBD
Linked Work Items:

Smart Card Web Server 1.1 (WID 0092)

Linked Affected OMA Groups and External Forms
OMA ARC SCT group

SD Association and Smart Card related standard organizations. ETSI SCP, JavaCard Forum standards may also be affected as well.
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

To be defined.
Architecture Impacts:

To be defined.

Charging/Billing Impacts:

To be defined.

Security Impacts:

To be defined.

Privacy Impacts:

To be defined.

IOT Impacts:

To be defined.
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�This use case is clearly not compatible with the strategy of smart card vendors. We doubt that any smart card vendor will support the WID if this objective is targeted. 


�shall we keep this?


�Shall we keep this?
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