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1 Reason for Contribution

This contribution is being made toward technical solutions for Push security.

2 Summary of Contribution

Some possible approaches to WAP Push security are discussed, based upon Push content encryption per the WAP Bootstrap spec. These are offered as alternatives to Push security through device-based PPG lists. This is a followup from the discussion in the Berlin plenary. It includes updates to the figures presented in the discussion, and modifies the proposals based upon the comments received.

3 Detailed Proposal

An objective of the Push Security technical realization should be to minimize device management dependencies. Following are examples of Push security approaches that have little or no device management dependencies.

The common theme in these proposals is that the Push content is considered trustworthy through encryption with a shared secret. 

A prerequisite is that the user establishes trust with either a PPG or a PI through existing methods, e.g. through PPG association with a trusted party such as the network operator, through provisioning, or through a PPG/PI service signup process in which the user provides the shared secret.

· If the user establishes trust with a PPG, the user delegates trust management to the PPG, and thus depends upon the PPG operator to prevent access by untrustworthy PI’s. 

· If a user establishes trust with a PI, the user delegates trust management to the PI, which either has to provide Push security independently of PPG’s that is uses, or prevent use of untrustworthy PPG’s.

The proposed method requires encryption of Push content as described in the WAP Bootstrap specification. This method is usable for connectionless or connection-oriented bearers. In this method a “network PIN” (NETWPIN) or “user PIN” (USERPIN) is used to encrypt the Push content. Network PINs are typically device addresses such as IMSI for GSM/GPRS devices. Network keys require no device provisioning, being inherently known by the device. User PINs are arbitrary values assigned to or selected by the user. User PINs must be entered into the device manually or through device provisioning. 

The network operator PPG should have access to the network PIN (defined by the WAP Bootstrap spec as a network address value for the target device) for a user through querying operator network-based systems, or as part of the user’s service profile. How the PPG gets the network PIN does not need to be specified. Use of the network PIN implies that the PPG is trusted by the network operator, as network addresses are highly sensitive data.

For PPGs that do not have access to the network PIN, the user PIN is an adequate mechanism. The user PIN could be used in the following ways:

· PPG’s that have access to the user PIN could use it for encryption of Push content per the WAP Bootstrap spec.

· PI’s that have access to the user PIN and that trust the PPG, could forward the user PIN to the PPG in the PAP request, for encryption of the Push content per the WAP Bootstrap spec. A PAP change would be required to support passing of the user PIN. This would also mean that the PAP message itself would need to be encrypted, i.e. PI delivery of the user PIN would be restricted to PAP/SSL.

· PI’s that have access to the user PIN could directly encrypt the Push content per the WAP Bootstrap spec. In this case the PI would need to provide the Push content as expected by the Push client, e.g. in compiled form.

The user can establish trust with the PI or PPG by providing the PIN directly or through service provisioning. This process does not need to be specified.

The PPG or PI (depending upon which is encrypting the Push content) must know that the user’s device is compatible with this Push security method. This will require either:

· A new UAPROF attribute is specified to indicate support for this feature, and the device vendor provides a UAPROF document with the attribute included.

· As a fallback method, the PPG or PI (as necessary) maintains a compatibility table for this Push security method based upon User Agent, and knows the User Agent of the user’s device.

Either the UAPROF or User Agent must be known by:

· For PPG’s

· Push registration

· Association with a WAP proxy, which detects the User Agent during browsing sessions, and shares it with the PPG

· Provisioning

· For PI’s

· Association with a web server that has previously detected the User Agent in use

· Provisioning

Alternatively the PI or PPG could simply assume that the Push client supports this Push security method, although this implies that the particular Push service would be incompatible with other clients.

Following are message flows illustrating these options.

PPG Encrypts Content with NETWPIN

Figure 1 illustrates the case in which the PPG uses the NETWPIN to encrypt the Push content. Preconditions of this method:

· The PPG is trusted by the network operator.

· The PPG has access to the NETWPIN for the user. 

· The PPG supports the functions necessary for Push content encryption per the WAP Bootstrap spec.

· The PPG knows that the user’s device is compatible with this security method.

Advantages of this method are that it does not impact the PI, and requires no device management, as the NETWPIN is a value known inherently by the device.

Figure 1 PPG Encrypts Content with NETWPIN


[image: image1.wmf]User

PI

Push User

Agent

PPG

1) Push Request

User agent

successfully

decrypts Push

message

2) Push-OTA message

(encrypted per WAP Bootstrap)

PPG encrypts Push-OTA per

WAP Bootstrap spec with

NETWPIN.

Precondition: PPG has access to

NETWPIN for target user, and knows that

user’s last known device is compatible

with this Push security method.


PPG Encrypts Content with USERPIN

Figure 2 illustrates the case in which the PPG uses the USERPIN to encrypt the Push content. Preconditions of this method:

· The PPG is trusted by the user and has access to the USERPIN for the user. 

· The PPG supports the functions necessary for Push content encryption per the WAP Bootstrap spec.

· The PPG knows that the user’s device is compatible with this security method.

· The USERPIN is known by the device through manual configuration (via device menus) or via device management.

An advantage of this method is that it does not impact the PI.

Figure 2 PPG Encrypts Content with USERPIN
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PPG Encrypts Content with USERPIN Provided by PI

Figure 3 illustrates the case in which the PPG, being provided with the USERPIN for the target user by the PI, uses the USERPIN to encrypt the Push content. Preconditions of this method:

· The PI is trusted by the user, and has access to the USERPIN.

· The PPG is trusted by the PI.

· The PI and PPG support inclusion of the USERPIN as a PAP parameter.

· The PPG supports the functions necessary for Push content encryption per the WAP Bootstrap spec.

· The PPG knows that the user’s device is compatible with this security method.

· The USERPIN is known by the device through manual configuration (via device menus) or via device management.

Figure 3 PPG Encrypts Content with USERPIN Provided by PI
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PI Encrypts Content with USERPIN

Figure 4 illustrates the case in which the PI uses the USERPIN to encrypt the Push content. Preconditions of this method:

· The PI is trusted by the user and has access to the USERPIN for the user. 

· The PI supports the functions necessary for Push content encryption per the WAP Bootstrap spec.

· The PI knows that the user’s device is compatible with this security method.

· The PI knows the Push content formats supported by the target Push client.

· The PPG supports forwarding of encrypted Push content via the Push-OTA protocol.

· The USERPIN is known by the device through manual configuration (via device menus) or via device management.

Figure 4 PI Encrypts Content with USERPIN
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4 Intellectual Property Rights Considerations

None.

5 Recommendation

This proposal is requested to be discussed at the next available Push meeting.
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