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1 Reason for Change

This change follows is related to WID 24, Push Security, OMA-WID_0024-PushSecurity-v2-20030125-A, and follows an Openwave Input paper discussion (http://www.openmobilealliance.org/ftp/BAC/PUSH/ID/04/OMA-PUSH-2004-0036R01-Openwave-Push-Security.zip) 
2 Impact on Backward Compatibility

This change request has no impact on backward compatibility. 
3 Impact on Other Specifications

This change request relates to use of the OMA-WAP-ProvBoot-V1_1_0-20040720-C specification re-using a security mechanism defined in that specification.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation is that this change request is adopted by the BAC Push Group. If that is the case an updated registration of the content types service indication, service load, session initiation and cache operation. 
6 Detailed Change Proposal
Addition to section 8.3 of the Push OTA Specification.

8.3 Security Considerations

…

8.3.x Authenticating content sources in a connectionless environment
This section has already dealt with authenticating the source of the push message from a network perspective ( either a PPG or intermediate SME / SMSC. A secondary mechanism MAY be used to verify the originating source of the content (either PI or PPG). In order to establish & authenticate a trust relationship between PPG and client the mechanism detailed in the Provisioning Bootstrap [ProvBoot] is reused. In Bootstrap the content is trusted due to it being ‘signed’ using a shared secret. This shared secret may be user defined or it might be some specific information that is related to the bearer or network.  The shared secret is then used to generate parameters to the provision content type application/vnd.wap.connectivity-wbxml; namely the parameters SEC and MAC. 

SEC indicates the security mechanism that was used (user defined, network specific etc) and the MAC parameter indicates the authentication code calculated using the pushed data and the shared secret.

In the case where the shared secret is known to the PPG (or PI) the PPG (or PI) may generate the SEC and MAC parameters for the content type. 

8.3.x.y SEC & MAC Content Type Parameters
The use of SEC and MAC is as per OMA Provisioning Bootstrap specification [ProvBoot]. The following example clarifies the usage in the case of Push OTA
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The SEC and MAC parameters MUST have the same values as defined in section 6.2.1 of the Bootstrap specification [ProvBoot].
SEC value

The SEC parameter can have the following values

	Value
	Meaning

	0
	NETWPIN

	1
	USERPIN

	2
	USERNETWPIN

	3
	USERPINMAC


MAC value

Defined as follows: -

MAC = HMAC-SHA (K, D)

Where K is the Shared Secret and D is the data, in this case the content that is to be pushed to the targeted terminal and HMAC-SHA is the Keyed-Hashing for Message Authentication algorithm [RFC 2104], which utilizes the SHA-1 hash function (supported by the device as defined in section 7.2.6).

8.3.x.z Terminal Processing
Once the SEC & MAC parameters have been calculated they should be added as parameters to the content type header value. 

The content is then sent to the targeted terminal unencrypted with the new parameters added to the content type. 

In the case of WSP push then these new parameters MUST be encoded as per Appendix A of the [WSP] spec and per OMA Naming Authority [OMNA]. 
An example of a push message from PPG to device using the content type service indication, which is supported natively by the device, in a WAP 2 HTTP Push example, with added SEC and MAC parameters is shown below: -

POST /wappush HTTP/1.1

Host: 

Date: Tue, 31 Jul 2001 10:13:05 GMT

Content-Type: application/http

Content-Length: 504

X-Wap-Push-OTA-Version: 1.0
HTTP/1.1 200 OK

Date: Tue, 31 Jul 2001 10:13:00 GMT

Last-modified: Tue, 31 Jul 2001 10:13:00 GMT

Content-Language: en

Content-Length: 268

Content-Type: text/vnd.wap.si; sec=0; mac=8C8AEA662AED56A9F345909997147BC9886CD458
X-Wap-Application-Id: x-wap-application:wml.ua

<?xml version="1.0"?>

     <!DOCTYPE si PUBLIC "-//WAPFORUM//DTD SI 1.0//EN"

                  "http://www.wapforum.org/DTD/si.dtd">

<si>


<indication
href="http://www.xyz.com/email/123/abc.wml"





created="2001-07-31T10:13:00Z"





si-expires="2001-08-07T10:13:00Z">You have 4 new emails</indication>

</si>
In this example the NETWPIN is used as the key in the HMAC-SHA calculation. In this case the NETWPIN is the IMSI for a GSM network.

This example is illustrative only – it does not supersede the authorization mechanisms specified in section 7.2.6. If explicit authorization is available it MUST supersede the mechanism outlined here.
If the terminal does not understand the added content-type parameters, it MUST ignore them. However, if the terminal is capable of processing the parameters to the content type and they do not match the shared SEC parameter value the push MUST be rejected.
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