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1 Reason for Change

This change follows is related to WID OMA-WID_0024-PushSecurity-V1_0_1-20041022-A and change requests OMA-PUSH-2005-0003-OpenwavePushSec-OTA-Whitelists-CR-D and OMA-PUSH-2005-0004-OpenwavePushSec-OTA-ContentSec-CR-D. This change request completes the reference from the puhs architecture specification.
2 Impact on Backward Compatibility

This change request has no impact on backward compatibility. 
3 Impact on Other Specifications

This change request relates to the WID OMA-WID_0024-PushSecurity-V1_0_1-20041022-A and as such refers to changes in the OMA Push OTA specification.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation is that this change request is adopted by the BAC Push Group

6 Detailed Change Proposal
11.1 Authenticating a Push Initiator

It is important that a PI is authenticated in one form or another, depending on the security environments in which the PI and PPG are operating. This is an attempt to list some of the possible solutions.

· Use of Session-level Certificates (TLS, SSL)
If the network between the PI and PPG is not trusted (e.g., the Internet, a very large intranet, etc.), TLS/SSL can be used between the PI and the PPG.

· HTTP Authentication
Even though the most common form of HTTP authentication is the basic authentication (i.e., a user-id/password pair), other forms of HTTP authentication (e.g., digest) might be preferable. The major difference between this approach and the use of TLS/SSL is that the latter is stronger in scalability and confidence, while the former is weaker in these aspects.

· A Combination of Technologies
Technologies could be combined. For example, the PI can establish an anonymous TLS/SSL session with a PPG, whereupon HTTP authentication could be used to authenticate the PI.

· Shared Secret content type parameters
Using a shared secret it may be possible to generate content type parameters to be appended to the push specific content type. These parameters are similar in nature to those used for provisioning bootstrap.

· Trusted Network
In some real world installations, the network between the PI and the PPG is a private network. Therefore, the PI is implicitly trusted in such installations.

6.1 Client Delegation of PI Authentication

"Delegation of Authentication" refers to the principle that authentication can be transitive. If a client and a PPG can establish trust, the PPG can authenticate a PI on behalf of the client. 

For example, after a client has used the means provided by [WTLS] or [WAPTLS] to authenticate a PPG, the client could look in its list of trusted PPG’s. If the PPG is listed as trusted, the client can trust the PPG, and hence also that the PI is correctly identified. Using the methods described in the previous section, a PPG can authenticate a PI with various levels of confidence. If it does, the OTA protocol makes it possible for the PPG to indicate that the PI is authenticated in the message that is delivered to the client. 

If the PPG is trusted in this manner then the identity of the PPG may also be cross-checked with an optional filtering ‘whitelist’ on the client, if the PPG identity is not within the list nor on the provisioned set of proxies on the device any push message received by the client may be ignored.
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