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1 Reason for Contribution

The purpose of this contribution is to provide technical specification of a delivery mechanism for Push Using SIP (OMA-SIP-Push-V0_1-20050721-D).

2 Summary of Contribution

This contribution proposes a subscription-based mechanism for Push using SIP based on the SIP UA Profile Framework. Push Receiver agents can subscribe to push events of interest provided by Push Sender agents.

This contribution also envisions the use of the REFER method by a requester entity to trigger subscriptions from the Push Receiver agent.
R01: Sample flows moved as informative appendixes. Clarifications on the creation of the REFER request. Clarifications on the usage of the Accept header in SUBSCRIBE requests. Removed usage of Content Indirection.
3 Detailed Proposal

The following text is intended for Sections 2, 3 and 6 of OMA-SIP-Push-V0_1-20050721-D.
R01: It also introduces 2 new appendixes to OMA-SIP-Push-V0_1-20050721-D.
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…
3. Terminology and Conventions
…

3.2 Definitions

…

Application Unique ID (AUID) - A unique identifier that differentiates XCAP resources accessed by one application from XCAP resources accessed by another. [Source: XCAP]
…

3.3 Abbreviations

	AUID
	Application Unique ID

	…
	…

	XCAP
	XML Configuration Access Protocol

	…
	…


4. Push Methods
(Normative)

…

4.1.1 SUBSCRIBE/NOTIFY Method

The SIP-based event subscription mechanism, or SIP event framework, is described in [RFC3265] and allows for asynchronous notification of events during the duration of the subscription. Subscription is performed explicitely by a subscriber entity, also called watcher, which can refresh it periodically, whilst termination of the subscription can be done either by watcher or notifier entity. Once created, subscription provides a dedicated channel between the watcher and notifier entities. Additionally, [RFC3265] also provides a mechanism to fetch content instantly without creating a subscription.
Push Sender agent and the Push Receiver agent MUST support the SUBSCRIBE and NOTIFY methods as stated in [RFC3265]. In particular, Push Receiver agent MUST support the watcher functionality to subscribe to some specific push application and be able to receive push information, and Push Sender agent MUST support the notifier functionality to receive subscription requests from Push Receiver agents and send push information to them.

Push Sender agent may decide to grant or reject a subscription request from a Push Receiver agent. Decision policy is left to implementation and is out of scope of this specification.

Push Receiver agent may subscribe to any push application at any time, and for any duration. Rules for the exact usage of this mechanism is out of scope of this specification and MUST be provided by each specific application that makes use of it.

Based on the design of the SIP event framework, final successful (200 OK) responses to NOTIFY requests may be interpreted as delivery notifications on the Push Sender agent.

6.1.2.1 Procedures at the Push Receiver agent

6.1.2.1.1 Initial subscription

If the Push Receiver agent subscribes to push events for a specific push application, then it SHALL be done by sending a SUBSCRIBE request according to [RFC3265] and [SIP_UA_Prof] with the clarifications given in this sub clause.

The Push Receiver agent
1. SHALL set the Request-URI to the public SIP URI identifying the current user, and MAY set it to the SIP URI identifying a Push Sender agent (e.g. Device Management Server URI, MMS Server URI) based on local policy or configuration;

2. SHALL include value “application” in the “profile-type” Event header parameter;

3. SHALL include a reference to the application to be watched as OMNA PUSH Application ID [OMNA]
a. as value of the “auid” Event header parameter, or

b. as AUID in the “document” Event header parameter in case of use of [XCAP] and XML-based content.
4. If the “document” Event header parameter is used:

a. In case the public SIP URI identifying the user is set as Request-URI, then the “document” Event header parameter MAY be set to specify the document to be watched.

b. In case a Push Sender agent SIP URI is set as Request-URI, then the “document” Event header parameter SHALL be set to specify the relevant document stored in the “global” tree for this application and this Push Sender agent.

5. SHALL include at least one Accept header to indicate acceptable content-types for notifications. The Accept headers
a. MAY include the value “application/xcap-diff+xml” to indicate support for partial XML updates described in [XCAP_Diff];

b. 
c. MAY include other content-types which are specific to the application
6. SHALL send the SUBSCRIBE request towards the SIP/IP Core according to the procedures of the SIP/IP Core.

Note: The Push Receiver agent is not able to subscribe for push events of different AUIDs in a single subscription. This functionality has been postponed for a future release.

The responses to the SUBSCRIBE request SHALL be handled in accordance with [RFC3265], [SIP_UA_Prof], and the procedures of the SIP/IP Core.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, an UE acting as a Push Receiver agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in chapter 5.1 in [3GPP 24.229] / [3GPP2 X.S0013.4] and an AS acting as a Push Receiver agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in chapter 5.7.3 [3GPP 24.229] / [3GPP2 X.S0013.4] with the clarifications given in the respective sub clauses.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS and the Push Receiver agent resides in an Application Server the mechanisms of the “Application Server acting as originating User Agent” SHALL be applied as defined in [3GPP 24.229] / [3GPP2 X.S0013.4] section 5.7.3 and setting its public SIP URI in the “P-Asserted-Identity” header.
6.1.2.1.2 NOTIFY processing

Upon receiving an incoming NOTIFY request that is part of the same dialog as the previously sent SUBSCRIBE request the Push Receiver agent
1. SHALL handle the request according to [RFC3265], [SIP_UA_Prof], and the procedures of the SIP/IP Core;

2. If the body corresponds to an [XCAP_Diff] document, SHOULD update the stored XML document based on the information in the NOTIFY request.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the Push Receiver agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this sub clause.
6.1.2.2 Procedures at the Push Sender agent
6.1.2.2.1 Initial subscription

Upon receiving a SUBSCRIBE request for the “ua-profile” event defined in [SIP_UA_Prof] the Push Sender agent performs the following steps:

1. SHALL return the SIP “489 Bad Event” error response, if the “ua-profile” event is not supported. Otherwise perform the following steps.

2. SHALL perform the necessary authorization checks on the originating user. If the authorization check fails, the Push Sender agent SHALL return the SIP "403 Forbidden" error response. When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS the Push Sender agent SHALL use the "P-Asserted-Identity" as defined in [3GPP 24.229] / [3GPP2 X.S0013.4] to ensure that this particular user is authorized to subscribe to the push events.
a. By default, the user referenced in the "users" tree SHALL be authorized to subscribe to the “ua-profile” event package as described in Section 6.1.2.1.1.

b. Other principals identified by their "P-Asserted-Identity" headers MAY be authorised to subscribe based on local configuration policy.

3. SHALL create a subscription to push application data identified by Event header parameters as described in [SIP_UA_Prof];

4. SHALL send a SIP “200 OK” in accordance with [RFC3265], [SIP_UA_Prof], and the procedures of the SIP/IP Core.

5. SHALL generate and send an initial NOTIFY request as specified in 6.1.2.2.2.

When a change in the push application data occurs, the Push Sender agent SHALL generate and send a NOTIFY request as specified in sub clause 6.1.2.2.2.
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the Push Sender agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this sub clause.

6.1.2.2.2 Generating a NOTIFY request

The Push Sender agent SHALL generate a NOTIFY request as described in the [RFC3265] and [SIP_UA_Prof] with the clarifications given in this sub clause.
The Push Sender agent
1. SHALL check the content to send against content-types supported by the Push Receiver agent as indicated in the SUBSCRIBE request (see 6.1.2.2.1);

a. if no content is to be sent, then the Push Sender agent SHALL NOT include a body

b. 
c. if acceptable for the Push Receiver agent, the Push Sender agent SHALL include a body with a specific content type as defined in [SIP_UA_Prof];

d. if acceptable for the Push Receiver agent, the Push Sender agent SHALL include an “application/xcap-diff+xml” body as defined in [XCAP_Diff];

e. 
2. SHALL send the NOTIFY request towards the SIP/IP Core according to the procedures of the SIP/IP Core.

The responses to the NOTIFY request SHALL be handled in accordance with [RFC3265], [SIP_UA_Prof], and the procedures of the SIP/IP Core.
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the Push Sender agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this sub clause.
6.1.2.3 













































































6.1.2.4 Use of the REFER Method
The REFER method [RFC3515] is an extension to SIP [RFC3261]. The recipient of a REFER request, upon granting permission from the user, will initiate a new SIP request to the resource provided in the REFER message. 
Push Receiver agent MUST supports the REFER method as stated in [RFC3515]. In particular, Push Receiver agent MUST be able to receive REFER requests, perform the requested action, and notify it to the requester.

At any time, the Push Sender agent (or any other entity) may send a REFER request to the Push Receiver agent to trigger a subscription (SUBSCRIBE message) from the Push Receiver agent to the Push Sender agent for receiving push content (NOTIFY message).

6.1.2.4.1 Procedures at the Push Sender agent

A Push Sender agent wishing to trigger a subscription from the Push Receiver agent SHALL send a REFER request according to [RFC3515] with the clarifications given in this sub clause.

The Push Sender agent

1. SHALL set the Request-URI to the public SIP URI identifying the destination user;

2. SHALL include a Refer-To header with the following clarifications;
a. SHALL set the referred URI to the same value as the Request-URI, or to the SIP URI identifying a Push Sender agent;

b. SHALL include “SUBSCRIBE” as method parameter of the referred URI
c. SHALL include the “Event” header parameter in the referred URI constructed as follows:
i. Event package name SHALL be set as “ua-profile”
ii. Additional parameters SHALL conform with steps 2 to 5 of section 6.1.2.1.1 

3. SHALL send the REFER request towards the SIP/IP Core according to the procedures of the SIP/IP Core.
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the Push Sender agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this sub clause.
6.1.2.4.2 Note: Beside the Push Sender agent, any other entity conforming to these procedures may send a REFER request to the Push Receiver agent. For example, a provisioning application may send a REFER request to trigger a subscription to a Device Management Push Sender agent.
6.1.2.4.3 Procedures at the Push Receiver agent
Upon receiving a REFER request the Push Receiver agent SHALL behave as described in [RFC3515] with the following clarifications:

1. SHALL perform the necessary authorization checks on the originator. When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS the Push Receiver agent SHALL use the "P-Asserted-Identity" as defined in [3GPP 24.229] / [3GPP2 X.S0013.4] to ensure that this particular entity is authorized to send a REFER request. If the authorization check fails, the Push Receiver agent SHALL return the SIP "403 Forbidden" error response.

a. By default, REFER requests referring to the subscription to the “ua-profile” event package with “application” profile type and directed either to the user’s SIP URI or back to the requester SIP URI SHALL be authorized.

b. Other principals (e.g. Push Sender agents or Application Servers) identified by their "P-Asserted-Identity" headers MAY be authorised to refer a subscription based on local configuration policy.

2. SHALL send a SIP “202 Accepted” in accordance with [RFC3515] and the procedures of the SIP/IP Core

3. SHALL create a subscription to the referred event as described in [RFC3515].

4. SHALL generate and send an initial NOTIFY request within the new subscription to the referred event according to [RFC3515], with subscription-state set to “active”.

5. SHALL generate and send an initial SUBSCRIBE request to the “ua-profile” event in a separated dialog as specified in 6.1.2.1.1 using the content of the ‘Refer-To’ header
Upon receiving the first NOTIFY request within the “ua-profile” dialog, the Push Receiver agent SHALL generate and send a subsequent NOTIFY request within the existing subscription to the referred event according to [RFC3515] to inform the requester of the result of the action triggered out of the REFER request, with subscription state set to "terminated" with a reason of "noresource".
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the Push Receiver agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this sub clause.
7. Appendix X. SUBSCRIBE/NOTIFY sample flow
(Informative)
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Figure X.1 – Push Receiver agent subscribes to push submission events.

1) Push Receiver agent (john.doe@home1.net) subscribes to push submission events for application ID ‘x-wap-application:syncml.dm’.

SUBSCRIBE sip:john.doe@home1.net SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 70

Route: <sip:pcscf1.visited1.net:7531;lr;comp=sigcomp>, <sip:orig@scscf1.home1.net;lr>

From: <sip:john.doe@home1.net>;tag=31415

To: <sip:john.doe@home1.net>

Event: ua-profile;profile-type="application";auid="x-wap-application:syncml.dm"

Call-ID: b89rjhnedlrfjflslj40a222

CSeq: 85 SUBSCRIBE

P-Preferred-Identity: "John Doe" <sip:john.doe@home1.net>

Privacy: none

Expires: 600000

Accept: application/xcap-diff+xml
Contact: <sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp>

Content-Length: 0

2) The SIP/IP Core network forwards the SIP SUBSCRIBE request to the corresponding Push Sender agent. When the SIP/IP Core network corresponds to 3GPP IMS or 3GPP2 MMD, the subscriber's preferred public SIP URI is inserted in the P-Asserted-Identity header.

SUBSCRIBE sip:john.doe@home1.net SIP/2.0

Via: SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bK351g45.1,

SIP/2.0/UDP pcscf1.visited1.net:7531 branch=z9hG4bK240f34.1,

SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 68

Record-Route: <sip:pcscf1.visited1.net:7531;lr;comp=sigcomp>, <sip:orig@scscf1.home1.net;lr>

Route: <sip:psadm1.home1.net;lr>

From: <sip:john.doe@home1.net>;tag=31415

To: <sip:john.doe@hom1e.net>

Event: ua-profile;profile-type="application";auid="x-wap-application:syncml.dm"

Call-ID: b89rjhnedlrfjflslj40a222

CSeq: 85 SUBSCRIBE

P-Asserted-Identity: "John Doe" <sip:john.doe@home1.net>

Privacy: none

Expires: 600000

Accept: application/xcap-diff+xml, message/external-body

Contact: <sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp>

Content-Length: 0

3) Upon receiving a SIP SUBSCRIBE request for the “ua-profile” event package, the Push Sender agent performs the necessary authorization checks on the originator's identity, whether the identity is allowed to subscribe according to local policy (e,g, allow the user to subscribe from his current device). If the authorization is successful, it creates a subscription dialog to "ua-profile" event package to provide the changes of the data identified by the "Event" header parameters, and returns a 200 OK to the subscriber.

4) The SIP/IP Core network forwards the 200 OK response to the originator of the SIP SUBSCRIBE request, i.e. sip:john.doe@home1.net.

5) Push Sender agent generates and sends an initial SIP NOTIFY containing an empty body or push content if applicable.

NOTIFY sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp SIP/2.0

Via: SIP/2.0/UDP psadm1.home1.net;branch=z9hG4bK332b23.1

Max-Forwards: 70

Route: <sip:scscf1.home1.net;lr>, <sip:pcscf1.visited1.net:7531;lr;comp=sigcomp>

From: <sip:john.doe@home1.net>;tag=31415

To: <sip:john.doe@home1.net>;tag=151170

Call-ID: b89rjhnedlrfjflslj40a222

CSeq: 102 NOTIFY

Subscription-State: active;expires=600000

Event: ua-profile;auid="x-wap-application:syncml.dm"

Contact: <sip:psadm1.home1.net>

Content-Type: application/xcap-diff+xml

Content-Length: (...)

[Push content]
6) The SIP/IP Core network forwards the SIP NOTIFY request to the appropriate Push Receiver agent.

7) The Push Receiver agent responds with a 200 OK.
8) The SIP/IP Core network forwards the 200 OK to the Push Sender agent.

9) During the subscription, the Push Sender agent submits a push message by sending a SIP NOTIFY request to the Push Receiver agent.

NOTIFY sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp SIP/2.0

Via: SIP/2.0/UDP psadm1.home1.net;branch=z9hG4bK332b23.1

Max-Forwards: 70

Route: <sip:scscf1.home1.net;lr>, <sip:pcscf1.visited1.net:7531;lr;comp=sigcomp>

From: <sip:john.doe@home1.net>;tag=31415

To: <sip:john.doe@home1.net>;tag=151170

Call-ID: b89rjhnedlrfjflslj40a222

CSeq: 112 NOTIFY

Subscription-State: active;expires=600000

Event: ua-profile;auid="org.openmobilealliance.x-wap-application:syncml.dm"

Content-Type: application/xcap-diff+xml

Contact: <sip:psadm1.home1.net>

Content-Length: (...)

[Push content]
10) The SIP/IP Core network forwards the SIP NOTIFY request to appropriate Push Receiver agent.

11) The Push Receiver agent responds with a 200 OK.

12) The SIP/IP Core network forwards the 200 OK to the Push Sender agent.

Note: The steps 1-8 (in the box) aim at creating an initial subscription between the Push Receiver and the Push Sender agents. Once the Push Receiver agent is successfully subscribed to the ua-profile event at the Push Sender agent, steps 1-8 are not required anymore.
8. Appendix Y. REFER sample flow
(Informative)
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Figure Y.1 – Push Sender agent triggers a subscription from a Push Receiver agent.

1. A Push Sender agent sends a REFER request to the Push Receiver agent
REFER sip:john.doe@home1.net SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;branch=z9hG4bKnashds7

Max-Forwards: 70

Route: <sip:scscf1.home1.net;lr>

From: <sip:psadm.home1.net>;tag=31415

To: <sip:john.doe@home1.net>

Call-ID: b89rjhnedlrfjflslj40a222

CSeq: 1 REFER
Expires: 600

Refer-To: <sip:psadm.home1.net;method=SUBSCRIBE?Event=ua-profile%3bprofile-type%3d%22application%22%3bauid%3d%22x-wap-application%3asyncml.dm%22>
Contact: <sip:[5555::aaa:bbb:ccc:ddd]:1357>

Content-Length: 0
2. Push Receiver agent receives a REFER request via SIP/IP Core network. The REFER request message instructs it to send a SUBSCRIBE message to a Push Sender agent (sip:psadm.home1.net) to subscribe to the “ua-profile” event package and to the “application” profile type. 

3. Upon receiving the REFER request, the Push Receiver agent requests approval from the user prior to proceed. If the approval is granted, the Push Receiver agent sends an appropriate response (202 Accepted) to the SIP/IP Core network.

4. SIP/IP Core network forwards the response (202 Accepted) to the requester of the REFER.

5. The Push Receiver agent sends an immediate initial NOTIFY request within the REFER-created dialog to the SIP/IP Core network
6. SIP/IP Core network forwards the NOTIFY request to the requester of the REFER.

7. The requester entity sends an appropriate response (200 OK) to the SIP/IP Core network.

8. SIP/IP Core network forwards the 200 OK response to the Push Receiver agent.

9. The Push Receiver agent sends a SUBSCRIBE request to the resource identified by the URI in the Refer-To header field value, according to the procedures defined in 6.1.2.1.1, as a separated dialog. The SUBSCRIBE request initiates a subscription to the ua-profile event package.

10. Upon receiving the first NOTIFY request within the ua-profile dialog, the Push Receiver agent sends a final NOTIFY request within the refer dialog to inform the requester of the result of the action triggered out of the REFER request.

11. SIP/IP Core network forwards the NOTIFY request (Event:refer) to the requester entity.

12. The requester entity sends an appropriate response (200 OK) to the SIP/IP Core network.

13. SIP/IP Core network forwards the 200 OK response to the Push Receiver agent.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Telecom Italia Mobile recommends that working group approve the text in section 3 (Detail Proposal) in the Push using SIP specification.
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