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1 Reason for Change

After discussions with security group (noted in minutes of security meeting http://www.openmobilealliance.org/ftp/sec/ID/06/OMA-SEC-2006-0012R01-MINUTES_06Feb2006-SEC21_Paris.zip ; Changes were suggested to Push Security enhancements that were added to the specification.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

The push security enhancements reference the Provisioning specifications
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed that the BAC Push group endorse these changes and we proceed in preparing the enabler release.

6 Detailed Change Proposal

Amended text in BLUE; deleted text in RED (strikethrough)

Change 1:  References
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Change 2:  Main text

8.3 Security Considerations

8.3.1 Terminal Based Push Whitelists
In order to protect against denial of service attacks and push from unauthorized sources the terminal SHOULD validate the source address of Push PDUs received over connectionless bearers. In this case a ‘whitelist’ is defined using vendor specific extensions configuration of the mobile device. In the case of devices which conform to [ProvArch] the whitelist is managed using the VENDORCONFIG parameters defined in the OMA provisioning specifications [ProvCont]. In the case where the device conforms to [ERELDDM] the white list is managed as a specific extension to the DM Tree [DM-TND-V1.2] as a management object [DMSTOBJ].
In the case the extension constitutes a list. In the case of VENDORCONFIG each parameter in the push whitelist will be named WHITE_LISTn_SME and WHITE_LISTn_SMSC for matched values of n, which runs from 1 through the maximum allowed number of entries.  Each value in the whitelist MUST support specification of both an SME (Short Message Entity -- source number) and an SMSC (Short Message Service Center) through which the SME sends messages. Each character in an SME or SMSC address in a whitelist entry MUST be in the set {0..9, #, *, A, B, C, a, b, c}.In the case of the DM Account Mamangement Object the extension is vendor specific, and is the semantic equivalent of VENDORCONFIG.
On receipt of a Push PDU the terminal SHOULD verify the origination address of the PDU against the push whitelist. When matching an SME or SMSC address against a whitelist entry, the terminal MUST support prefix matching, i.e. with the address formed into a string of the form <number-plan><type-of-number><digit>+, the address matches the corresponding half of the whitelist entry if all the characters in the entry match all the leading characters of the address. 
If no entry matches in the VENDORCONFIG defined the configured whitelists the terminal MAY compare the origination address data to the push enabled physical proxies provisioned on the device (PXPHYSICAL [ProvCont]), for example If the push mechanism is SMS based the source address may be the SMSC Number., this may be compared to a PXADDR of type E164. In an alternate example the PXADDR could be of type IPv4 for comparison with the source IP connectionless push PDUs transported over UDP. In the event of this being a WAP 2 Push where the Push Proxy gives guidance to the device as to which provisioning context to use, via the X‑Wap‑Push‑ProvURL then that context MUST be used. 
If origination address does any match any address defined configured in the whitelist or other  connectivity configuration (VENDORCONFIG or PXPHYSICAL) the terminal MUST reject the push PDU. If no push whitelist is provisioned on the terminal, the terminal MUST accept the push PDU and process it according to its meta-data and content payload.
8.3.2 Processing Session Initiation Requests
In the case of SIR, to protect against denial of service attacks, the terminal SHOULD implement a lockout timer. If the terminal receives any additional SIRs during the lockout interval, it should defer processing or discard them until the timer expires. If the requested push session(s) is successfully established (OTA-WSP), or if the active TCP connection(s) is successfully established (OTA‑HTTP), the lockout timer SHOULD be reset. The value of the lockout timer interval is implementation specific.

To protect against spoofing, the terminal SHOULD validate the SIR by comparing the source address of the PDU that carries the SIA content with a pre-existing list of authorised PPGs. The SIR SHOULD be ignored if the validation fails.

The above measures are applicable if the SIR is received on a non-secure port. If a secure port is used, these measures are generally not necessary.

8.3.3 Authenticating content sources in a connectionless environment
This section has already dealt with authenticating the source of the push message from a network perspective ( either a PPG or intermediate SME / SMSC. A secondary mechanism MAY be used to verify the originating source of the content (either PI or PPG). In order to establish & authenticate a trust relationship between PPG and client the mechanism detailed in the Provisioning Bootstrap [ProvBoot] is reused. In Bootstrap the content is trusted due to it being ‘signed’ using a shared secret. This shared secret may be user defined or it might be some specific information that is related to the bearer or network.  The shared secret is then used to generate parameters to the provision content type application/vnd.wap.connectivity-wbxml; namely the parameters SEC and MAC. 

SEC indicates the security mechanism that was used (user defined, network specific etc) and the MAC parameter indicates the authentication code calculated using the pushed data and the shared secret.

In the case where the shared secret is known to the PPG (or PI) the PPG (or PI) may generate the SEC and MAC parameters for the content type. 

8.3.3.1 SEC & MAC Content Type Parameters
The use of SEC and MAC is as per OMA Provisioning Bootstrap specification [ProvBoot]. The following example clarifies the usage in the case of Push OTA


The SEC and MAC parameters MUST have the same values as defined in section 6.2.1 of the Bootstrap specification [ProvBoot].

SEC value

The SEC parameter can have the following values
	Value
	Meaning

	0
	NETWPIN

	1
	USERPIN

	2
	USERNETWPIN

	3
	USERPINMAC


MAC value

Defined as follows: -

MAC = HMAC-SHA (K, D)

Where K is the Shared Secret and D is the data, in this case the content that is to be pushed to the targeted terminal and HMAC-SHA is the Keyed-Hashing for Message Authentication algorithm [RFC 2104], which utilizes the SHA-1 hash function (supported by the device as defined in section 7.2.6).

The option of using NETWPIN, as defined in [ProvBoot] is not considered secure for the purposes of push.
8.3.3.2 Terminal Processing
Once the SEC & MAC parameters have been calculated they should be added as parameters to the content type header value. 

The content is then sent to the targeted terminal unencrypted with the new parameters added to the content type. 

In the case of WSP push then these new parameters MUST be encoded as per Appendix A of the [WSP] spec and per OMA Naming Authority [OMNA]. 

An example of a push message from PPG to device using the content type service indication, which is supported natively by the device, in a WAP 2 HTTP Push example, with added SEC and MAC parameters is shown below: -

POST /wappush HTTP/1.1

Host: 

Date: Tue, 31 Jul 2001 10:13:05 GMT

Content-Type: application/http

Content-Length: 504

X-Wap-Push-OTA-Version: 1.0
HTTP/1.1 200 OK

Date: Tue, 31 Jul 2001 10:13:00 GMT

Last-modified: Tue, 31 Jul 2001 10:13:00 GMT

Content-Language: en

Content-Length: 268

Content-Type: text/vnd.wap.si; sec=02; mac=8C8AEA662AED56A9F345909997147BC9886CD458
X-Wap-Application-Id: x-wap-application:wml.ua

<?xml version="1.0"?>

     <!DOCTYPE si PUBLIC "-//WAPFORUM//DTD SI 1.0//EN"

                  "http://www.wapforum.org/DTD/si.dtd">

<si>


<indication
href="http://www.xyz.com/email/123/abc.wml"





created="2001-07-31T10:13:00Z"





si-expires="2001-08-07T10:13:00Z">You have 4 new emails</indication>

</si>
In this example the NETWPIN a USERNETWPIN is used as the key in the HMAC-SHA calculation. This specification does not provide a mechanism to establish the shared secret, it is assumed that this will be handled in implementation. In this case the NETWPIN is the IMSI for a GSM network.

This example is illustrative only – it does not supersede the authorization mechanisms specified in section 7.2.6. If explicit authorization is available it MUST supersede the mechanism outlined here.
If the terminal does not understand the added content-type parameters, it MUST ignore them. However, if the terminal is capable of processing the parameters to the content type and they do not match the shared SEC parameter value the push MUST be rejected.
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