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The following comments represent general issues and concerns with the DCD Architecture Document that is currently under Formal review (OMA-AD-DCD-V1_0-20060726-D). 
These issues are not all constrained to specific sections of the AD, hence in lieu of the standard ADDR template table, we provide the following section detailing the general issues to be raised, and explanatory information and motivation for each.
These review comments are submitted jointly by the following companies :

· Sun
· IBM
· Nokia

· Oracle

Review Comments

1. Subscription

Given the GSSM WI and activity it seems appropriate for DCD to use it rather than replicate much of the concepts already being discussed in GSSM, e.g. the ability to subscribe a user to a service, provide a respository for such information of available services and subscriptions for users to be stored, the authentication and authorisation of content providers and users during subscription and making available new services etc.

2. Security

Precious little other than some high level verbiage is mentioned in the DCD AD re security measures. 
While the AD is clearly not the place to define all the technical detail it is the place to put into context how identity is used consistently, where and under what circumstances authentication and authorisation is needed, etc. 
There seems little mention of this nor any simple referencing to other material, perhaps the SEC CF work and others, for the various aspects of DCD security.  The AD must clarify whether other OMA enablers will supply this function, or if the enabler will specify its own security mechanisms.  If the latter, such a choice of not reusing the SEC enabler should be explained/motivated.

3. Binding for the DCD Client Enabled Application 

The definition of DCD Client Enabled Application is imprecise and this imprecision is reflected in the AD. 
At times the registration from the DCD Client Enabled Application to DCD Server  (via the DCD Client) seems to be at the application/content level, e.g. NewsAreUs.com's hourly bulletin service. 
At other times the registration from the DCD Client Enabled Application to DCD (via the DCD Client) seems to be potentially media type driven, e.g. all XHTML based content goes to the browser UA which is registered as a handler for these content types. 
This needs to be architecturally reconciled and made more precise. 
The ability to bind user agents acting as DCD Client Enabled Applications for certain media types, e.g. the browser for XHTML based content, seems to be a given. But what about the service level ? Is there a need to define a service level description language with the ability to bind  per service (e.g. NewAreUs.com's hourly bulletin service) to a UA ? 
4. The simple client 

Relates in some ways to 1.3
The AD describes the complex case - specific DCD Client Enabled Applications for services. 
But there are cases where good out of the box experience or support of low resource devices is needed where a simple UA might be all that is available or required. Such devices place limitations on the service capabilities yet are very valid ones for the business. This seems not to be covered in substantive way in the AD.

5. Personalisation / Customisation  / Filtering 

These terms are not used precisely or consistently throughout the AD. 
The concept of filtering (i.e. only allowing the appropriate content from a delivery channel, e.g. BCAST), to a DCD Client and then to the DCD Client Enabled Application is not unreasonable. Beyond this the concepts of filtering, personalisation and customisation are not clear.  How are they different.  Which components perform these actions using which data? 
Given the AD needs to concentrate on what DCD really does have the capability for and not what services may avail themselves of when providing targetted content for DCD users, the use of these terms and any decscriptions needs to be reviewed and limited to only the real DCD functionality.

The AD mentions interaction of the DCD with content filtering. This seems solely a server activity or a client application behavior… The AD should clarify what interactions are taking place between DCD client and content screening.

6. Opacity of data. 

It has been discussed previously in OMA (MAE when the WI was in that group) and agreed that _all_ the data, whether rendered or metadata, is opaque to DCD  (client and server). The DCD Client treats all the information for the DCD Client Enabled Application as a data blob. Likewise the server treats the DCD Client Enabled Application data blob and the DCD Client meta information as a blob and does not touch it. 
Given this there are a number of things that need resolving including some flows, prefetch strategy (unless the author provides in DCD Client metadata control information details re related content and if this is the case there needs to be description re how this is done and managed) and so on.

7. Service 

The AD has the notion of "service" throughout the AD. This is inappropriate. The AD describes the overall function of DCD, not DCD services, to be achieved and the roles of the individual elements within the architecture to achieve this whole.

8. Notification and Retrieval of data 

The notification and retrieval of data has been collapsed into limited interfaces between client and server. This is OK per se. However it is important for the architecture to define how notification and retrieval along with associated acknowledgments and status codes is achieved when using different delivery mechanisms, e.g. BCAST for download and HTTP for return path.

9. Discovery

The DCD AD describes a very narrow view of service discovery prior to subscription. Content providers must subscribe and inform the DCD server of their content services. Of these the user gets to see only those the DCD server deems appropriate (through filtering, customisation, personalisation, other rules). 
How does the user manage to discover other DCD services which may be available through other DCD servers, whether these be through other operators, third party SPs or even run by content providers themselves ? Must all DCD servers be in a network provider domain  or can they be anywhere ? What is necessary for them to be in each of these domains and how does the AD address this need? These questions are unanswered in the AD.

10. Links to outside content 

The architecture does not define what happens when a content rendered by the DCD Client Enabled Application contains links to other content and these are exercised. Are they fetched through the DCD Client or via a native fetch for that client, e.g. a HTTP get via port 80 if a browser is used. If the former how is the DCD Client Enabled Application supposed to know this?

11. Syntax and Sematics

The discussion in section 6 about a protocol stack is confusing.  First, "syntax" and "semantics" which are discussed in the middle layer are not layers of a protocol stack.  They are terms that refer to the form and the meaning of things.  All messages have the notion of syntax and semantics, at all layers (so the terms apply to all 3 layers of the protocol stack).  Layers are usually defined because there are interfaces defined between them.  What is the purpose of this normative section?

12. URI proxy

It is unclear if the DCD server is supposed to perform the functions of URI proxy that:

· Hides through content URI

· Intercepts any URI request and maps it to the real content

· Enforces policies related to such mapping (i.e. allows content access or not)

13. Streamed Content

The AD is silent on streamed data. Is this supported by the enabler? If yes, how it it supported by the architecture. Is the streaming passing through the DCD server? Is it controlled by the DCD server?

14. OMA Download enabler

How does DCD fit with the Download enabler? Download is not mentioned among the dependencies nor discussed anywhere. Is the DCD server duplicating functionalities or able to rely on a download server? Is it controlled by the DCD server?

15. Handling of failures

Failure conditions are usually significant issues with content delivery s:

· Failed delivery

· Failed installation / usage

The DCD server client confirms transport delivery per the AD. No mention is made of correct installation / lack of corruption at usage.

This may also have charging implications that may have to be discussed.
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