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1 Reason for Contribution

This contribution proposes the authentication model in TS.
2 Summary of Contribution

This contribution proposes an authentication model with three levels of security. The “Low” level security is a network-based authentication. The “Medium” level security is a digest authentication with user credentials. The “High” level security is a TLS-based certificate authentication.
3 Detailed Proposal

10.1 Authentication
Three modes of subscriber authentication are specified for use by the DCD Enabler:

· Non-DCD authentication, e.g. authentication provided by functions external to the DCD Enabler (refer to 10.1.1)
· User credentials-based authentication via  HTTP Digest Authentication (refer to 10.1.2)
· TLS-based authentication (refer to 10.1.3).
10.1.1 Activation and Session Establishment Using Non-DCD Authentication

Non-DCD authentication includes the options of no authentication (anonymous service) and network-based authentication.
10.1.1.1 Anonymous Service
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1. The DCD Client sends a ClientActivation message to a DCD Server providing the highest supported DCD version and requested authentication mode (e.g. "DCD-2.0, AUTH-None").

2. The DCD Server determines its compatibility with the DCD version and requested authentication mode. The acceptable DCD version and authentication modes may be limited by policy based upon the DCD Server address at which the Client Activation request was received.

a. If version negotiation or authentication mode negotiation fails, the flow ends with an error response from the DCD Server. The DCD Client may respond with a subsequent ClientActivation with other supported version negotiation or authentication mode options.

b. Otherwise the DCD Server sends a ClientActivationResponse with the selected DCD version (which may be lower than the version indicated by the DCD Client, e.g. "DCD-1.0"), generated session ID, and additional parameters associated with session establishment, if any (e.g. DCD channel configuration data). The DCD Server also saves the activation parameters (e.g. Application Profile) as attributes of the session, which can be retrieved for handling of subsequent requests, based upon the session ID.

At this point, the DCD Client and DCD Server have established a session. The Session ID is used as a session token, with no implied security value.

10.1.1.2 Authenticated Service via Network-based Subscriber Identity Insertion
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1. The DCD Client sends a ClientActivation message to a DCD Server providing the highest supported DCD version and requested authentication mode (e.g. "DCD-2.0, AUTH-None"). The DCD Client is configured to use a proxy for the DCD-3 interface, and sends the message to the proxy instead of direct to the DCD Server.

2. The proxy inserts a subscriber identity indication (e.g. HTTP header) based upon network information (e.g. from RADIUS) into the message, and forwards it to the DCD Server. The subscriber identity may be in any form supported/permitted to be inserted by the network proxy for delivery to all or specific destinations.

3. The DCD Server determines its compatibility with the DCD version and requested authentication mode. The acceptable DCD version and authentication modes may be limited by policy based upon the DCD Server address at which the Client Activation request was received.

a. If version negotiation or authentication mode negotiation fails, the flow ends with an error response from the DCD Server. The DCD Client may respond with a subsequent ClientActivation with other supported version negotiation or authentication mode options.

b. If the subscriber identity is not recognized or not accepted by the DCD Server (e.g. the specific subscriber is not authorized to activate the DCD Enabler as requested), the flow ends with an error response from the DCD Server.

a. Otherwise the DCD Server sends a ClientActivationResponse with the selected DCD version (which may be lower than the version indicated by the DCD Client, e.g. "DCD-1.0"), generated session ID, and additional parameters associated with session establishment, if any (e.g. DCD channel configuration data). The DCD Server also saves the activation parameters (e.g. Application Profile) as attributes of the session, which can be retrieved for handling of subsequent requests, based upon the session ID.

At this point, the DCD Client and DCD Server have established a session. The Session ID is used as a session token, and may additionally be used for other security purposes, e.g. as a secure token for the record protocol of the connection security to be used in the DCD-1 and DCD-2 interfaces, as applicable.

10.1.2 Activation and Session Establishment Using HTTP Digest Authentication

HTTP Digest Authentication refers to “digest access authentication” as described in [RFC2617]. 
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1. The DCD Client sends a ClientActivation message to a DCD Server providing the highest supported DCD version and requested authentication mode (e.g. "DCD-2.0, AUTH-Digest"), and additional parameters required for registration, if any.
2. The DCD Server determines its compatibility with the DCD version and requested authentication mode. The acceptable DCD version and authentication modes may be limited by policy based upon the DCD Server address at which the Client Activation request was received.

a. If version negotiation or authentication mode negotiation fails, the flow ends with an error response from the DCD Server. The DCD Client may respond with a subsequent ClientActivation with other supported version negotiation or authentication mode options.

3. The DCD Server responds with a digest access authentication challenge, including a generated nonce value.

4. The DCD Client sends a challenge response with its credentials, hashed per the supplied nonce value. Note the credentials may be derived from a variety of sources, e.g. user-provided/stored or provisioned “username:password”, or 3GPP GBA-provided credentials.
5. The DCD Server retrieves the credentials from the hashed digest-response value.

a. If the subscriber identity is not recognized or not accepted by the DCD Server (e.g. the specific subscriber is not authorized to activate the DCD Enabler as requested), the flow ends with an error response from the DCD Server.
b. Otherwise the DCD Server sends a ClientActivationResponse with the selected DCD version (which may be lower than the version indicated by the DCD Client, e.g. "DCD-1.0"), generated session ID, and additional parameters associated with session establishment, if any (e.g. DCD channel configuration data). The DCD Server also saves the activation parameters (e.g. Application Profile) as attributes of the session, which can be retrieved for handling of subsequent requests, based upon the session ID.

At this point, the DCD Client and DCD Server have established a session. The Session ID is used as a session token, and may additionally be used for other security purposes, e.g. as a secure token for the record protocol of the connection security to be used in the DCD-1 and DCD-2 interfaces, as applicable.

10.1.3 Activation and Session Establishment Using TLS-based Authentication

TLS based Authentication refers to use of X.509 server certificates as described in [RFC2246] (updated by [RFC3546]). Version negotiation protocol is based on [RFC3546] specification, and on the proposed draft of TLS1.1 specification [RFC4366].
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1. The DCD Client sends a ClientActivation message to a DCD Server providing the highest supported DCD version and requested authentication mode (e.g. "DCD-2.0, AUTH-TLS"). The message is an Extended Client Hello message as per [RFC3546]. .

2. The DCD Server determines its compatibility with the DCD version and requested authentication mode. The acceptable DCD version and authentication modes may be limited by policy based upon the DCD Server address at which the Client Activation request was received.
a. If version negotiation or authentication mode negotiation fails, the flow ends with an error response from the DCD Server. The DCD Client may respond with a subsequent ClientActivation with other supported version negotiation or authentication mode options.

b. Otherwise the DCD Server responds with ServerHello, including negotiated protocol version, server certificate chain, etc..

3. The DCD Client retrieves the server certificate chain and verifies it.

a. If server validation fails, the flow ends with an error response to the DCD Server.
b. Otherwise the DCD Client generates a registration key and encrypts the key using the server public key. 

c. The DCD Client responds with the registration message providing subscriber identity, encrypted registration key, nonce, etc. 

4. The DCD Server validates the activation request for the subscriber.

a. If the validation fails, e.g. cannot decrypt the message with the private key, the flow ends with an error response from the DCD Server.

b. Otherwise the DCD Server sends a ClientActivationResponse message. The message includes generated session ID and additional parameters associated with session establishment, if any (e.g. DCD channel metadata). The message contains client generated nonce from the registration message and signed with the registration key. The DCD Server also saves the activation parameters (e.g. Application Profile) as attributes of the session, which can be retrieved for handling of subsequent requests, based upon the session ID.

At this point, the DCD Client and DCD Server have established a session. The session ID is included in every message sent over the DCD-1 and DCD-2 interfaces. The registration key is associated with the established session and used as a secure token for the record protocol to produce and verify message MAC.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this contribution be discussed and agreed.
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