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1 Reason for Contribution

The DCD AD is near completion. 
Before the AD is resubmitted back to Arch for review this contribution proposes a number of changes for consistency and editorial purposes.
2 Summary of Contribution

See section 3.
3 Detailed Proposal

***Start of changes***

4
Introduction
(Informative)

…

The structure of this architecture document is as follows. 

Section 5 defines the architecture of the DCD Enabler. Section 5.2 introduces the overall DCD architecture diagram and its logical entities and interfaces.

Section 5.3 defines the DCD Content packaging model that makes possible for the DCD Enabler to be content type agnostic.

Section 5.4 presents diagrams for dynamic registration of DCD-Enabled Client Applications and Content Providers with the DCD Enabler. The registration model supports dynamic plug-in of new applications and Content Providers with the DCD Enabler without interruption of services provided by the enabler.

Section 5.5 describes in further detail the DCD functional entities and their interfaces.

Section 5.6 presents several fundamental signalling flows that show how the basic interactions between the DCD Enabler functions.

In section 6, the DCD Enabler protocol stack is introduced to better describe the end-to-end content delivery flows and how the DCD Enabler handles the content delivery between the DCD Client, DCD Server and the DCD-Enabled Client Application.

The external interfaces EXT-1, EXT-2 and EXT-3 are not defined by the DCD Enabler, but are used by DCD Enabler entities. EXT-2 represents interfaces the DCD Server has to external entities providing information used in fulfilling specific DCD enabler requirements. EXT-3 represents interfaces the DCD Server has to external subscription management systems, for maintaining the current status of DCD channel subscriptions for a user. EXT-1 represents interfaces the DCD Client has to external entities providing information used in fulfilling specific DCD Enabler requirements. Where the interfaces are to OMA Enabler entities, the use of these interfaces by DCD Enabler entities is described in section 5.5.2, and the OMA-specified interfaces are described.



***Next change***

4.2
Security Considerations

…

4.2.1.4
Provisioning

The DCD Enabler ensures that only authorized actors are permitted to update DCD provisioning information. When provisioning information resides on a DCD Client’s devices, a user’s confirmation may
 be requested.
***Next change***

4.2.4
Content and Subscription Information Privacy

The DCD Client has a responsibility to protect the privacy of, and restrict access to, DCD Content and subscription information contained within a DCD-enabled device. A DCD-Enabled device supporting DCD-Enabled Client Applications will allow the subscriber identity to change over the life time of the device, either temporarily or permanently, whilst protecting DCD subscription information associated to previous subscriber entities.  The DCD Enabler ensures the confidentiality of a user’s DCD Content and subscription preferences.  Functions to be considered include:

· Content Access Control due to Privacy: Based upon a user’s privacy options, the DCD Client is required to deny access to DCD content on a device unless the user’s identity (e.g. username / password) has been verified.

· Subscriber Validation: The DCD Client in conjunction with the DCD Server is required to verify a subscriber (e.g. via (U)SIM-based subscriber identity or user-supplied credentials) prior to accessing to a Service Provider’s DCD supported services and associated content from the client.
***Next change***
4.3
Actors

In Figure 1, the DCD Content Providers and DCD-Enabled Client Applications are “actors” of the DCD Enabler. They are non-DCD entities via which users (Content Providers and end users) provide or consume services supported by the DCD Enabler.

Actors may use the external interfaces provided by the DCD Enabler (e.g. DCD-CPDE and DCD-CPR) thus allowing the deployment of DCD-based services using combinations of existing and new Content Providers and DCD-Enabled Client Applications.
4.3.1
DCD-Enabled Client Application

DCD-Enabled Client Applications are mobile-terminal-based applications, which
 can consume content delivered via the DCD Enabler, e.g. presenting the content to users, or using it for any arbitrary purpose. While the DCD Client must be aware of all DCD-Enabled Client Applications, the DCD-Enabled Client Applications may be aware or unaware of the DCD Enabler. For example, DCD-Enabled Client Applications may be designed to use the DCD Enabler in an implicit or explicit manner for one or more DCD Enabler functions, e.g.:

***Next change***
5.2 Architectural Diagram

Figure 2 describes the functional entities and interfaces of the DCD Enabler. The functional entities and interfaces in the DCD Enabler Architecture are described in depth in section 5.5.1.

…

The following entities are out of the scope, but may interact with the DCD Enabler:

· DCD Content Provider Server: interacts with the DCD Server in order to provide content and DCD Content and related information to the Enabler.

· DCD Enabled Client Application: interacts with the DCD Client in order to enable content delivery to the end user.

In order to maintain independence from the underlying implementation platform, all DCD interfaces need to be defined only in terms of data schema for the parameters of these interfaces. For the purpose of this document, the interface between two entities is called “bi-directional” if each entity offers a set of operations for use by the other entity. A uni-directional interface is an interface between two entities where only one entity offers a set of operations to the other entity. The bi-directional interface is a combination of two uni-directional interfaces. Each uni-directional interface could include synchronous (request-response) and / or asynchronous operations. The concept of uni-directional vs. bi-directional is an enabler interface level concept and independent of the underlying transport mechanism. The following interfaces are in scope of DCD:
· DCD-1 is a uni-directional point-to-point interface between the DCD Server and the DCD Client. This interface is used by the DCD Client to send content requests to the DCD Server
.
…

· DCD-CAR is a uni-directional interface between the DCD-Enabled Client Application and the DCD Client. This interface is used by the DCD-Enabled Client Application to register with the DCD Client when the application is installed on a mobile-terminal
.
· DCD-CADE is a bi-directional interface between the DCD-Enabled Client Application and the DCD Client. This interface is used by the DCD Client to send notifications and / or content to the DCD-Enabled Client Application, and enables the DCD-Enabled Client Application to retrieve content from the DCD Client. The interface could also be used for exchange of administration information, if applicable. While the interface is bi-directional, only the DCD Client provided interface functions are a subject for standardization.
***Next change***
5.3 DCD Content Packaging

The DCD Content is packaged using a layered “envelope” model. Each envelope contains Content Metadata and the nested envelope. There is unique Content Metadata for each processing tier (i.e. the DCD Server, the DCD Client, and the DCD-Enabled Client Application
), and each tier uses the appropriate Content Metadata to operate on the nested envelope prior to delivery to the next tier. Unlike Channel Metadata, which is associated with channel settings and provided upon registration of the DCD Enabled Client Application or the DCD Content Provider (see section 5.4), the Content Metadata is packaged and associated with the runtime DCD Content and passed from the DCD Server to the DCD Enabled Client Application through the DCD Client. If Channel Metadata is available, it is used by the processing tier prior to applying the Content Metadata.

Content payload inside the envelope is opaque to the DCD Enabler. 
The processing tier does not need the knowledge of nested envelope content but operates on processing tier using associated Content Metadata. However, the processing tier may use, create, or modify the Content Metadata for the next tier (e.g. the DCD Server may open the DCD Client Envelope and update priority setting in the Content Metadata for the DCD Client). In the common case scenario, the DCD Server envelope (including all nested envelopes) is provided by the DCD Content Provider. The Content Provider has intrinsic knowledge of the content, and therefore defines dynamic metadata (e.g. expiry, replacement, priority settings) associated with this content.

The envelope model for packaging the DCD Content ensures that the DCD Enabler operations are generic and independent from the content type.



The following is a brief description of the processing tiers, in addition to the related envelopes and Content Metadata. A schematic of the layered “envelope” model is provided in Figure 3.
***Next change***
5.5 DCD Processes, functional Components and Interfaces

5.5.1 DCD Processes
5.5.1.1 Registration

As described in section 5.4, the DCD Enabled Client Application needs to register with the DCD Enabler in order to receive the DCD Content. At registration, the DCD-Enabled Client Application provides an Application Profile to the DCD Client that describes the application’s capabilities and preferences. The Application Profile represents channel metadata for each channel supported by this application as well as application preferences common for all channels. Using DCD-CAR the DCD Enabled Client Application registers with the DCD Client and submits its Application Profile. The DCD Enabled Client Application registration and the submission of its Application profile could be mediated by another application submitting the Application Profile on its behalf.
Upon registration, the DCD Client sends activation message to the DCD Server.  Activation is required for point-to-point delivery models. Activation between DCD Client and DCD Server for broadcast delivery models may be required. 

A single DCD Client may communicate with one or more DCD Servers. The DCD Server address may be preconfigured in the DCD Client, supplied by an application as a part of the Application Profile, or provided by other means (e.g. OMA DM).

The activation message contains an entire Application Profile or a subset of the Application Profile. The DCD Server binds the DCD Enabled Client Application with one or more registered DCD Content Providers based on the preferences in the Application Profile. To facilitate bindings between the application and the content providers, the Application Profile may contain the address of the DCD Content Provider and / or information about the content types supported by the application.

If the activation is successful, the DCD Server establishes a session and returns the session ID along with the list of content channels matching application preferences. This list is provided to the DCD Enabled Client Application with the registration response. For generic (DCD unaware) applications, which are registered indirectly, the response is provided to the mediator or omitted if the registration is internal to the DCD Enabler (e.g. the DCD Client is preconfigured to register the application).
5.5.1.2 Content Delivery

“Content delivery” as used in the context of this document includes the methods and overall process for establishing and maintaining the automated or on-demand delivery of content via the DCD Enabler. Content delivery is described here in term of channel (the set of content items related to specific DCD-enabled services) lifecycle and operations. Further details on the following described functions are provided in the subsequent sections for the DCD functional entities and interfaces.

There are two main phases in the lifecycle of channels:

· Establishment: Channel establishment is the initiation of content delivery/reception of a channel by a specific DCD Client, and can be initiated by the DCD Server or DCD Client upon various events, including subscription actions occurring outside the DCD Enabler, or and on-demand requests by DCD-Enabled Client Applications (which to the Content Provider, may represent subscription requests and result in subscription actions).

· Maintenance: the autonomous or on-demand delivery of content for the channel per the settings for the channel and its related content. Channels may be defined for various methods of delivery and periodic update. 

The lifetime of channels and the applicable methods for channel delivery/update are determined by the DCD Service Provider and/or Content Provider for particular DCD-enabled services. Channel lifetime and the number of related content delivery transactions may vary, e.g. one request and a limited series of directly related responses (such as may be provided by a DCD-enabled browser proxy service), a limited-duration series of autonomous content updates (e.g. for sports events), or an indefinite series of autonomous content updates (e.g. a local weather channel).

DCD Client-initiated channel establishment begins with an initial request for content by the DCD Client via the DCD-1 interface, referencing a general or specific resource (e.g. the root content address of an application or channel, or any generic URI), and include various attributes of the requested resource as channel metadata. A DCD-Enabled Client Application uses the DCD-CAR interface to request channel establishment. The preferences for such channel establishment are identified by the Application Profile associated with the application. In its response, the DCD Server may include channel metadata which the DCD Client then uses to complete channel establishment, e.g. allocate content storage and schedule channel updates. Similarly, DCD Server-initiated channel establishment includes delivery of channel metadata which the DCD Client uses to complete channel establishment, e.g. setup content reception from the DCD-2 interface or DCD-1 interface.

***Next change***
5.5.2 DCD Functional Entities

5.5.2.1 DCD Client

The DCD Client resides on the device and interacts with DCD server and the Client Application Interaction Function.

The DCD Client provides the functions as described in the subsequent sections.

5.5.2.1.1 Subscription and Administration Function

The Subscription and Administration function has the responsibility for the following roles:
…

· The DCD Client receives and handles the notifications indicating that the activation state with a DCD Service Provider has changed. Through the DCD-CADE interface, the DCD-Enabled Client Application may be informed that prior activation is no longer valid, and DCD content will no longer be delivered, e.g.:

***Next change***
5.5.2.1.3 Client-Application Interaction Function
The Client-Application Interaction Function provides the following functions to a DCD-Enabled Client Applications. These functions include:

· Discovery of available DCD Channels and subscription to the channels

…

· Notification of DCD Channel selection change via a DCD Service Provider
· This allows a DCD-Enabled Client Application to receive notifications through the DCD Client indicating that a channel selection update is available from a DCD Service Provider. The DCD Enabler reuses elements of other OMA Enablers for this purpose, e.g. as provided by [OMA-BCAST-AD].
· Subscription to DCD Channels available via the DCD Service Provider
· This allows a DCD-Enabled Client Application to request a channel subscription to a Content Provider channel via the DCD Service Provider. The DCD Enabler reuses elements of other OMA Enablers for this purpose, e.g. as provided by [OMA-BCAST-AD].
· Content Delivery

· Notification of new content delivery via DCD
· This allows a DCD-Enabled Client Application to receive notifications indicating that new content applicable for the application has been delivered, and is available in the device’s storage.
· Requests for DCD Content and associated responses
· This allows a DCD-Enabled Client Application to request a content update via the DCD Client, and to receive the response from the DCD Server.
***Next change***
5.5.2.2 DCD Server
The DCD Server implements the network side of the DCD Enabler and provides the functions as described in the subsequent sections.

5.5.2.2.1 Subscription and Administration Function

The Subscription and Administration function has the responsibility for the following roles 
· DCD application registration procedure
· DCD Content Provider and Content Channel registration procedure
· Reporting of security violations and statistics

· Content management provided by DCD Content Provider Server
· Subscriber’s / Content Provider’s channel subscription management functions 

· Synchronization of subscription information between DCD Client and DCD Server 
· Activation / De-activation of DCD Client
· Application-ID delivery for the purpose of interoperability and content routing
***Next change***
5.5.4 Interfaces

In order to maintain independence from the underlying implementation platform, all DCD interfaces need to be defined only in terms of data schema for the parameters of these interfaces.

5.5.4.1 Interface DCD-1

DCD-1 interface is a uni-directional point-to-point interface between the DCD Server and the DCD Client. Via this interface the DCD Client sends content pull requests to the DCD Server, and receives responses. The DCD Client sends requests to the DCD Server via DCD-1 interface as a result of several triggers, e.g.: 

· Automatic request upon notification of content availability at the DCD Server
· Automatic request for content upon a predefined schedule
· Automatic request for content upon stored content expiration
· On-demand request for content by the DCD-Enabled Client Application, e.g. upon end-user interaction or application-initiated interaction
5.5.4.2 Interface DCD-2

DCD-2 interface is uni-directional interface between the DCD Server and the DCD Client. The DCD-2 interface is supported as a point-to-point content push interface and multi-point broadcast interface. Via this interface the DCD Server delivers pushed notifications and / or content to the DCD Client, e.g.

· Notification of content availability for client-invoked retrieval via DCD-1 interface

· Notification of Service Guide availability for client-invoked retrieval via DCD-3 interface

· Direct delivery of content or Service Guide

· Notification or direct delivery of service administration action

As DCD-2 interface is supported as a point-to-point content push interface and multi-point broadcast interface, 
the semantics of notifications indicating content availabilitydiffer according to whether broadcast or point-to-point modes are used. In the point-to-point case, these notifications are targeted to a specific application and device user, and the message contains application ID, device ID, etc. In the broadcast case, the DCD Server expects the DCD Client to filter these notifications (e.g. based on the application ID and / or content type match with registered DCD Enabled Client Applications).

The use of this interface is initiated by the DCD Server upon request by a Service Provider / Content Provider (through DCD-CPDE interface), or by the DCD Server itself.

5.5.4.4 Interface DCD-CPR

DCD-CPR is a uni-directional interface between the Content Provider and the DCD Server. This interface is used by the Content Provider to register new content channels with the DCD Server. The Content Provider uses DCD-CPR interface when the new channels become available or when there is an update to the settings of the existing channels. The interface is used to supply Channel Metadata or in the case of integrating generic applications (see section 5.4) the entire Application Profile to the DCD Enabler. The DCD-CPR interface allows the plug-in of new Content Providers into the DCD Server dynamically i.e. there is no need for the DCD Server restart or interruption of DCD Server operations upon registration. The registration of the Content Providers is independent from the registration of the DCD Enabled Client Applications.
5.5.4.5 Interface DCD-CAR

DCD-CAR is a uni-directional interface between the DCD-Enabled Client Application and the DCD Client. This interface is used by the DCD-Enabled Client Application to register / unregister with the DCD Client when the application is installed on a device or upgraded. The DCD-Enabled Client Application uses DCD-CAR interface to supply Application Profile (including the Channel Metadata) to the DCD Enabler. The DCD-CAR interface allows the plug-in of new DCD-Enabled Client Applications into the DCD Enabler dynamically i.e. there is no need for the DCD Client restart or interruption of DCD Client operations upon registration. The registration of the DCD-Enabled Client Applications is independent from the registration of the Content Providers.
***End of changes***
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree changes as described in section 3 and include in the latest version of the DCD AD.









�Deleted because the text seems out of place in this section, and text in section 5.5.3 "External Enabler Entities Interating with DCD Enabler" already covers the sentiments of this paragraph.


�Change to align with rest of document.


�Reference not required because Application is now included in the definitions section, and there is no definition of mobile-terminal-based applications in the Dictionary.


�Are responses received across a uni-bidirectional interface? If it is then isn't it a bi-directional interface?


�Align terminology with rest of document.


�Align with Figure 3.


�The use of "Generally" implies that the processing tier does or does not require the knowledge of the nested envelop. If this is the case then we will need to provide additional clarification.


�This paragraph is deleted as the opactity concepts are described in previous paragraphs.


�The title is quite confusing. Registration, Content Delivery and Personalisation and Customisation are not highligted as functional components in Figire 2. I would suggest that these should be called "Processes".


�This was quite confusing because it gave the impression that other interfaces (e.g. DCD-3) will be used to deliver notifications. 
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