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1 Reason for Contribution

This contribution proposes the DCD TS Semantics Section 7.1.3: DCD-3 Interface

2 Summary of Contribution

This input contribution proposes the DCD TS Semantics Section 7.1.3: DCD-3 Interface – “client activation” transaction type.
3 Detailed Proposal

7.1.3 DCD-3
7.1.3.1 Client Activation
The Client Activation activates the DCD service in the DCD Server for a specific DCD-Enabled Client Application. During the activation, the subscriber authentication is performed according to the security level and authentication model described in section 10.1.
This section gives the details of the transaction messages.

7.1.3.1.1 Messages and Information Elements

	Message
	Requirement
	Direction

	ClientActivation
	Mandatory
	Client ( Server

	Challenge
	Conditional, required if and only if Authentication-Mode is “AUTH-Digest”
	Client ( Server

	ChallengeResponse
	Conditional, required if and only if Authentication-Mode is “AUTH-Digest”
	Client ( Server

	ClientActivationResponse
	Mandatory
	Client ( Server


Table 6 Message directions for Client Activation

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	ClientActivation
	Message identifier.

	Transaction-ID
	M
	String
	Transaction identifier. Maximum is 256 bytes – 256 printable ASCII characters. The Transaction-ID is unique within the session.

	Session-ID
	O
	String
	Session identifier. If it is present, it represents the previous session. Maximum is 256 bytes – 256 printable ASCII characters. The Session-ID is unique within the service provider domain.

	Device-ID
	O
	String
	Device identifier, e.g. IMEI. The value is implementation specific, and typically it is IMEI or ESN. Maximum is 256 bytes – 256 printable ASCII characters.

	Version
	M
	String
	The highest version of protocol supported in the device. The format of the version of the DCD Enabler is defined as follows:


<X>’.’<Y>

Where X is a positive integer representing a major version number, and Y is a positive integer representing a minor version number.

The current version of DCD Enabler is “1.0”.

	Authentication-Mode
	M
	Enumerated
	The authentication mode supported in the device. The enumerated values are { AUTH-None, AUTH-Digest }. The values are case-insensitive.

	Username
	C
	String
	Identifies the user. It is present if and only if the “Authentication-Mode” is “AUTH-Digest”.

	Application-ID
	M
	String
	Application Profile Identifier. See 8.2.

	Supported-Digest-Schema
	C
	Enumerated
	The list of supported digest schema in client. The minimum set of possible values is { PWD, BASIC, MD5 }. They are separated by a whitespace ‘ ’ if the list is more than one. The values are case-insensitive.

It is present if and only if the “Authentication-Mode” is “AUTH-Digest”.


Table 7 Information elements in ClientActivation message

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	Challenge
	Message identifier.

	Transaction-ID
	M
	String
	Transaction identifier. Its value MUST be identical to the value of Transaction-ID in ClientActivation.

	Result
	M
	Structure
	The result of the transaction. If there is any error, such as no matched version and / or security level, the error message will be returned in the result. Otherwise, the success status code will be returned. See Table 2 Information elements in Result structure.

	Digest-Schema
	M
	Enumerated
	The digest schema that should be used by the client to generate the digest. The minimum set of possible values is { PWD, BASIC, MD5 }. The values are case-insensitive.

	Nonce
	C
	String
	A random string generated by the server for the client to generate the digest. This element MUST NOT be present if the Authentication-Method is PWD or BASIC. It MUST be present otherwise.

	Ext-Block
	O
	Structure
	The application-specific customized messages. See 7.1.5 for interface extension framework.


Table 8 Information elements in Challenge message
	Information Element
	Req
	Type
	Description

	Message-Type
	M
	ChallengeResponse
	Message identifier.

	Transaction-ID
	M
	String
	Transaction identifier. Its value MUST be identical to the value of Transaction-ID in Challenge.

	Device-ID
	O
	String
	Device identifier, e.g. IMEI. The value is implementation specific, and typically it is IMEI or ESN. Maximum is 256 bytes – 256 printable ASCII characters.

	Username
	M
	String
	Identifies the user.

	Digest-Schema
	O
	Enumerated
	It is identical to the same element in the Challenge from the server.

	Nonce
	C
	String
	It is identical to the same element in the Challenge from the server. This element MUST NOT be present if the Authentication-Method is PWD or BASIC. It MUST be present otherwise.

	User-Credentials
	M
	String
	If the Digest-Schema is “PWD”, it is the plain text string of “Username:Password”:

User-Credentials = “Username:Password”

If the Digest-Schema is “BASIC”, it is the BASE64-encoded string of “Username:Password”:

User-Credentials = BASE64-encode (“Username:Password“)

Otherwise, it is the digest hash string based on the pair of “Username:Password” and the nonce. The digest hash string is BASE64 encoded:

User-Credentials = Digest-Hash ( Nonce + “Username:Password“ )

	Ext-Block
	O
	Structure
	The application-specific customized messages. See 7.1.5 for interface extension framework.


Table 9 Information elements in ChallengeResponse message
	Information Element
	Req
	Type
	Description

	Message-Type
	M
	ClientActivationResponse
	Message identifier.

	Transaction-ID
	M
	String
	Transaction identifier. Its value MUST be identical to the value of Transaction-ID in ChallengeResponse.

	Result
	M
	Structure
	The result of the activation and session establishment. See Table 2 Information elements in Result structure.

	Session-ID
	C
	String
	Session identifier. It is present only if the transaction succeeds. Maximum is 256 bytes – 256 printable ASCII characters. The Session-ID is unique within the service provider domain.

	Session TTL
	C
	Integer
	The server required TTL in seconds for the session. ‘0’ means an infinite session. It is present only if the transaction succeeds.


Table 10 Information elements in ClientActivationResponse message

7.1.3.1.2 Error Conditions
ClientActivation error conditions:

· Further authorization needed to use the server. (401)

· Invalid password. (409)

· The particular client/user is not allowed to use the server. (403)

· System Message Response required (416)

· The server could not recover the session. (502)

· Version not supported. (505)

· Security level not supported (506)

· No matching digest schema supported (510)

· Service provider agreement missing (902)

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this contribution be discussed and agreed.
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