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1 Reason for Change

This contribution proposes to use OAuth2 for Application Authorization in AOI, and provides description for necessary procedures of AOI Client and AOI Server. The description is based on INP doc. 
Note: This is a follow up to OMA-CD-AOI-2013-0003-CR_AOI_Procedures (from Telefonica) and suggest to be handled in conjuntion
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and apply the proposed changes to the AOI ER.

6 Detailed Change Proposal

Change 1:  Added new section for Application Authorization

8. Application Authorization
Only authorized applications can send/receive notifications using AOI. Application authorization in AOI is conducted based on “Authorization Code Grant Flow” in OAuth2.0[RFC6749], where AOI Server acts as “Server Endpoint” (i.e., “Authorization Endpoint” and “Token Endpoint”) and AOI Client acts as “Client Endpoint”(i.e., Redirection Endpoint), and consists of the following 5 steps:

1. Registration of Application Server
Application Server registers with AOI Server. If the registration is authorized, AOI Server provides Application Server with Application ID and Application Secret.
2. Authorizing Application Client
During Application Client registration, AOI Server together with AOI Client checks if the App Client is authorized to register with AOI platform. 
3. Providing Authorization Code to Application Client
If an Application Client is authorized, “Authorization Code” is provided to the Application Client, which passes Authorization Code to Application Server.
4. Providing Access Token to Application Server
Application Server gets access token from AOI Server by sending Authorization Code together with Application ID and Application Secret.
5. Authorizing notification delivery request from Application Server

When requesting notification delivery to AOI Server, Application Server includes Access Token to the request. AOI Server checks the Access Token, and, if the Token is one that is provided to the Application Server before, it forwards the request to AOI Client(s)
Detailed procedure for application authorization is described in Section 9 “Functional Component Procedures”.
Change 2:  Added description for procedure of Application Authorization
9. Functional Component Procedures

9.1 AOI Client Procedures

9.1.1 AOI Client Registration

Editor’s note: nothing to be added to this subsection by this contribution
9.1.2 Application Client Registration

Editor’s note: Not to intend to replace the existing description, but to add/merge the following description to the existing one.
Upon receiving the Application Client registration request from the Application Client, the AOI Client SHALL start the procedure to check if the Application is authorized to receive notification. 
Authorization procedure proceeds as follows:
1. (This step is optional.)Mutual authentication with AOI Server

Based on an AOI Service Provider’s policy (e.g., require AOI Client authentication per registration basis), AOI Client MAY conduct mutual authentication with AOI Server.
During the authentication, AOI Client MAY prompt a user to input user credential (e.g., user ID and password for AOI system) to be authenticated by the AOI Server.

2. Send Registration Request to AOI Server

AOI Client SHALL send Application Registration Request to AOI Server. Before sending Application Registration Request, based on an AOI Service Provider’s policy, AOI Client MAY prompt a user to input permission on whether to allow the Application Client receive notification messages.

3. Notify Authorization Code to Application Client
After successful application authorization by the AOI Server, AOI Client receives Authorization Code from AOI Server and forwards it to Application Client.
Note: After being notified Authorization Code, Application Client notifies it to Application Server. However, it is out of scope of this specification how to do this. 

9.1.3 Notification Delivery

Editor’s note: nothing to be added to this subsection by this contribution
9.2 AOI Server Procedures

9.2.1 Application Server Registration

Editor’s note: this subsection is newly added
Before sending a notification request to AOI Server, Application Server needs to register itself with AOI Server. 
After successful registration of an Application Server, AOI Server SHALL provide the Application Server with Application ID and Application Secret.

9.2.2 AOI Client Registration

Editor’s note: nothing to be added to this subsection by this contribution
9.2.3 Application Client Registration

Editor’s note: Not to intend to replace the existing description, but to add/merge the following description to the existing one.

During Application Client Registration, AOI Server together with AOI Client conducts Application Authorization procedure as follows:

1. Authorizing Application Client Registration

Upon receiving Application Registration Request, AOI Server SHALL check if the request comes from correct AOI Client and decide whether to authorize the Application Client to receive notification using AOI system. 
Criteria to decide authorization are up to each AOI Service Provider and out of scope of this specification. (e.g., Examples of criteria are:

1. Just based on user’s permission
2.  Based on user’s permission and the number of authorized applications per user
3. Etc.,)
2. Provide Authorization Code to AOI Client

If AOI Server decides to authorize Application Client to receive notification, AOI Server SHALL generate Authorization Code and notify it to AOI Client by Application Registration Response. AOI Client then sends Authorization Code to Application Client.
9.2.4 Notification Delivery

Editor’s note: Not to intend to replace the existing description, but to add/merge the following description to the existing one.

AOI Server SHALL accept notification requests if they come from authorized Application Server and destined to authorized Application Client. AOI Server SHALL reject them if they do not.
To do this, when receiving notification request from Application Server, AOI Server SHALL check if the request contains Access Token. The following describes how to provide Access Token and accept/reject notification requests.
· Provision of Access Token to Application Server
Before sending notification request to AOI Server, an Application Server needs to get Access Token from AOI Server by sending Access Token Request to AOI Server. 

Upon receiving Access Token Request from Application Server, AOI Server SHALL check if the request contains correct Application ID and Application Secret, which it provides during Application Server Registration phase, and Authorization Code, which it provides during Application Client Registration phase.
If the request contains correct ones, AOI Server SHALL provide Application Server with Access Token.

· Accept/Reject notification request
Upon receiving notification request, AOI Server SHALL check if the request contains the correct Access Token provided to the Application Server. If it does not, AOI Server SHALL reject the request.
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