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1 Reason for Change

Based on the requirements AOI-SEC-002 and 007, this CR adds description for authentication and authorization of Server Application conducted by AOI Server.

	AOI-SEC-002
	The AOI Enabler SHALL support authorization of Server Application and Client Application to interact with the AOI Enabler 
	1.0

	AOI-SEC-007
	The AOI Enabler SHALL be able to block notifications from blacklisted applications to be sent to the AOI Client.
	


R01: revise based on comments from the group.
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and apply the proposed changes to the AOI ER.

6 Detailed Change Proposal

10. Security
10.1. Server Application Authentication and Authorization
When receiving a notification request from a Server Application, the AOI Server SHALL authenticate the Server Application. 

If the authentication fails, the AOI Server SHALL reject notification request from the Server Application. Even if the authentication succeeds, the AOI Server SHALL reject notification request from the Server Application if it is registered with a blacklist 

· 
10.1.1 Server Application Authentication Mechanisms
 AOI Server SHALL support one or more than one of the following mechanisms for Server Application authentication:
· Authentication based on Server Application Provider credential

As a credential, either Server Application Provider ID and Password, or Server Application Provider’s certificate is used. 
· When using ID and Password as a credential
AOI Server SHALL authenticate Server Application by either HTTP Basic Authentication or HTTP Digest Authentication.
AOI Server SHALL check HTTP Authorization Header in each notification request to check if the header value matches with correct Server Application Provider ID and Server Application Provider Password. If  HTTP Basic Authentication is used, HTTPS MUST be utilized between AOI Server and a Server Application.
NOTE: how to register Server Application Provider ID and Password with AOI Server is out of scope of this speficication
· When using Server Application Provider certificate as a credential
AOI Server SHALL authenticate Server Application Provider by TLS mutual authentication based on Server Application Provider’s certificate as a client certificate.

· 


Editor’s note: It is FFS whether other mechanisms should be supported for Application Server Authentication.
Change 1:  Add definition of Server Application Provider
	Server Application Provider
	A provider which provides Server Application. Single provider can provide multiple Server Applications.
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