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1 Reason for Change

This CR implements the changes proposed in document OMA-CD-AOI-2013-0063-INP_Architecture_Impact_of_Notification_Channels , enhanced with the feedback received on that document.
R01 implements feedback received.
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and apply the proposed changes to the AOI ER.

6 Detailed Change Proposal

Change 1:  Updating main Architecture Diagram
9. Architectural Model

9.1 Dependencies

9.2 Architectural Diagram



[image: image2.emf]AOI Server

Server

Application

AOI Client

Client 

Application

AOI-1

AOI-2

AOI-3

AOI-4

AOI Auxiliary 

Server

AOI-5

AOI-2

Push OTA

Push Proxy 

Gateway

PAP / 

Push REST

AOI-2

Push Client

Device


Figure 1: Architecture Diagram


The above diagram depicts all the architecture elements of the AOI Enabler, as well as external entities and supporting enablers that may interact with the AOI Enabler.
Note that depending on which notification channels are supported / used some of the elements and interfaces in the diagram above will apply and some other will not. To clarify which of them apply to each of the notification channels a specific diagram in provided below for each case.
Editor’s Note: It is FFS whether the definition of an interface between the Push Client and the AOI Client is needed or otherwise it can be deemed an implementation issue, in which case it needs to be determined whether to draw it with dotted line
Change 2:  Adding specific Architecture Diagrams for each notification channel type
9.2.1 Notification Channel based on Connectionless Push over SMS 
The Notification Channel based on Connectionless Push over SMS can be used by the AOI Server to deliver notifications to the AOI Client by transferring them in the payload of the Push message. This Notification Channel can be used regardless of the data connection used by the device (e.g. mobile connection, Wi-Fi), and whether the AOI Server is placed within or outside the MNO’s network.
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Figure 2: Architecture Diagram when using Connectionless Push over SMS Notification Channel
The interfaces with components of the Push Enabler are depicted in dotted line due to the fact that they are defined in the frame of the Push Enabler. However this specification defines some details as to how these interfaces are used, namely the Application ID associated to the AOI Enabler and the encoding of the notification to be transferred over the Push Enabler.
Editor’s Note: It is FFS whether the definition of an interface between the Push Client and the AOI Client is needed or otherwise it can be deemed an implementation issue, in which case it needs to be determined whether to draw it with dotted line
9.2.2 Notification Channel based on UDP Wake-up
The Notification Channel based on UDP Wake-up can be used by the AOI Server to wake-up the AOI Client and instruct it to connect to the AOI Server in order to receive pending notifications. This Notification Channel is intended to be used when the device uses the mobile data connection and regardless on whether the AOI Server is placed within or outside the MNO’s network, but in the latter case a supporting AOI Auxiliary Server located within the MNO network is needed.
The following diagram depicts the architecture applicable to the case when an AOI Auxiliary Server is needed, due to the AOI Server being located outside of the MNO’s network, or desired as an implementation option even if the AOI Server being located inside the MNO’s network.
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Figure 3: Architecture Diagram when using Notification Channel based on UDP wake-up with AOI Auxiliary Server
Editor’s Note: It needs to be clarified in subsequent subsections that just a subset of the functionality exposed by the AOI client through AOI-2 interface is used by the Auxiliary Server, namely requesting the AOI Client to initiate connection-oriented notification channel setup to AOI Server.
The following diagram depicts the architecture applicable to the case when an AOI Auxiliary Server is neither needed, due to the AOI Server being located inside of the MNO’s network, nor desired as an implementation option.
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Figure 3: Architecture Diagram when using Notification Channel based on UDP wake-up without AOI Auxiliary Server

9.2.3 Server-initiated TCP Notification Channel
The server-initiated TCP Notification Channel can be used by the AOI Server to establish a connection to the AOI Client and then deliver pending notifications to the AOI Client. This Notification Channel is intended to be used when the device uses the mobile data connection and regardless on whether the AOI Server is placed within or outside the MNO’s network, but in the latter case a supporting AOI Auxiliary Server located within the MNO network is needed.
The following diagram depicts the architecture applicable to the case when an AOI Auxiliary Server is needed, due to the AOI Server being located outside of the MNO’s network, or desired as an implementation option even if the AOI Server being located inside the MNO’s network.
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Figure 4: Architecture Diagram when using Server-initiated TCP Notification Channel with AOI Auxiliary Server
The following diagram depicts the architecture applicable to the when an AOI Auxiliary Server is neither needed, due to the AOI Server being located inside of the MNO’s network, nor desired as an implementation option.
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Figure 3: Architecture Diagram when using Server-initiated TCP Notification Channel without AOI Auxiliary Server

Change 3:  Adding new Internal Functional Component
6.3.1.1.3 AOI Auxiliary Server

The AOI Auxiliary Server is located within the MNO’s network and provides support to the AOI Server, when this latter component lies outside of the MNO’s network, in all those features that require a direct contact with the AOI Client from within the MNO’s network. This element may be also used as a deployment option even if the AOI Server is placed within the MNO’s network.
Change 4:  Adding Supporting Enablers section and Push Enabler description
6.3.1.3 Supporting Enablers
6.3.1.3.1 Push Enabler

The Push Enabler supports the AOI Enabler in the delivery of notifications from the AOI Server to the AOI Client when the notification channel based on Connectionless Push over SMS is used. The functionalities provided by the different components of the Push Enabler are described in [OMA-PUSH].
The AOI Server interacts with the Push Enabler via the Push Access Protocol (PAP) defined by the Push Enabler or via the RESTful Network API for OMA Push [OMA-PUSH-REST]
6.3.2 Interfaces

6.3.2.1   AOI-1

This interface is exposed by the AOI Server and can be used by the AOI Client to:

· register/de-register AOI Client to the AOI Server;

· register/de-register Client Application to the AOI Server;

· subscribe to notifications from the AOI Server.

· Reporting to the AOI Server about the Malicious notification; 
· Blocking the notifications from the AOI Server; 
· Reporting the result of notification delivery to the AOI Server;
· initiate connection-oriented notification channel setup to AOI Server, if applicable;
6.3.2.2   AOI-2

This interface is exposed by the AOI Client and can be used by the AOI Server to:

· deliver notifications to the AOI Client;

· check the delivery status of notifications;

· initiate connection-oriented notification channel setup, if applicable;
· request AOI Client to initiate connection-oriented notification channel setup to AOI Server.

6.3.2.3   AOI-3

This interface is exposed by the AOI Client and can be used by the Client Applications to:

· register/de-register to the AOI Client;

· subscribe and receive notifications from the AOI Client.

6.3.2.4   AOI-4

This interface is exposed by the AOI Server and can be used by the Server Applications to:

· register/de-register to the AOI Server;

· send notifications to the AOI Server;
· request to be notified by the AOI Server about the notification delivery status;

· check the delivery status of multiple notifications;

· set an expiry time for the notifications to be delivered to the destination;
· receive indication that the AOI Server is getting overloaded.
6.3.2.4   AOI-5
This interface is exposed by the AOI Auxiliary Server and can be used by the AOI Server to:
· request AOI Auxiliary Server to send an indication to the AOI Client to initiate connection-oriented notification channel setup to AOI Server.
Change 5:  Adding new references
	
	


2.1  Normative References
	[OMA-PUSH]
	“Push Enabler”, Open Mobile Alliance™, OMA-ERP-Push-V2_3,

URL:http://www.openmobilealliance.org/

	[OMA-PUSH-AD]
	“Push Architecture”, Open Mobile Alliance™, OMA-AD-Push-V2_3,

URL:http://www.openmobilealliance.org/

	[OMA-PUSH-REST]
	“RESTful Network API for OMA Push”, Open Mobile Alliance™, OMA-ERP-REST_NetAPI_Push-V1_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/
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