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1 Reason for Change

This contribution introduced the option for trial app developer so that app developers are able to use the AOI Service without registering to AOI Server.
The purpose of this option is to promote the AOI Service to App developer.
R02:online change made
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and apply the proposed changes to the AOI ER.

6 Detailed Change Proposal

Change 1:  Change Following Section
8. Security
8.1 Server Application Authentication and Authorization

When receiving a notification request from a Server Application, the AOI Server SHOULD authenticate the Server Application. 
If AOI Server requires authentication, if the authentication fails, the AOI Server SHALL reject notification request from the Server Application. Even if the authentication succeeds, the AOI Server SHALL reject notification request from the Server Application if it is registered with a blacklist 

8.1.8 Server Application Authentication Mechanisms

 AOI Server SHALL support one or more than one of the following mechanisms for Server Application authentication:

· Authentication based on Server Application Provider credential

As a credential, either Server Application Provider ID and Password, or Server Application Provider’s certificate is used. 

· When using ID and Password as a credential

AOI Server SHALL authenticate Server Application by either HTTP Basic Authentication or HTTP Digest Authentication.
AOI Server SHALL check HTTP Authorization Header in each notification request to check if the header value matches with correct Server Application Provider ID and Server Application Provider Password. If  HTTP Basic Authentication is used, HTTPS MUST be utilized between AOI Server and a Server Application.
NOTE: how to register Server Application Provider ID and Password with AOI Server is out of scope of this specification
· When using Server Application Provider certificate as a credential

AOI Server SHALL authenticate Server Application Provider by TLS mutual authentication based on Server Application Provider’s certificate as a client certificate and AOI Server’s certificate as a server certificate.
AOI Server MAY support lightweight App Provider authentication (e,g, for trial applications or for all applications depending on deployment policy):
· AOI Server SHALL allow notification delivery from Server Application developed by unregistered Application Provider, if the 
· Server Application provides valid clientAppToken that is stored in AOI Server.
· It depends on deployment policy if there is a quota and/or validation period for an App Developer using lightweight authentication.
Change 2:  Change Following Section – add error code
8.1.9 Notification Delivery
	Element
	Type
	Cardinality
	Description

	messageType
	String
	1
	Element with value set to ‘notificationDeliveryReq’, identifying this message as a Notification Delivery request

	clientAppToken
	String
	1
	This element contains the Client Application Token, used by the Server Application for the notification addressing and to be used by the AOI Server for notification routing

	payload
	
	0…1
	This element contains the payload of the notification sent by the Server Application targeted to the Client Application. If the payload element is absent, it means that there is some information available at the Server Application.

	Priority
	Enumeration
	1
	This element specifies the delivery priority of the notification message. The methods used to reduce delivery latency are implementation dependent, but may include the use of a different bearer or the reordering of messages waiting transmission to send the higher priority messages first


Notification Delivery request
Editor’s Note: to investigate Type of payload

Editor’s Note: to check the PushREST API

The following table describes the elements of a Notification Delivery success response sent from the AOI Server to the Server Application:

	Element
	Type
	Cardinality
	Description

	messageType
	String
	1
	Element with value set to ‘notificationDeliveryRes’, identifying this message as a Notification Delivery response

	code
	String
	1
	This attribute contains a code that indicates the outcome of the request. 

In case of a success response it SHALL be set to ‘202’ (‘Accepted’)

	desc
	String
	1
	This attribute contains a textual description that indicates the outcome of the request.


Notification Delivery success response

The following table describes the elements of a Notification Delivery error response sent from the AOI Server to the Server Application:

	Element
	Type
	Cardinality
	Description

	messageType
	String
	1
	Element with value set to ‘notificationDeliveryRes’, identifying this message as a Notification Delivery response

	code
	String
	1
	This attribute contains a code that indicates the outcome of the request. 

In case of an error response one of the following codes MAY be used:

· ‘400’: ‘Bad Request’: Bad syntax in the request.

· ‘401’: ’Unauthorized’: The provided Client Application Token is not valid or not registered to the AOI Server.

· ‘403’: ‘Forbidden’: The requesting Application Server does not have the rights to send notification (e.g. no right to use the requested priority).
· ‘415’: ‘Unsupported Media Type’: The payload type is not supported by the AOI Client.
·  421:Trial Notification quota exceeded or trial notification delivery expired.
·  ‘503’: ‘Service Unavailable’: The AOI Server is temporarily not ready to process the request. The client may re-attempt the operation.

	desc
	String
	1
	This attribute contains a textual description that indicates the outcome of the request.

The default descriptors can be found after each error code in the description of the ‘code’ element..


Notification Delivery error response
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